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Abstract:

With the increasing reliance on digital platforms for financial transactions, the security of banking systems
has become a critical concern. Intrusion detection plays a pivotal role in safeguarding these systems against
unauthorized access and malicious activities. This research paper explores the application of Support
Vector Machines (SVMs) as a robust and efficient tool for detecting intrusions in banking systems. SVMs,
known for their ability to handle high-dimensional data and nonlinear patterns, are employed to enhance
the accuracy and reliability of intrusion detection in the complex and dynamic banking environment.
Existing intrusion detection methods struggle to cope with the diverse and evolving nature of cyber threats.
This research is motivated by the potential of SVMs to provide a solution, given their capacity to classify
intricate patterns and adapt to changing environments.
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1. Introduction

In the ever-evolving landscape of modern finance, the adoption of digital technologies and online
platforms has redefined the way banking operations are conducted. While these advancements offer
unparalleled convenience, they also introduce new challenges, particularly in the realm of cybersecurity.
Banking systems, being repositories of sensitive financial data, are prime targets for cyber threats, ranging
from unauthorized access to sophisticated malicious activities [1]. In response to this escalating risk, the
development and implementation of effective intrusion detection systems (IDS) have become imperative.

1.1 Background:

The banking industry's reliance on digital infrastructure exposes it to a plethora of cybersecurity threats.
The potential impact of a security breach in a banking system extends beyond financial losses to include
compromised customer trust, regulatory penalties, and systemic disruptions. Intrusion detection, as a
proactive security measure, involves the identification and mitigation of unauthorized access and
malicious activities within the system. Traditional methods, although foundational, face challenges in
adapting to the dynamic and increasingly sophisticated nature of cyber threats.

In the landscape of IDS, various types are employed to address different aspects of cybersecurity threats
[2]. Rule-based IDS relies on predefined rules to identify known attack patterns, offering a deterministic
approach but struggling with emerging threats [3]. Signature-based IDS, on the other hand, utilizes a
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database of known malicious signatures to detect specific patterns, providing accuracy in recognizing
known threats but showing limitations against novel attack methods [4]. Anomaly-based IDS focuses on
detecting deviations from established patterns of normal behavior, offering adaptability but facing
challenges in distinguishing between genuine anomalies and legitimate variations in user behavior [5].

1.2 Motivation:

The motivation for this research stems from the limitations of conventional intrusion detection methods
in the face of rapidly evolving cyber threats. The inadequacy of rule-based and signature-based systems
in handling the intricacies of contemporary attacks necessitates the exploration of advanced techniques.
Support Vector Machines (SVMs), known for their capability to discern complex patterns in high-
dimensional data, emerge as a promising solution [6]. This research aims to harness the potential of SVMs
to enhance the accuracy and reliability of intrusion detection in the context of banking systems.

In deploying SVMs for intrusion detection in banking, the study seeks not only to fortify the security of
financial institutions but also to contribute to the broader discourse on the integration of machine learning
in cybersecurity. The dynamic nature of cyber threats demands innovative solutions [7], and SVMs present
an opportunity to advance the state-of-the-art in intrusion detection systems, ensuring the resilience of
banking systems against a constantly evolving threat landscape.

2. Literature Review

Tico et al. proposed a feature vector for image matching, utilizing the standard deviations of Discrete
Wavelet Transform (DWT) coefficients across different levels and familiarization. In their approach, a K-
Nearest Neighbor classifier with Euclidean distance is employed for matching. The primary goal is to
enhance the security of online banking systems to instill confidence in users, given the prevalent threat of
intruder attackers targeting bank customers.

Researchers Junho Lee, Jungwoon Woo, and their team [8] introduced a technology involving an
application and a software production technique to establish a secure online banking environment.
However, their work lacks elements such as the Object-Oriented Analysis and Design (OOAD) approach,
UMLsec, and Java EE for database management and correlation linking.

Wazid, Zeadally, and Das [9] emphasized the importance of mobile banking security, covering various
attack scenarios in their exploration of malware threats and security solutions [16]. While they provided
insights into the limits and advancements in mobile banking, a dedicated model for securing mobile
banking systems was not developed.

Similarly, R. Bose, S. Chakraborty, and S. Roy proposed a multi-factor cloud authentication architecture
for a financial system, incorporating biometric fingerprint authentication via USB to ensure data
authenticity. Despite establishing a secure VPN connection, their approach faced challenges in protecting
data from diverse cyber-attacks [10].

Limba, Pleta, and others [11] developed a cybersecurity management model comprising six dimensions
aimed at enhancing communication within the organization. However, the model might face challenges in
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securing dynamic plans that can evolve or adapt to different technologies. While it is proficient in
managing the initial and interoperable/moderate levels of each cybersecurity dimension, there remains a
potential vulnerability to dynamic cyber-attacks.

3. Types of cyber threats in banking sector
Within the banking sector, intrusions manifest in various forms, continuously evolving. These intrusions
can be broadly categorized into:

3.1 Unauthorized Access:

Instances of unauthorized access involve attempts to infiltrate banking systems without proper
authorization. Such intrusions often include activities like password guessing, brute force attacks, or
exploiting vulnerabilities in authentication mechanisms [12].

3.2 Data Breaches:

Data breaches encompass the unauthorized access and extraction of sensitive customer information.
Cybercriminals may exploit vulnerabilities in the system to gain access to databases containing personal
and financial data [13].

3.3 Malware Attacks:

Malware attacks involve the introduction of malicious software into banking systems, aiming to
compromise the integrity of data, disrupt operations, or facilitate unauthorized transactions. This category
includes viruses, worms, and ransomware [14].

3.4 Insider Threats:
Insider threats arise from individuals within the organization who misuse their access privileges. This
could involve employees intentionally or unintentionally compromising sensitive information [15].

3.5 Phishing and Social Engineering:

Phishing attacks involve tricking individuals, often banking customers or employees, into divulging
sensitive information such as usernames and passwords. Social engineering tactics exploit human
psychology to manipulate individuals into performing actions that compromise security [16].

4. Dataset Generation:

4.1.1 Simulated Environment Setup:

Established a simulated banking environment, replicating the key components of a real-world banking
system. This included user account databases, transaction logs, and security protocols.

4.1.2 User Behavior Simulation:

Simulated diverse user behaviors, such as account logins, fund transfers, balance inquiries, and other
typical banking transactions. Varied transaction frequencies, amounts, and timings to mimic natural user
diversity.
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4.1.3 Normal and Anomalous Transactions:

Generated normal transactions to represent legitimate user interactions within the simulated banking
system. Additionally, introduced anomalous transactions, encompassing potential intrusion scenarios such
as unauthorized access attempts, suspicious fund transfers, and irregular user behaviors.

4.1.4 Attack Scenarios:

Designed specific attack scenarios to emulate potential threats faced by banking systems. This included
credential stuffing attacks, account takeover attempts, and fraudulent transactions. Varying the complexity
and sophistication of the attacks allowed for a comprehensive assessment of the model's detection
capabilities.

4.1.5 Data Labeling:
Annotated the generated data, distinguishing between normal and intrusive activities. Each instance in the
dataset was labeled based on the type of transaction or behavior it represented.

4.1.6 Data Scaling:

Adjusted the scale of the simulated dataset to ensure a representative volume of data, reflecting the
diversity and volume seen in real-world banking systems.

4.2 Support Vector Machine (SVM) Model Implementation:

4.2.1 Feature Selection:
Identified relevant features crucial for intrusion detection, including user login patterns, transaction
frequencies, and anomalous behavior indicators using anova test [17].

4.2.2 Normalization and Preprocessing:
Conducted normalization and preprocessing of the dataset to ensure uniformity in feature scales,
enhancing the SVM model's performance.

4.2.3 Dataset Splitting:
Split the dataset into training and testing sets, maintaining a balance between the two to ensure the model's
ability to generalize.

4.2.4 SVM Model Configuration:

Selected an appropriate kernel function for the SVM, experimenting with linear, polynomial, and radial
basis function (RBF) kernels. Fine-tuned hyperparameters, including the regularization parameter (C) and
kernel-specific parameters, through iterative adjustments and cross-validation.

4.2.5 Model Training:
Trained the SVM model on the labeled dataset, enabling it to learn the patterns associated with normal
and intrusive activities.
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4.2.6 Evaluation Metrics:

Evaluated the model's performance using standard metrics-accuracy. This assessment provided a
comprehensive understanding of the SVM's ability to correctly identify and classify both normal and
intrusive activities.

4.3 Result:

Following rigorous evaluation, our SVM-based intrusion detection model demonstrated an impressive
accuracy of 92%. This indicates the model's ability to effectively discern between normal and intrusive
activities within the simulated banking environment.

4.4 Considerations and Challenges:

Privacy and Security: Ensured the simulated environment and generated dataset adhered to strict privacy
and security standards, with no utilization of real customer information.

Realism vs. Control: Balanced the need for a realistic simulation with the necessity for controlled
experiments, recognizing the inherent trade-off between realism and experimental control.
Generalization: Acknowledged that the model's effectiveness relies on its ability to generalize from the
simulated data to real-world scenarios. Ongoing evaluations and refinements were undertaken to enhance
the model's adaptability.

4.5 Conclusion:

The combined methodology of simulated dataset generation and SVM model implementation provides a
comprehensive approach to intrusion detection in the banking sector. Leveraging the simulated
environment allows for controlled experimentation and evaluation, laying the groundwork for
advancements in the development of robust intrusion detection systems for real-world banking scenarios.
The achieved accuracy of 92% underscores the effectiveness of the proposed approach in detecting and
mitigating potential security threats within a simulated banking environment.
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