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Abstract

In today’s world security and privacy are the most needed qualities of any network. From calling to
online transactions all occur on the network on daily basis. So there is the need to analyse the network in
which all these activities occur. Network analysis thus plays a vital role in maintaining and optimizing
network performance, security and troubleshooting. This paper researches on the topic network traffic
analysis using Wireshark. Wireshark is an open source network packet analyser and it can be used by
security administrators to analyse the traffic, analyse data packets and their role in shaping network be-
haviour. The network analysis using Wireshark will help to know any suspicious or malicious traffic in
our network so that timely action can be taken to avoid attacks like DDOS, Man-in-the middle etc.
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1 Introduction

1.1 Network Traffic Analysis

It is a process of capturing the traffic or data packets in the network and analyse them [3]. It also in-
cludes monitoring and evaluating the data that is transmitted over the network from the computers to the
servers and back. It involves the examination of the captured data packets that flow through the network
in order to gain insights into the network’s behaviour, performance and security. The analyses helps the
network administrators to track the utilization of the network, identify and suspicious activity, bottle-
necks. In the event of breach, network traffic analysis provides valuable evidence for investigating, un-
derstanding the reasons for the attack. Network traffic analysis can be performed using various tools and
techniques, like intrusion detection systems, packet sniffers, Wireshark etc.

1.2 Wireshark

Wireshark is an network packet analyzer used for network analysis by security administrators, network
administrators in order to understand the flow of packets over the network [1]. Wireshark provides a
platform to capture, inspect and analyse the packets and the traffic. It was originally known as Ethereal.
It came into existence in order to better understand the inner working of network communication proto-
cols like TCP, UDP, HTTP etc. Over time it has evolved as a versatile and indispensable resource to
drive insights and reveal hidden dynamics of the network behaviour [2]. Wireshark thus helps in trouble-
shooting network issues, analysing packets, analysing various protocols and their role in the network
traffic. Wireshark also provide various statistical methods and graphs to clearly visualize and understand
the network traffic and thus helping the network security administrators to detect various active and pas-
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sive attacks over the network. With the help of Wireshark we can get the IP addresses and the Port num-
bers of sender and receiver.

1.3 Packet Capturing
Packet capturing refers to the process of recording and intercepting individual data packets that flow
over the network. These packets are the fundamental units of data transmission. The packets includes
data like the IP address, the port numbers, length of the data, data itself and much more. Capturing al-
lows the network administrators, security professionals, analysts to inspect, analyse and examine the
network traffic in real time or offline.

2 Literature Review

Table 1. Review Summary

Author/ Title Purpose Source Summary
Creator
Muhammed | A Deeper Look | This paper discusses the optimiza- | Research | The paper discussed
Alfawareh | into  Network | tion of traffic analysis performance, | Paper the use of wireshark
Traffic Analy- | detection of network forensics and for network traffic
Sis using | spam, network proofing with pene- analysis, its role in ad-
Wireshark tration testing, policy formation, dressing network fo-
and data delivery in integrated sys- rensics, and the risks
tems, while also discussing coun- associated with obtain-
termeasures to reduce this risk [3]. ing useful information
for attacks or stealing
data, while also ad-
dressing solutions [3].
G Jain, Application of | Intrusion detection systems analyze | Research | This paper shows how
Anubha SNORT  and | packets to secure data transmission | Paper to use Wireshark tool
Wireshark in | in networks. Wireshark is a popular to generate all the pos-
Network Traf- | tool for detecting intrusions, but it sible details of log file.
fic Analysis. can intercept and analyze network The 1/0 graph pro-
encrypted traffic. SNORT captures vides an overview of
live packets from the internet, gen- packet flow showing
erating a log file. These log files are total traffic, measured
exported to Wireshark, where the in bytes or packets per
captured network packets are ana- second [2].
lyzed. The 1/O graph displays the
packet flow, total traffic, TCP er-
rors [2].
Bindu Malicious Traf- | This paper demonstrated the appli- | Research | This paper showcases
Dodiya, fic  Analysis | cation of Wireshark in diagnosis of | Paper packet analysis using
Umesh using network protocol and identify mal- indicators of compro-
Kumar Wireshark by | ware by collecting compro- mise, demonstrating its
Singh collection  of | mise indicators [1]. usefulness in network
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Indicators  of forensics. WireShark's
Compromise analysis can identify

various security threats
and attacks on net-
worked comput-
er systems [1].

3 Methodology
Wireshark uses several phases for network traffic analysis. The steps are as follows for capturing the
network packet:

e Select the network on which you want to perform traffic analysis from various available options like
Ethernet, Wi-Fi , LAN connection etc.

e If you wish to apply filters before starting the capture you can do so by typing the same in the text
field provided by the Wireshark. Filters like choosing a specific protocol or port and many more can
be applied.

e Traffic would be captured and be available for analysis. We can also save the captured traffic for
future work if we wish to do so.

e The packets are then decoded, examined, and analysed by the users.

SELECT THE CQE‘IEE\I;E CAPTURE DECODE THE ANALYZE THE
NETWORK FILTERS THE PACKET PACKET RESULT

Fig 1. Flowchart

4 Transmission Control Protocol

TCP (Transmission Control Protocol) is a transport layer protocol that is used to transmit packets from
sender to receiver over the network. It is a connection oriented protocol, and thus uses three-way hand-
shake for connecting devices before sending data over the Internet. This connection remains established
till the communication is completed.

TCP HEADER:

e Source Port: It includes the source or sender's unique port number. The field has 16 bits[5].

e Destination Port: It includes the receiver's or destination's precise port number. The field has 16
bits[5].

e Sequence Number: This identifies the amount of data transferred throughout the TCP Session. It's a
32-field here. Initial sequence number for a new connection is a random 32-bit value. Utilizing this
sequence number, the recipient replies with an acknowledgment to the sender. To make it simpler to
comprehend, Wireshark utilizes relative sequence numbers beginning with 0[5].

e DO (Data Offset): The header length is another name for the 4 bit data offset field. It provides the
length of the TCP header to identify when the actual data starts [5].

e RSV: The reserved field's three bits are set to 0 and not used[5].
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e Flags: There are nine flag bits, are also known as control bits. This field is used to create connec-
tions, transmit data and break connections:

o Urgent Pointer: (URG) The data should be viewed as having priority over other data when this bit
is set [5].

o ACK: abbreviation for acknowledgement [5].

o PSH: This stands for PUSH. This instructs a program to send the data right away rather than waiting
for it to fill the whole TCP segment [5].

o RST: This resets the connection. We must immediately cut off the connection, if we receive it. This
is not the typical technique to close a TCP connection; it is only done when there are irrecoverable
faults [5].

o SYN: This is used to establish the first sequence number and for the initial three-way handshake [5].

o FIN: The TCP connection is ended using this finish bit. TCP is full duplex, so in order to terminate a
connection; both parties must use the FIN bit. This is how we typically cut off a connection [5].

e Window: The window field is of 16-bit. It is used to represent the maximum length of bytes that a
receiver will accept. It does this by informing the number of bytes after the sequence number in the
acknowledgment field [5].

e Checksum: Checksum is a 16 bit field which is used to tell whether the TCP header is in a good sit-
uation or not [5].

e Urgent Pointer: URG is a 16 bit field and when this bit is set then it acts as a marker for the end of
the urgent data [5].

e Options: This is an optional field. It’s size lies between 0 to 320 bits [5].

SOURCE PORT DESTINATION PORT
SEQUENCE NUMBER
ACKNOWLEGMENT NUMBER
DATA OFFSET RSV FLAGS WINDOW
CHECKSUM URGENT POINTER

OFPTIONS

Fig 2. TCP Header

5 Wireshark: Network Traffic Capturing

The Wireshark has easy to use interface. Users can easily capture the packets and analyse those pack-
ets. It is available for both UNIX and Windows. Captured packets can also be exported and imported in
a number of capture file formats for further analysis. Colour coding is also provided by Wireshark, help-
ing the user to analyse the packets. Below table shows the various colouring rules.
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M Wireshark - Coloring Rules Default X

Name Filter

tcp.flags.reset eq 1
sctp.chunk_type eq ABORT

HTTP http || tep.port == 80 || hitp2

DCERPC dcerpc

Routing hsrp || eigrp || ospf || bgp || cdp || vrrp | carp || gvrp | igmp || ismp

TCP SYN/FIN tcp.flags & 0x02 || tep.flags.fin == 1

P tep

upep udp

System Event systemd_journal || sysdig

< >

Doubla ciick o edi. Drag #o move. Rulss sre processed in order unti  match is found.

+ - m B

Copy from - Cancel Import... Export... Help
Fig 3. Coloring Rules

Interface to capture traffic:

Wireshark provides easy to use interface to capture the traffic.The below image shows the interface
provided by Wireshark to capture the traffic. To start the traffic capture one needs to select the network
like Wi-Fi, local area connection, adapter etc. We can also select various interfaces like wired,
Bluetooth, wireless from the drop down menu. If we wish to apply filters like specific port number or
specific protocol before starting the capture, we can do so by typing the same in using the filter text
box. If we have captured any traffic before we can also open that traffic from the recent files available
on the very first interface of Wireshark. As soon as a network is chosen, Wireshark starts the network
traffic capturing and whatever is searched on various platforms, like Google Chrome, traffic pertaining
to those platforms is captured for traffic analysis.

Ml The Wireshark Netwark Analyzer - a ®
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
re K % 1 = aaq

Welcome to Wireshark
Open
ENBI LAB FILES SEM T\analysisSsites.pcapng (30 MB) 0 pen the recent Captured
EABI LAB FILES SEM T\as 511si -apng (11 MB) " "
N - . 'Cz traffic for analysis

E\BI LAB FILES SEM T\networkanalysis3sites.pcapng (8925 KB)

EX\BI LAB FILES SEM 7\
E\BI LAB FILES SEM 7\ff.
EA\BI LAB FILES SEM T\net
EABI LAB FILES SEM Thtcpretr:
E\BI LAB FILES SEM 7\hfpcapng (ot found)

peapng (2461 KB)
096 Bytes)
lysis.pcapng (14 MB)

ission.peapng (740 Bytes)

Select the various interfaces

Apply Filters before capture start from drop down menu

Capture

Select the network on which
you want to capture the traffic

E——— |

Shaw hidden interfaces

Lacal Area Connection* 1
Adapter for loopback traffic capture

Learn
User's G

i - Questions and Answers - MaingLists + Sharkfest - Wireshark Discord * Donate
i 4.0.8 (14.0.8-0-81696b674857). You receive automatic updates.

Roady ta load o capture Ha Fackats Frofile: Default

Fig 4. Wireshark Interface
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Ml snopsissstes peapng - o x
Fle Eait View Go Captwe Analyze Satisics Telephony Wireiess Tools Help
Adm @ RE QesEF & aqaf
R e— S0urce MAC Dastination o we  Fowes Lengh o ol
10.000008  2404:6800:4002:.. 2484:6800:4002:.. 2401:4900:5c74:.. 2401:4906:5¢74:d9eb:14ad:d3.. TCP 86443 + 63826 [ACK) Seg=1 Ack=1 Win=269 Len=@ SLE=@ SRE
20.684578  2401:4980:5c74:.. 2481:4900:5c74:.. 2404:6800:4002:.. 2404:6800:4002:38b: :2003 TP 7563828 + 443 [ACK] Seq=1 Ack=1 Win=2078 Len=1 [TCP seg
39.888868  2401:4980:5c74:.. 2481:4900:5c74:.. 2001:b28:23F:9.. 2001:b28:723F:9::852:437 TLSv1.2 257 Application Data

49.890002  2404:6800:4002:.. 2484:6800:4002:. 2401:490:5 481:4908:5c74: d%eb: 14ad: d3.. TCP 86443 - 63828 [ACK] Seq=l Ack=2 Win=265 Len=@ SLE=1 SRE=—
51.29167¢ 2401:4900:5c74:.. 2481:4900:5c74:.. 2001:b28:f23f: 001:b28:f23:9::852:437 TLSv1.2 191 Application Data

61.293468 2001:b28:f23f:9.. 2001:b28:f23f:9.. 2401:4900:5c74: 401:4980:5¢74:d%b:14ad:d3.. TLSv1.2 187 Application Data

71.336987 2401:4900:5c74:.. 2481:4908:5c74:. 2001:b28:f23F:9.. 2001:b28:f23F:9::852:437 TCP 74 63807 - 443 [ACK] Seq=301 Ack=114 Win=4186 Len=@

8 2.019817 2001:b2B:f23f:9.. 2001:b28:f23f:9. 2481:4900:5c74:.. 2401:4900:5c74:d%eb:14ad:d3.. TCP 74 443 » 63887 [ACK] Seq=114 Ack=381 Win=188 Len=@

Various Packets

92.019817  2001:b28:f25f:5.. 2001:b28:F23f:5. 2481:4900:5¢74:.. 2401:4900:5c74:d9%b:14ad:d3.. TLSv1.2 187 Application Data captured in the
102.867267  2401:4900:5c74:.. 2401:4900:5c74:.. 2001:b28:f23:9.. 2001:b28:F23F:9::852:437 TP 74 63807 + 443 [ACK] Seq=381 Ack=227 Win=41B6 Len=2 0 affic appear in
112.845569  2401:4900:5c74:.. 2401:4900:5c74:. 2484:6800:4002:.. 2404:6800:4002:819: :200a TP 7563827 -+ 443 [ACK] Seq=1 Ack=1 Win=257 Len=1 [TCP segm this section
122.845570  2401:4900:5c74:.. 2401:4900:5c74:.. 2464:6800:4002:.. 2404:6800:4002:81a: 2002 TP 7563829 -+ 443 [ACK] Seq=1 Ack=1 Win=258 Len=1 [TCP segmi
133.697065  2404:6800:4002:.. 2404:6800:4002:. 2401:4900:5c74:.. 2401:4900:5c74:d9eb:14ad:d3.. TCP 86 443 - 63829 [ACK] Seq=l Ack=2 Win=271 Len=® SLE=1 SRE—
143.697065  2404:6800:4002:.. 2494:6800:4002:. 2401:4900:5c74:.. 2401:4900:5c74:d9eb:14ad:d3.. TCP 86 443 - 63827 [ACK] Seq=l Ack=2 Win=265 Len=® SLE=1 SRET—
153.800514  2401:4900:5¢74:.. 2401:4900:5c74:.. 2484:6800:4002:.. 2404:6800:4002:80b: : 2003 TcP 7563831 - 443 [ACK] Seqsl Ack=1 Win=258 Len=1 [TCP segm
16 4.383139 2401:4900:5c74:.. 2481:4908:5c74:. 2001:b28:f23F:9.. 2001:b28:f23F:9::852:437 TLsvi.2 257 Application Data
17 4.384911 2484:6800:4802:.. 2484:6800:4802:.. 2481:4900:5c74:.. 2401:4900:5c74:d%eb:14ad:d3.. TCP 86 443 » 63831 [ACK] Seq=1 Ack=2 Win=265 Len=8 SLE=1 SRE:
18 4.389219 2491:4988:5¢74 2481:4988:5c74:.. 2484:6800:4002:.. 2484:6800:4002:812::2884 TCcP 75 63838 » 443 [ACK) Seq=1 Ack=1 Win=254 Len=1 [TCP segm
19 4.925475 2484:6880:4882 2484:6300:4882:.. 2481:49088:5c74:.. 2481:4988:5c74:d%eb:1dad:d3.. TCP 86443 » 53838 EAO(] Seq=1 Ack=2 Win=288 Len=8 SLE=1 SRE:
28 4.925475 2081:b28:¥23:9.. 20881:b28:f23f:9.. 2481:498@:5c74:.. 24081:4980:5c74:d%eb:14ad:d3.. TCP 74 443 -+ 53887 [ﬂ(K] Seq=227 Ack=484 Win=188 Len=@
215.851273  2001:b28:f23f:5.. 2001:b28:f23f:9.. 2481:4900:5c74:.. 2401:4960:5c74:d%eb:14ad:d3.. TLSV1.2 187 Application Data
225.983279  2401:4300:5c74:.. 2401:4980:5c74:. 2001:b28:f23:9.. 2001:b28:F23F:9::852:437 TP 74 63807 + 443 [ACK] Seqs=484 Ack=348 Win=4185 Len=@
53& eianta  1aa 1&e o2e 7& 187 168 23@ 76 189 168 238 101 180 1£8 238 1e1 MME  3E Chamdand nuamu BuEdha ARAA weh talammam ame
Frame 1: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface \Dewic~ 48 cB a6 85 38 59 be 3f 98 d9 A8 62 86 dd 68 Bd € ev-?7 b -h- |
Ethernet II, Src: be:3f:98:d9:d8:62 (be:3f:98:d9:d8:62), Dst: Azurehav_85:38:59 (d8:c@ €7 91 00 20 86 7a 24 @4 68 00 48 02 08 12 0 00 % h@
Internet Protocol Version 6, Src: 2484:6800:4002:812::2004, Dst: 2401:4900:5c74:d9eb:1 8@ 86 08 @2 28 B4 24 81 49 8@ S5c 74 d9 eb 14 ad $ It Packet Bytes
~ Transmission Control Protocol, Src Port: 443, Dst Port: 63826, Seq: 1, Ack: 1, Len: @ d3 88 88 ff 4f c4 61 bb 19 52 1b 73 46 63 Se 51 o R SFCQ wamymmmm HexDump / Raw
Source Part: 443 2 a4 28 18 €1 6d 18 72 98 6@ @1 81 85 8a Je 51 r Q Data anpear in
Destination Port: 63826 Details of any selected 2 a3 9e 51 f2 84 Q ata app
[Stream index: @] packet appears in this this section
[Conversation completeness: Incomplete (28)]
[TCP Segment Len: 8) section
Sequence Number: 1 (relative sequence number)
©® 7 cnclpussstenpeapeg Pockats: 3994 - Dispayed: 33494 (100.0%) Frae: Defadt

Fig 5. Packet Capturing Interface

Wireshark captured traffic can be seen as in the above figure. It mainly has the following sections:

1. Menu Options: From here various menus can be selected like file menu, edit menu, analyze menu
etc. to help in analysis , importing and exporting of captured traffic.

2. Filters: In this section filters can be applied while capturing the packets. Specific protocol like http,
tcp ,udp etc can be selected. Applying the filters helps in analyzing specific and relevant packets in-
stead of all packets.

3. Packet Traffic List: This section shows the various packets captured in the traffic with details like
time, source address, destination address, protocol, descriptions etc.

4. Packet Details: This section shows details regarding a particular selected packet like the frame de-
tails, TCP header details etc. From here various details can be seen regarding any packet like destina-
tion port , source port, length of packets, Bytes in the packets etc to help analyze the packet.

5. Packet Bytes Hex Dump: This sections shows the hex dump of the packets or any raw data in human
readable form.

6 Results and Discussion

During the traffic analysis, traffic was captured from different sites and for a particular duration. This was

done in order to check the scalability of the Wireshark depending on the number of sites searched,

amount of activity done on those sites etc.

Following images show the summary of the captured traffic depending on the number of sites and amount

of activity performed. It shows information regarding the capture, such as time remaining, packet and byte

counts, and similar data [4].
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Ml Wiressare Cogture il Prperies networkanaiysiistes scapng

X | Ml Wesshark - Capture Fie Properties ansiyseStes poagng

o —
File ~| ¢ [File
Name: E:\BI LAB FILES SEM 7\networkanalysis3sites pcapng " | Meme: E:\BI LA FILES SEM 7\enclysisSsites.pcapng
Length: 5135 kB Length: 32M8
Hash (SHA256): 1fEbS51; 7 Hash (SHA2SS) 871118 704df2b1477b2dd:
Hash (RIPEMD160): €19987d3d38140971536¢11952309062c0435532 Hash (RIPEMD160): 03907683510b7#125000BCb6778bHd 1bdad24df
Hash (SHA1): 16 Hash (SHA1): 130681384000068990 285738976385 7b5878b120
Format: Wireshark/... - peapng Format: Wireshark/__. - pcapng
Encapsulation: Ethemet 4 | Encapsuistion: Ethemet
Time Time
First packat: 2023-09-01 18:26:56 Frst packet: 2023-09-01 19:33:30
Last packet: 2023-09-01 19:31:11 Last packet: 2023-05-01 19:35:48
Eiapsed: 00:02:15 | | Bapsad: 00:02:18
Capture : capture
Hardware: AMD Ryzen § 3500U with Radeon Vega Mobile Gfi (with S584.2) ! Hardware: AMD Ryzen 5 3500U with Radson Vega Mobiie Gfx (with 5584.2)
03 E4-bit Windows 10 (22H2), bulld 19045 , o= B4-bit Windows 10 (22H2), build 15045
Application: Dumpcap (Wireshark) 4.0.8 (v4.0.6-0-g816965074857) * | Application: Dumpcap (Wireshark) 4.0.5 (v4.0.8-0-g816960074857)

1
Interfaces 1 Interfaces
Interface Dropped packets Capture filter Link type i Interface Dropped packsts Capturs fiter Link type i )
ViiFi 0(0.0%) none Ethernet 262144 bytes Wil 0 (0.0%) none Ethernet 262144 bytas
Statistics Statistics
Mezsursment Captursd Displayed Marked | | Measurement Captured Displayesd arked
Packets 10488 10488 (100.0%) - Pockets 35454 35434 (100.0%) -
Time span, s 135.021 135.021 - 1| Time span, s 136526 136526 -
Aversge pps 77.7 737 — Average pps 2582 2582 —
Average packet size, B 838 - © | Average packet size, B 570 &7 -
Bytes 6768256 6788256 (100.0%) o 30866668 30866668 (100.0%) 0
Average bytes/s B5k 85k - Average bytes/s 222k 2k -
Average bits/s 520k 520k - | i | Average bitis 1782k 1762 k —

Captus e comments

atrasn sove ommenes, [_cioss | copyTocpeoors | e Reed Sove Commects o ToCubomt | uey

Ml Viresnark. Copture File Properties - anatyss1 15tes peapng - o =
vatnts

File

Neme: E:\BI LAB FILES SEM 7\analysis11stes.pcapng

Length: 11 MB

Hash (SHA256) 5704 291 s

Hash : 2678 351883079

Hash (SHA1): f1dc13f33abfbe5aSFIbIas1 IabS 18064102062

Format: Wireshark/.

Encapsulation: Ethemet

Time

First packet: 2023-09-01 19:37:03

Last packet: 2023-09-01 19:39:15

Elapsed: 00:02:11

Capture

Herdware: AMD Ryzan 5 3500U with Radeon Vege Mobile Gfx (with SSE4.2)

os: 64-bit Windows 10 (22H2), bulld 19045

Application: Dumpcap (Wireshark) 4.0.8 (v4.0.8-0-g81696bb74857)

Interfaces

Interface Dropped packets Capture filter Link type Packet size limit {snaplen)

U WA 0(0.0%) none Ethemet 262144 bytes

Statistics

Mezsurement Captured Displayed Marked

Packets 18251 18251 (100.0%) -

Time span, 5 131816 131816 -

Average pps 1365 1385 -

Average packet size, B 611 811 -

Bytes 11144438 11144438 (100.0%) o

Average bytes(s 84k 84k -

‘Average bits(s 676 k 676 k -

< >
Costre e cmments

Py Ssue Commenes (copy o poooed | b

Fig 8. Capture File Properties — 3

Below table shows the comaprison of the above captured traffic :

Table 2. Comparison Of Above Captured Traffic

Sr.
No.

No
Sites

of | Amount of

Activity

Duration (in
minutes)

Size of the
file

Dropped
Packets

Average
pps

Captured
traffic
packets

Low

02:15

8925KB

7.7

10488

Moderate

02:18

30MB

o

256.2

35494

Low

02:11

11MB

138.5

18251
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M >nolysisssites peapng - o X

file Edit View Go Copture Analyze Statistis Telephony Wireless Tools Heip

am:@ RE AewEfiT=aaarw

i &+

e e Sours Sourca Wi Destinaton MAC Prtorol Leogh w0 =
102.067267  2401:4900:5c74:.. 2401:4900:5¢74: 19.. 2001: TcP 74 63807 » 443 [ACK] Seq=301 Ack=227 Win=4186 Len=0
112.845569  2401:4900:5c74:.. 2401:4900:5c74 ~rep 7563827 + 443 [ACK] Seq=1 Ack=1 Win=257 Len=1 [TCP segm
122.845570  2401:4900:5c74:.. 2401:4900:5c74 Tce 75 63829 -+ 443 [ACK] Seq=1 Ack=1 Win=258 Lens1 [TCP segmc—
133.697065  2404:6800:4002:.. 2404:6800:4002 :4900: :4900:5¢74:d9eb:14ad:d3.. TCP 86443 » 63829 [ACK] Seq=1 Ack=2 Win=271 Len=0 SLE=1 SRE

14 3.697€65 2404:6800:4002:.. 2404:6800:4002 :4900:5c74:d9%eb:14ad:d3.. TCP 86443 -+ 63827 [ACK] Seq=1 Acl Win=265 Len=@ SLE=1 SRE:

153.800514  2401:4900:5c74:.. 2401:4900:574:.. 16800:4002:80b: : 2003 TcP 75 63831 + 443 [ACK] Seq=1 Ack=1 Win=258 Len=1 [TCP segm

. 16 4 383139 24A1:49A0°5¢74 2401:49A0:5¢74: . 2001 :hJR:¥73F:9_ 2A4A1:hIR:F23f:Q: 1R8I 437 TISv1.2 757 Annlicatinn NData =
Frame 11: 75 bytes on wire (608 bits), 75 bytes captured (608 bits) on interface \Devicé be 3f 98 d9 d8 62 d8 cO a6 85 30 59 86 dd 60 06 7 b oy
Ethernet II, Src: AzureWav_85:30:59 (d8:c0:a6:85:30:59), Dst: be:3f:98:d9:d8:62 (be:3f:¢ 41 62 00 15 06 fe 24 01 49 00 S5c 74 d9 eb 14 ad  Ab- - -$- I\t
Internet Protocol Version 6, Src: 2481:4900:5c74:d9eb:14ad:d388:88Ff:4fc4, Dst: 2404:68¢ d3 88 88 ff 4f c4 24 @4 68 @0 40 02 @8 19 00 e 08 h@

v Transmission Control Protocol, Src Port: 63827, Dst Port: 443, Seq: 1, Ack: 1, Len: 1 00 60 00 00 20 @a 9 53 01 bb db od 47 82 ef d3 s G
Source Port: 63827 bd 83 50 10 01 1 8b 57 ©0 €0 00 P
Destination Port: 443
[Stream index: 3]

[Conversation completeness: Incomplete (28)]
[TCP Segment Len: 1]

Sequence Number: 1  (relative sequence number)
Sequence Number (raw): 3675080578

[Next Sequence Number: 2  (relative sequence number)]
Acknowledgment Number: 1  (relative ack number)
Acknowledgment number (raw): 4023631235

0101 .... = Header Length: 20 bytes (S)

Flags: @xe1e (ACK)

Window: 257

[Calculated window size: 257]

[Window size scaling factor: -1 (unknown)]
Checksum: @x8bS7 [unverified]

[Checksum Status: Unverified]

Urgent Pointer: 8

[Timestamps]

[SEQ/ACK analysis]

TCP payload (1 byte)

TCP segment data (1 byte)

< >

© 7 onsyussstes peapng Packats: 359494 - Displayed: 344 (100.0%) Profte: Default

Fig 9. TCP Header Details

The above image shows the TCP Header details for the packet number 11 captured.
Clearly from above:

Source Port: 63827

Destination Port: 443

Sequence Number: 3675080578

Acknowledgment Number: 4023631235

Data Offset: 0101

Flag: ACK

Window: 257

Applying filters and analysing the packets:
In this traffic, protocol filter of HTTP was applied, which resulted in showing the packets related to http
protocol only as shown in below figure.

Ml sraysisSstespeapng - o x
Fie Edt View Go Captwe Analyze Statistics Telephony Wireless Tools Help

Adm i@ RE QeusEd e aQaaeT
) B0 -+
o Tame Source Saurce MAC Destnatan Destinotion MAC Frotace Leogth Tnfa
- 23050 160.260988 192.168.238.76 [182.168.238.76 [152.195.38.76  152.185.38.76 HTTR 378 GET /DigiCertTLSRSASHA2S562028CA1. crt HTTR/1.1
23173 188.384846 152.195.38.76 152.195.38.76 192.168.238.76 192.168.238.76 HTTP 335 HTTP/1.1 208 OK (application/pkix-cert)
23451 188.559854 192.168.238.76 192.168.238.76 152.195.38.76 152.195.38.76 HTTP 371 GET ,’Disi(zr‘tﬁ]nhalﬂuut(ﬂ,(r‘t HTTP/1.1
23822 100.869824 152.195.38.76 152.195.38.76 192.168.238.76  192.168.238.76 HTTP 1337 HTTP/1.1 288 OK (application/pkix-cert)
< >

3 98 d9 dB 62 d8 c@ a6 85 38|
6c 4a d4 40 00 86 06 4@ b3 c@
4c fa 7f 00 58 2 3¢ &f la a3
01 67 e8 00 08 47 45 54 20 2f
72 74 54 4c 53 52 53 41 53 48
32 30 43 41 31 2e 63 72 74 20
2e 31 @d @a 48 6f 73 74 3a 20
73 2e 64 69 67 69 63 65 72 74
43 6f Ge Ge 65 63 74 69 &f Ge
2d 61 6¢c 69 76 65 8d ©a 55 73

Frame 23050: 378 bytes on wire (3024 bits), 378 bytes captured (3024 bits) on interface \Device\NPF_{4885E2FA-C7CA-4597-97A7-5C1¢~
Ethernet II, Src: AzureWav_85:3@:59 (d8:ci 85:30:59), Dst: be:3f:98:d9:d8:62 (be:3f:98:d9:d8:62)
Internet Protocol Version 4, Src: 192.168.238.76, Dst: 152.195.38.76
~ Transmission Control Protocol, Src Port: 64127, Dst Port: 88, Seq: 1, Ack: 1, Len: 324
Source Port: 64127
Destination Port: 88
[Stream index: 282]
[Conversation completeness: Incomplete, DATA (15)]
[TCP Segment Len: 324]

Sequence Number: 1  (relative sequence number) e 74 3a 20 4d 6f 7a 69 ¢ 6¢
Sequence Number (raw): 4181495578 28 57 69 Ge 64 6F 77 73 20 de
[Next Sequence Number: 325  (relative sequence number)] 3b 20 57 69 e 36 34 3b 28 78
Acknowledgment Number: 1  (relative ack number) 78 6c 65 57 65 62 4b 69 74 2f
Acknowledgment number (raw): 2744341742 20 28 4b 48 54 4d 4c 2c 28 6c
9181 .... = Header Length: 20 bytes (5) g; ;b :; ;9 ;g :; :g ;i :\; 2‘:
. e e
:::::w:ezg;a (PsH, ACK) 2e 33 36 od 0a 41 63 63 65 7@

64 69 6e 67 3a 20 67 7a 69 7@
61 74 65 8d @a 41 63 63 65 7@
75 61 67 65 3a 20 65 6e 2d 49
42 3b 71 3d 38 2e 39 2c 65 6e
38 2e 38 2c 65 6@ 3b 71 3d 3@
71 3d 3@ 2e 36 @d 8a @d @a

[Calculated window size: 65792]

[Window size scaling factor: 256]

Checksum: @x67ed [unverified]

[Checksum Status: Unverified)

Urgent Pointer: @

v [Timestamps) 2

< Ea | >
@ 7 byperiast Transie Profocols Pl Fachetz: 35434 - Displayud: 4 (0.0%] Frofe: Default

Fig 10. HTTP Protocol Captured Packets
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Frame 23173: 335 bytes on wire (2688 bits), 335 bytes captured (268 bits) on interface \Devic|oeee LRLETINIIEIWININFCE LRI
Ethernet II, Src: be:3f:98:d9:d8:62 (be:3f:98:d9:dB:62), Dst: AzureWav_85:30:59 (dB:c@:a6:85:3| 8010 [

Internet Protocol Version 4, Src: 152.195.38.76, Dst: 192.168.238.76

Transmission Control Protocol, Src Port: 88, Dst Port: 64127, Seq: 1319, Ack: 325, Len: 281

[2 Reassembled TCP Segments (1599 bytes): #23171(1318), #23173(281)]
~ Hypertext Transfer Protocol

[HTTP/1.1 268 OK\r\n

Accept-Ranges: bytes\rin
Age: 128456\r\n
cache-control: max-age=17288, public\r\n
Content-Type: application/pkix-cert\rin
Date: Fri, @1 Sep 2023 14:85:11 GMT\r\n
Etag: "5f6d4418-des”\r\n
expires: Sun, @3 Sep 2823 14:85:11 GMT\r\n
last-modified: Fri, 25 Sep 2020 ©1:12:48 GMT\r\n
Server: ECAcc (nd1/D314)\r\n
X-Cache: HIT\r\n
Content-Length: 1262\r\n
\ri\n
[HTTP response 1/2]
[Time since request: ©.12313880@ seconds]
[Request in frame: 23058]
[Next request in frame: 23451]
[Next response in frame: 23822]
[Request URI: http://cacerts.digicert.com/DigiCertTLSRSASHA2562020CA1.crt]
File Data: 1262 bytes
~ PKIX CERT File Format

62 79 74 65 73 od @a 41
35 36 @d @a 63 61 63 68
6c 3a 20 6d 61 78 2d 61
3@ 2c 20 7@ 75 62 6¢C 69
6e 74 2d 54 79 7@ 65 3a
74 69 6f 6e 2f 7@ 6b 69
44 61 74 65 3a 20 46 72
7@ 2@ 32 3@ 32 33 2@ 31
47 4d 54 od @a 45 74 61
34 34 31 3@ 2d 34 65 &5
65 73 3a 2@ 53 75 6e 2c
32 3@ 32 33 20 31 34 3a
54 ed @a 6c 61 73 74 2d
32 20 46 72 69 2c 20 32
32 3@ 20 3@ 31 3a 31 32
@a 53 65 72 76 65 72 3a
6e 64 6c 2f 44 33 31 34
68 65 3a 20 48 49 54 ed
2d 4c 65 6e 67 74 68 3a
8a 3@ 82 94 ea 30 82 @3
@a 35 @8 d5 5¢ 29 2b @1
30 od @6 @9 2a 86 48 86
61 31 @b 3@ @9 @6 83 55
30 13 @6 83 55 84 @8a 13
74 2@ 49 6e 63 31 19 3@
77 77 77 2e 64 69 67 69
31 20 38 le @6 83 55 @4

41 63 63 65 70 74 2d 52 61 6e 67 65 73 3a 2@

67 65 3a 20 31 32 38 34
65 2d 63 6f 6e 74 72 &f
67 65 3d 31 37 32 38 3@
63 ed @a 43 6f 6e 74 65
2@ 61 7@ 7@ 6c €9 63 61
78 2d 63 65 72 74 ed @a
69 2c 2@ 3@ 31 28 53 65
34 3a 3@ 35 3a 31 31 2@
67 3a 2@ 22 35 66 36 64
22 ed @a 65 78 78 69 72
20 38 33 28 53 65 70 20
3@ 35 3a 31 31 28 47 4d
6d 6f 64 69 66 69 65 64
35 20 53 65 70 20 32 3@
3a 34 38 20 47 4d 54 @d
20 45 43 41 63 63 20 28
29 od @a 58 2d 43 61 63
@a 43 6f 6e 74 65 6e 74
20 31 32 36 32 ed @a ed
d2 a@ @3 ez el 8z ez 18
7d f8 ad 65 c@ @f 7 ed
f7 ed @1 @1 éb @5 ee 3@
@4 @6 13 @2 55 53 31 15
Bc 44 69 67 69 43 65 72
17 @6 @3 55 e4 eb 13 18
63 65 72 74 2e 63 6f 6d
©3 13 17 44 69 67 69 43

(<]
— -

>

JHTTP/1.1 200 OK-|3
gAccept- RﬁﬂgES:

bytes- A ge: 1284
56 -cach e-contro
1: max-a ge=17280
e, publi c--Conte
nt-Type: applica
tion/pki x-cert

Date: Fr i, @1 Se
p 2023 1 4:05:11
GMT--Eta g: "5fed
4410-4ee " expir
es: Sun, 83 Sep
2023 14: 85:11 GM
T -last- modified
: Fri, 2 5 Sep 20
20 81:12 :48 GMT
Server: ECAcc (
ndl/D314 ) -X-Cac
he: HIT- -Content
-Length: 1262

e -8
5.\)+ }o-e

9. -*H ]

ale U us1

e U DigiCer

t Incl-@ U
www.digi cert.com
1e--U Digic

65 72 74 20 47 6c 6f 62 61 6c 28 52 6f 6f 74 28 ert Glob al Root

v Certificate (id-at-commonName=DigiCert TLS RSA SHA256 2020 CAl,id-at-organizationName=DigiCe
43 41 30 le 17 ©d 32 30 3@ 39 32 34 30 30 30 3@ CAe - -20 @9240000

signedCertificate

algorithnIdentifier (sha256WithRSAEncryption) 3@ 3@ 5a 17 ed 33 38 3@ 39 32 33 32 33 35 39 35 @eI -30@ 92323595

39 5a 30 4f 31 @b 38 @9 @6 03 55 04 86 13 82 55 97e0l-e u u

Padding: @ 53 31 15 3@ 13 B6 03 55 4 Ba 13 Bc 44 69 67 69 518 U Digi v
encrypted: 77abb77a273dasbbf67fee5a56c984asca5bT117dd2247 FededFeadBc1adddaladebcsas.. . .
> Frame (335 bytes) Reassembled TCF (1599 bytes)
@ 7 ot fom (i), 17 byes Fackas: 35484 - Dispayed 4 (0.0%) Profle: Dot

Fig 11. HTTP Protocol Packet Details

On selecting the Hypertext Transfer Protocol in Packet Details section on packet number 23173 it shows
the HTTP header details. From above it can be seen that this packet contain details regarding the certifi-
cate.

From above following details can be figured out:

e Request URI: http://cacerts.digicert.com/DigiCert TLSRSASHA2562020CAL.crt

e Algorithm used for encryption: SHA 256 along with RSA

e serialNumber: 0x0a3508d55¢292b017df8ad65c00ff7e4

e Algorithm Id: 1.2.840.113549.1.1.11 ( in this SHA256 along with RSA encryption is used)

Such field can be used by attackers in wrong way which can also result in various attacks. This shows that
if any http site is used by any user, and if any attacker had access to their network they can easily trace
these packets and manipulate the data within the packets, resulting in the Man —in — the- middle or redi-
recting attack.

Exploring the Statistics on the Captured Traffic:

Protocol Hierarchy: Protocol Hierarchy display the number of packets and number of bytes in those
packets for various protocols that were captured during for network analysis all the protocols are arranged
in the same hierarchy as they were found in the traffic. It provides the count of packets in which the proto-
col is present and the packet in which it is the last protocol in the stack. These last-protocol counts let you
know how many packets—along with the corresponding byte count—ended in a certain protocol. They
are listed under "End Packets" and "End Bytes" in the table[4].

IJFMR23068876 Volume 5, Issue 6, November-December 2023 9
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M Wireshark - Protocol Hierarchy Statistics - analysisSsites.pcapng - [n} X
|| Protocal ) Percent Packets Packets Percent Bytes Bytes  Bits/s EndPackets EndBytes EndBits/s PDUs
v Frame 1000 35494 1000 30866668 1782 k 0 0 0 35494

v Ethermet 1000 35494 16 496916 28k 0 0 0 35494
~ Intemet Pratocol Version 6 451 16005 21 640200 36k 0 o 0 16005
~ User Datagram Protocal 125 4454 01 35632 2057 0 [ 0 4454
Session Traversal Utilities for NAT 00 2 00 64 3 2 64 3 2
QuIc IETF 120 4267 93 2855724 164k 4267 2758370 159k 4435
Multicast Domain Name System 0.0 8 00 W2 8B 8 1092 63 8
Data 0s 17T 04 112628 6504 177 112628 6504 177
v Transmission Control Protocol 325 11539 369 11403835 658k 7902 6505955 380k 11539
XMPP Protocol 00 1 00 376 21 376 2 1
| Transport Layer Security 101 3591 389 11994249 692 k 3581 8292463 478k 4169
! Malformed Packet 00 1 00 0 0 1 0 0 1
4 Data 0.1 44 00 a4 2 44 £ 2 kS
| Internet Control Message Protocol vé 0.0 2 00 384 2 384 2 2
| v Internet Protocol Version 4 345 19479 13 389580 22k O 0 o 19479
v User Datagram Protacol 132 4575 01 37400 2159 0 0 0 4675
Simple Service Discovery Protocol 0.0 10 00 1750 101 10 1750 101 10
Session Traversal Utilities for NAT 0.0 4 00 104 6 4 104 6 4
QuIc IETF a4 2968 76 2333034 134k 2968 2274537 131k 3055
Multicast Domain Name System 00 8 00 W2 8B 8 1092 63 8
Domain Name System 47 1685 05 142904 8252 1685 142904 8252 1685
~ Transmission Control Protocol 417 14800 405 12491174 721k 10150 8153485 470k 14800
Transpart Layer Security 130 4598 a7 12861883 742k 4598 9210008 531k 5008
v Hypertext Transfer Protocol 0.0 4 00 3523 203 2 641 37 4
PKIX CERT File Farmat 00 2 00 209 121 2 2209 127 2
Domain Name System 00 2 00 616 s 2 616 35 2
Data 01 46 00 6 2 46 46 2 46
v Internet Control Message Protocol 00 4 00 2224 128 0 0 o 4
QUIC IETF 00 4 00 2080 120 4 2080 120 4
Address Resolution Protocol 00 10 00 280 % 10 280 16 10
-

o= [Twe
Fig 12. Protocol Hierarchy Statistics
Flow Graph: Flow graph shows the connection between the hosts. For each connection that was captured
it shows the packet timing, direction, ports, and comments. It provides filters like ICMP (Internet Control
Message Protocol) flows, ICMPv6 flows, UIM flows, and TCP flow [4]. The flow graph window provides
different controls based on that. With the help of flow graph you can easily figure out various port num-
bers and IP addresses and thus can easily get to get know if any unusual port number or IP address occurs
in the traffic [4]. The below figure shows the flow graph for the captured traffic.

| M Wireshark - Flow - analysisSsites.pcapng - [u] 'Y
Time 2404:6000:4002:812::2004 2404:6800:4002:800::2003 2404:6600:4002:819::2008 Comment &
2401:4900:5¢74:09eb: 1480 4388: ST 4fcd 2001:028:123¢:9: 852437 2404:6800:4002:815::2008
. 0.000000
0.684578 ™
0.6888860 cner
0.850002 P
1291670 ax
1293468 e
1336987 ey
2010817 ner
. zoemy e
2067267 ax
2845569 o w
2845570 cn w
3697065 s
' aso7es o
2800514 s
4303139 e
4304911 o
4300219 = 1 [rce
4825475 ap H=g i,
4925475 E
5851273 | Appicton Dy o
5803279 |
5814419
5815275
5915885
6014272 oo | Apioxion o P
6.015807 =
6017266 =
6018161 .
6.019024 ]
6018205
6019723
6276785
< >

Skt 7 05 Sty s 8T s i A MBI
] Limit to dspley fiter Fow type: Al Foms = Adtrossos: Avp -

e = [

Fig 13. Flow Diagram
10 GRAPH: Display the number of packets or the amount of bytes per second for all packets that match
the chosen filter. By default, only one graph displaying the number of packets per second will be shown

[4]
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M Wireshark . 1/O Graphs - analysisSsites pcapng [m] b
Wireshark I/0) Graphs: analysisSsites. pcopng
I
| All Packets
| L | uor
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Fig 14. 1/0O Graphs

HTTP -> Packet Counter: The packet counter the data regarding the HTTP packets. From here, we can
analyse if there was any redirection or any kind of error. It helps in knowing if any attack like DDOS
attack took place, or were any packets redirected to any other wunusual address.
From the below figure, we analysed that all the packets have 2xx Response, indicating that all packets
were transmitted successfully and no packet was dropped.

| ‘ Wireshark - Packet Counter - analysisSsites.pcapng - O X
| <
Topic / Item Count Average MinVal MaxVal Rate (ms) Percent BurstRate Burst Start |
v Total HTTP Packets 14 0.0001 100%  0.0100 17.488 |
Other HTTP Packets 0 0.0000 0.00% -
~ HTTP Response Packets 2 0.0000 14.29% 0.0100 100.384
777: broken 0 0.0000 0.00% -
Sy Server Error 0 0.0000 0.00%
Ay Client Error ] 0.0000 0.00%
3xx: Redirection 0 0.0000 0.00% - -
v 2m¢ Success 2 0.0000 100.00% 0.0100 100.384
| 200 0K 2 0.0000 100.00% 0.0100 100.384
| T Informational 0 0.0000 0.00% -
v HTTP Request Packets 12 0.0001 85.71% 0.0100 17.488
SEARCH 10 0.0001 83.33% 0.0100 17.488
GET 2 0.0000 16.67% 0.0100 100.261
I Display filter: | | Apply
Copy Save as... Close |

Fig 15. Packet Counter

7 Conclusion

In this paper, we examined network traffic analysis and its significance. The document also includes in-
formation and instructions for capturing traffic with Wireshark. The paper discusses how Wireshark can
assist security and network administrators with packet capture and analysis. This paper demonstrates how
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graphs such as the flow graph and the 10 graph may be plotted and used to investigate captured traffic.
We learned about the TCP header and how to trace IP addresses, port numbers, sequence numbers, and
other information from captured traffic. Wireshark's efficiency was examined as traffic increased.
Wireshark is a very significant tool in network traffic analysis, and if used properly, it may assist admin-
istrators notice any suspicious or anomalous activity in the network in real time, allowing them to take
appropriate action to prevent any attacks.
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