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Abstract

Know Your Customer (KYC) is a requirement for financial institutions to use identity, qualification
and risk to identify customers when establishing a banking relationship. With the focus on security,
the KYC process has become difficult and costly to complete for any customer. In this article, we
propose a convenient, instant, secure and transparent banking system KYC certification platform
through Inter Planetary File System (IPFS) and block-chain technology. The system allows
customers to open an account at any bank, complete the KYC process there, generate hashes using
the IPFS network, and distribute them to other banks using the legacy urine of block-chain
technology. Using a private key, all banks/financial institutions can use the IPFS network to
securely store and store customer information (e.g. KYC) if the customer wants to open another
account with that bank/financial institution. Additionally, leveraging block-chain technology
ensures immutability and transparency of KYC information, thereby increasing security and
reducing the risk of fraud or misuse of information.

Storing hashed KYC data on the IPFS network ensures that important customer data remains
transparent and accessible only to authorized users, thus maintaining confidentiality and
compliance with data protection laws. In addition, the processes that this new system can easily
adjust will increase efficiency in the banking sector, allowing companies to allocate resources more
efficiently and focus on providing better customer service.

By sharing KYC credentials across multiple banks, customers benefit from a quicker and faster
account opening process; When banks come voluntarily, it builds trust and reduces the risks
associated with new customers. Overall, the integration of block-chain and IPFS technology into
the KYC process should transform the banking industry by providing efficient, secure and
transparent solutions that enable customer satisfaction and compliance.
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I. Introduction

In the past two decades, technology has transformed how news content is created and delivered in the
entertainment ands media sectors. Yet, challenges persist, particularly in the distribution of digital
content and fair compensation for participants. A recent innovation explores using blockchain and
cryptocurrencies to facilitate micropayments, allowing users to make small transactions for specific
actions.

Blockchain and cryptocurrencies offer secure, private, low-fee transactions without intermediaries.
They've birthed major cryptocurrencies like Bitcoin and Ethereum, driving interest in alternative
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cryptocurrencies (AltCoins) and financial concepts like Initial Coin Offerings (ICOs). Beyond
cryptocurrencies, blockchain's distributed ledger technology (DLT) promises enhanced security and
transparency, reducing reliance on laborious processes like Proof of Work (PoW).

Platforms like R3/Corda and Hyperledger Fabric support permissioned blockchains with high
transaction speeds, attracting financial institutions seeking solutions to longstanding challenges like
credit scoring for loans. Additionally, KYC/KYB processes are evolving, demanding dynamic
customer data management to combat cyber threats effectively.

Blockchain's impact extends beyond finance, with proposals for decentralized frameworks in sectors
like insurance. However, sharing transaction data on traditional blockchains can be costly, leading to
considerations like using the InterPlanetary File System (IPFS) for sharing information more efficiently.
In conclusion, block chain's evolution from Bitcoin's inception has spurred innovations across industries,
from finance to media, promising streamlined processes and improved security, albeit with ongoing
challenges like data sharing costs.

Il. Literature Survey

Block chain[1]is renowned as a distributed system for information storage, yet its irreversible and
transparent nature poses challenges regarding personal data and privacy. Due to the inability to modify
data once stored, block chain is designed to safeguard user identities. A common application is using
block chain solely for time stamping, offering the added advantage of measuring data volumes.
Decryption key in this approach can expose encrypted content, limiting data encryption flexibility.
Privacy[6] principles must be meticulously addressed in blockchain transactions, especially
concerning personal or sensitive information.

Blockchain[2] technology has evolved significantly, surpassing its initial application in cryptocurrencies
like Bitcoin. Ethereum, in particular, has introduced smart contracts that revolutionize decentralized
applications (DApps) by eliminating fraud and third- party intervention. These contracts operate using
sophisticated programming languages, empowering  users to create and deploy DApps and execute
smart contracts seamlesly.

Research has explored blockchain's applications across various sectors,  including  government
institutions,  financial mechanisms, and justice systems. The integration of blockchain with
Internet  of Things (loT) sensor data also holds promise for businesses seeking secure data
sharing and monetization opportunities.

In the finance[10] and banking sectors, blockchain's potential is evident in facilitating peer-to-peer
digital information exchange with minimal intermediaries. Additionally,[4] blockchain technology is
being explored for KYC (Know Your Customer) processes to streamline customer identity verification
and compliance procedures for financial institutions.

When a client wants to do the financial transaction through[3] a payment provider, they will check the
customer identity by his name from Bank if the provided information is correct through Block- chain
smart contract . The author[8] provided an assumption on using the blockchain to make the identity and
financial transaction through blockchain, though they did not provide any use c ase for document
sharing like KYC docs. A typical KYC framework could be that a client goes to a bank, the bank
performs KYC, stores KYC in the Blockchain, give a customer a token and then customer give access to
another bank to check the KYC information. The other bank then crosschecks the information from
Blockchain. Because of a range of configuration parameters, the blockchain is somewhat
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uncontrollable. For example, test nets like Rinkby, Ethereum cannot be adjusted easily because of their
parameters like Gas limit, Mining difficulty and so on. Authors[7] suggested using Grid’5000, as they
found it highly controllable and configurable tested. Again, the authors did not provide a practical use
case scenario with cost calculation. J. Parra Moyano et al.[13] has shown the design of centralized and
decentralized Blockchain KYC solution with the division of processing cost among different banks. To
minimize[11] the cost of core KYCI5] verification and improve the customer experience, they
proposed a new scheme based on distributed ledger technology (DLT). They Focused on four main
points. The first is proportionality: the cost will be shared proportionally by all the institutions
involved with a particular KYC verification process.

They focused on Irrelevance secondly. The one who avoids the KYC process will not get any
incentive. The third point of focus was Privacy. The KYC verification process has to be secured so that
user privacy is not violated. Finally, they focused on No- minting[8]. [14]As the process is online-
based, they need to focus that no false can be made during KYC verification.

Whenever[9] someone tries to edit any portion of KYC data, that editing process will automatically
be void from the authoritative side.

I11. Problem Statements

The aim is to reduce the cost of the KYC process by using block chain to solve the KYC cost issue for
financial institutions. Currently, many third-party service providers and external verification bodies
provide information and interventions to obtain the needed information from customers.

However, banks have difficulty collecting this information to obtain their customers' consent. This
increased the number of times banks failed to comply with regulatory requirements, leading to large
fines and reputation damage.

Therefore, before reviewing, the bank must digitize the information in the file and enter it into the
warehouse. This is an extreme case as it uses advanced technology platforms.

KYC often faces new rules and regulations in many areas. Therefore, utilities need to adjust their
aspects. This has increased the need for banks to improve their data collection processes to ensure
effective and timely risk management.

Banks do not have a centralized or integrated KYC system for their various activities such as wealth
management, asset management and banking. Therefore, managing many systems and integrating
different issues causes a lot of pressure and costs on banks.

This article covers this issue from our perspective: First, all financial institutions in the same country
must comply with the same KYC requirements and agree on the process of issuing important KYC
certificates to customers.

Second, all financial institutions working with the system agree on the average cost of performing the
important KYC verification process. This price may depend on each client's complexity (as determined
in advance).

In addition, it should be noted that national regulatory authorities are instrumental in monitoring and
managing these systems effectively. They strongly encourage financial institutions to actively engage
and cooperate with the system, aiming to improve the efficiency and transparency of the KYC
verification process. These three critical assumptions serve as foundational principles to guarantee the
accurate setup and smooth operation of the relevant financial entities within the regulatory landscape.
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IV. Objectives

When a client engages with two different banks, the process unfolds as follows: Initially, the client
visits Bank A and submits their KYC (Know Your Customer) details for verification. Bank A adopts our
proposed framework, providing the client with a hash value and verifying how the sender's hash aligns
with the client's hash. Subsequently, Bank A shares the user's data with Bank B and Bank C, enabling
swift verification of KYC information by both banks. Utilizing the IPFS (Inter Planetary File System)
network, banks upload and store KYC data securely. However, prior to sharing KYC data on the IPFS
network, encryption is applied to enhance security and minimize file size. Consequently, individuals
can access KYC information from the IPFS network by referencing the hash value.

4.1 Requirement Analysis

The project aims to evaluate the design of different applications to enhance their usability. An
essential aspect for customer satisfaction is optimizing navigation between screens to ensure efficiency
and minimizing user input. Furthermore, selecting a browser version that is compatible with a wide
range of browsers will enhance the accessibility of the app.

V. Proposed Methodology

Figure 1 illustrates the repetitive process that occurs when a customer interacts with three different
financial institutions. Although the fundamental procedure remains the same, each instance displays
evidence values thrice. It's crucial to note that the "basic" process denotes the minimum KYC

verification required by all legitimate financial entities.
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Figure 1. Current KYC Verification Process

Block chain is an integrated online transaction system that enables direct peer-to-peer money
transfers without relying on traditional financial intermediaries. Changes and transactions are
recorded and validated through a proof-of-work mechanism, with each validated transaction forming
a block in the block chain. This decentralized system, exemplified by Bitcoin, ensures secure and
transparent transactions across the Internet. Moreover, Distributed Ledger Technology (DLT) goes
beyond cryptocurrency creation to enable online data verification and sharing through smart contracts.
These contracts facilitate secure and automated interactions, especially in sectors dealing with luxury
goods and digital assets.
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Figure 2. KYC Verification Process after implementation of block chain

The Interplanetary File System is a peer-to-peer hypermedia protocol, which connects computing

devices for sharing/storing files/data. The content in the file is distinctively recognized in the global

name space using the hash code of the file. If the hash If the numbers are different, the file cannot be

identified and will be recognized by IPFS. Additionally, IPFS recognizes parity if files with identical

content are stored.

5.1 KYC Verification

Consider a scenario where a customer seeks to open an account at Bank A. The customer transmits

account details and KYC information to the bank, which thoroughly analyzes the messages for accuracy.

Upon verification, the data is encrypted using the bank's application system, enabling seamless sharing

with other banking institutions and maintaining a local backup.

Bank A securely stores the encrypted data on its private IPFS network and uploads the corresponding

hash value to the block chain network. Additionally, a copy of the KYC information is retained in the

bank's local database.
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Figure 3 depicts the workflow of this proposed system.
Bank A then shares the block-chain and IPFS hash results with the customer, allowing them to grant

access to the KYC package by sharing the hash with other institutions as needed. Subsequently, if the
customer decides to open an account at Bank B, they will share the IPFS hash value with Bank
B.

Bank B, having permission to access the hash from the customer, retrieves the desired hash value
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from the block chain network. Using this hash value, Bank B downloads the encrypted KYC data
from the IPFS network and stores it securely, alongside a local copy of the information, using the
customer's private key. The regulatory authority overseeing these operations is defined as the central
bank.

5.2 Result

The application boasts a user-friendly web interface that enables users to upload documents and monitor
their verification status. Additionally, it empowers administrators to manage both users and their
documents efficiently.
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The initial page of the KYC verification app acts as a gateway to the application's features. It presents
two options for users: sign up and login, accessible via corresponding buttons. To use the document
uploading and verification functionalities, users must first log in. These pages are kept inaccessible until
login to protect users' sensitive KYC data from unauthorized access.

522

Sign Up (register)

Clicking on the "Sign Up" button grants access to the registration form, prompting users to provide basic
details like name, email, and password. Upon successful registration, users are directed to the login
page to enter credentials for accessing KYC verification features. Once logged in, users can upload
and verify KYC documents, including a government ID, proof of address, and a selfie for facial
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recognition. The app automates document validation and identity verification through facial recognition.
If automatic verification fails, documents are reviewed manually by an expert to ensure accuracy. The
app's user-friendly interface includes a dashboard for real-time verification updates, enhancing
transparency and efficiency.

523

KYC form

e

In the KYC Form section, there are fields for the name of the father, gender, mobile number, address,
postcode, state, city, and nation. The information filled out suggests that the individual is male, named
Shiven, and resides in Uttar Pradesh, India.

The Bank Detail section includes fields for the bank name, bank holder name, and bank account number,
with the bank name being IDBI and the account holder's name being Shiven Singh. There is also a button
to download documents, which might be used to obtain additional verification documents provided by
the user.

At the bottom of the form, there are two action buttons: "VERIFY USER" and "Reject USER," which
are likely used by an administrator or automated system to either approve or reject the KYC submission
after reviewing the provided information.

The footer of the web page contains quick links to various sections like About Us, Contact Us, Privacy
Policy, Terms & Condition, FAQs & Help, and a contact section with a phone number and email address
placeholder. There's also a section for a newsletter subscription.

The overall design and layout suggest that this is an administrative interface for processing KYC
applications, possibly for a financial or blockchain-related service where identity verification is required.
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VI. Conclusion

The current document verification process involves numerous manual steps, such as submitting physical
documents, making copies, and meticulously verifying their authenticity. These procedures can be
extremely time- consuming, and the inherent risk of human error often leads to significant delays in the
verification process. However, by harnessing the power of new and innovative technologies like block
chain, we have the opportunity to revolutionize these cumbersome processes and streamline verification
tasks, resulting in substantial time and cost savings.

Block chain technology offers a secure and tamper-proof method of storing and verifying data, making it
an ideal solution for enhancing the document verification process. Each document can be represented as
a unique digital asset on the block chain, and its authenticity and integrity can be easily verified through
the block chain's robust consensus mechanism. This not only ensures a high level of trust and
transparency but also significantly reduces the likelihood of data manipulation or unauthorized
alterations.

In addition to these benefits, a block chain-based document verification system can also lead to
considerable cost reductions. By eliminating the need for intermediaries and manual intervention,
organizations can significantly decrease verification. This is particularly advantageous in industries such
as finance, where stringent regulatory compliance requirements necessitate thorough document
verification processes.

Furthermore, adopting a block chain-based approach to document verification can also enhance data
privacy and security. Traditional verification methods often involve sharing sensitive information with
multiple entities, increasing the risk of data breaches and privacy infringements. However, by leveraging
block-chain technology, companies can ensure that data is securely stored and accessible only to
authorized parties, mitigating the risk of unauthorized access and bolstering overall data security.

In conclusion, leveraging block chain technology for document verification not only streamlines
processes, reduces costs, and enhances data privacy and security but also introduces a paradigm shift
towards a more efficient and trustworthy verification ecosystem. Embracing these innovations can lead
to transformation advancements across various industries, revolutionizing how organizations manage
and verify critical documents with unparalleled reliability and security measures in place.
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