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Abstract

A shared pool of computer resources that can be quickly and elastically provided and released in
response to user demand is made available by cloud computing to meet a broad and continuously
growing spectrum of information processing demands. This technology is developing quickly and is
being utilized in many sectors, including government, industry, and education, as a result of its
enormous advantages. In this essay, we examine the advantages of cloud computing. We learn about the
educational use of clouds and look at how colleges and other institutions might benefit from them in
terms of cost, efficiency, dependability, portability, flexibility, and security in addition to security.
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Introduction

In the simplest terms, cloud computing refers to the practise of storing and accessing data and programs
on remote servers located online rather than a computer's hard drive or local server. The cloud
computing is totally based on internet and can also be described as an advanced stage in the evolution of
internet. Cloud Computing Architecture: Cloud computing architecture refers to the components and
sub-components needed for cloud computing. These components are Front end, Back-end platforms and
Cloud-based delivery and a network

A cloud is combination of networks, storage, hardware, interfaces and services. It contains three users
which are end user, business management user, and cloud service provider. The person who utilises
cloud services is known as the end user. The business management user takes care about the data and
services offered by the cloud. The cloud service provider maintains IT assets of the cloud.

A cloud service is a type of service used to create cloud-based applications. With the help of this service,
users may access cloud applications without installing them on their computers. Compared to apps that
are not created using a cloud service, it requires less maintenance and support. Some important features
of cloud service are managing and accessing the commercial software and centralising software's
updating function to avoid the need to download upgrades.

Cloud Deployment Models

A cloud deployment model describes the cloud services you use and the management responsibilities. It
outlines your cloud architecture, computing resource scalability, what you can alter, the services offered
to you, and how much of the build you actually own.

Different cloud computing deployment models are:

« Public Cloud

e Private Cloud

e Hybrid Cloud
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e Community Cloud

Private Cloud Community Cloud

Data
Public Cloud e
Hybrid Cloud

In public cloud, it is possible for everyone to access systems and services. A public cloud is one in
which the cloud computing resources and infrastructure are made accessible to anybody over a public
network.

Advantages:

Easy scalability

No setup cost

Increased reliability

e No maintenance

Disadvantages are:

e Low security

e Less customization

Private Cloud

The private cloud is an environment where there is just one user (customer). It is not necessary to share
your hardware with someone else. The difference between private and public clouds is in how you tackle
all of the hardware. It is also referred as “internal cloud”.

Advantages:

e Better control over the server

e Improved security

e Flexibility
Disadvantages are:
e More cost

e Less scalable
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Community Cloud

Instead of serving a single organisation, like a private cloud does, a community cloud serves a collection
of Cloud Consumers that have shared concerns about mission objectives, security, privacy and
compliance policies. It allows a number of organisations to access systems and services. It is a
distributed system made by combining the functions of many clouds to meet the unique requirements of
a community, company, or business. The organisation that has common goals or responsibilities may
share the community's infrastructure. In most cases, it is run by a third party or a collaboration of one or
more local organisations.

Advantages:

e Better security

e Cost effective

Disadvantages are:

e Rigid in customization

e Lessscalable

Hybrid Cloud

A hybrid cloud is made up of two or more clouds that continue to exist as separate entities but are
connected by standardised or exclusive technology that allows the transfer of data and applications.
Depending on their needs, organisations can manage data and applications between different clouds
using two or more cloud deployment methods.

Advantages:

e Less cost

e Improved security

Disadvantages are:

e Difficult to manage

e Slow data transmission

Layers of Cloud Computing

The three layers of cloud computing are as follows:

1. Software as a Service (SaaS)

You are most likely most familiar with the cloud layer known as SaaS. When you visit a website, log in
to use a tool or service, that is SaaS in action. Delivering services and applications over the Internet is
the function of the Software as a Service (SaaS). SaaS applications are sometimes known as hosted
software or web-based software.

Several SaaS offerings are free, or at least cost-free for a basic set of services. SaaS is used by
businesses on a subscription basis for payroll, HR, accounting, and a host of other functions, such as
project management, sales, and marketing. Certain applications require you to download software to
your personal computer or device, even though the provider's servers host the majority of the
application’s functionality. This increases the app's functionality in various ways, such as enabling multi-
device synchronisation.

2. Platform as a Service (PaaS)

Platform as a Service (PaaS) is a kind of cloud computing that gives developers a platform to
create Internet-based applications and services. PaaS helps in controlling the business applications. PaaS
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is where you can create specialised software, like building and testing apps. If you need to modify a
commercial application that is customised to your sector, you could utilise PaaS. Create it on the cloud
and test it there before making it live to your business sector.

In a PaaS environment, you may also test out a software upgrade. This is advantageous if you have

several modifications that might endanger other systems or if you are concerned about how the upgrade

will influence your procedures. A PaaS may be your best option to develop, test, and deploy your
business apps if your organisation is thinking about moving them to the cloud.

3. Infrastructure as a service (laaS)

laaS is a computing service that enables remote internet access to the actual hardware, software, storage,

and network workings that make up your infrastructure. The hardware that usually provides these

services is no longer required for purchase or maintenance. laaS (Infrastructure as a Service) enables the
external delivery of computer infrastructure for operational assistance. 1aaS often offers services to web
servers, databases, networking hardware, and other devices.

Large organisations and large businesses benefit from the use of infrastructure as a service (laaS) to

manage and develop their IT platforms. The client's demands can be accommodated by this

infrastructure.

Merits from Cloud Computing

e Backup and restore data: The cloud makes it easier to obtain a backup of and restore data after it has
been put there.

e Increased cooperation: Through shared storage in the cloud, cloud apps enable larger groups of
people to more easily and quickly exchange information.

e Extraordinary comfort: With an online meeting, the cloud enables us to quickly and easily access
supply data anywhere, at any time. By ensuring that our information is always close at hand, a cloud
computing infrastructure on the internet increases team production and expertise.

e Minimal preservation cost: Organisations may save money by using cloud computing to lower their
hardware and software maintenance expenses.

e Data protection: One of the key advantages of cloud computing is the security of information.

Demerits from Cloud Computing

e Internet accessibility: In cloud computing, all information (including audio, visual, and other types of
data) is stored on the cloud, and we have access to it through an internet connection.

e Vendor lock-in: The major challenge with cloud computing is vendor lock-in. Moving a company's
premises from one seller to another might be tricky. As different suppliers offer different phases,
this might cause issues when moving from one cloud to another.

e Unreliable Controller: Because the cloud provider owns, manages, and oversees the whole cloud
organisation, cloud manipulators have less influence over the function and execution of facilities
inside a cloud framework.

e Security: With cloud facility staff using the highest safety standards to store important data.
However, before embracing cloud technology, you should be aware that you would be handing over
all of your organization's data to a vendor of cloud computing services. There is a possibility that a
coder will slash your organization's data when distributing it on the cloud. Cloud Computing range
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Conclusion

In the field of data and communication technology, the emergence of cloud computing brings the
beginning of a new phase since it introduces a paradigm shift in computing's approach to development.
Users are still learning about this technology, and a gradual transition from conformist subtracting to
cloud computing will take place. Due to this technology, programmers with innovative ideas for online
services won't have to spend a lot of money structuring their tools and programmes in the substructure.
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