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Abstract

This paper delves into the potential devastation that can be wrought when a virus is executed on a target
machine. We provide a brief overview of the topic, backed by statistical data on viruses' impact. Our
analysis, based on data from various sources, reveals the profound effects of some of the most notorious
viruses. We underscore the evolving nature of technology and the critical role of security within the
system model. Users and organizations must remain vigilant about the diverse security threats of viruses.

Keywords: Virus, Malware, ILOVEYOU, Stuxnet, Shamoon, Heartbleed, Nimda

1. Introduction

The global cyber security market is on the brink of a significant expansion, with a projected value of
USD 345.4 billion by 2026, a substantial increase from USD 217.7 billion in 2021. This growth is
expected to be propelled by a Compound Annual Growth Rate (CAGR) of 9.7%. India's forecast for the
next three years (2019 — 2022) is even more promising, with a projected CAGR of 15.3%. This thriving
industry underscores the paramount importance of data, which is valuable and the very lifeblood of this
sector. With the advent of big data and various modern technologies, trends and patterns can be
discerned, providing actionable intelligence.

In the contemporary world, organizations are spread across various geographical locations, and
applications are more centrally located. An organization’s data is its most prized resource and must be
treated as such. While technological advancements have undoubtedly improved human life, there have
been instances of technology misuse. The Internet, a global information-sharing platform, has also
become a gateway for computer viruses. Sophisticated, engineered viruses can wreak havoc on
organizations and individuals worldwide. This underscores the need for constant vigilance and our
critical role in maintaining cyber security.

2. What is a Computer Virus?

Any program that is programmed to spread itself from one computer system to another and change how
the computer works. A computer virus typically performs one or more of the following malicious
activities:

+ It can change programs that assist macros and insert its code.

« It has the potential to corrupt the system software completely.

« It could even destroy any data.

A virus is typically a type of malware.
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3. What Does a Computer Virus Do?

A computer virus depends on how exactly it has been coded. Sometimes, the impact could be as simple
as a hoax that might not cause damage. In other cases, it could lead to advanced and adverse effects,
potentially being considered fraud or criminal activity. Most viruses affect local hosts, but some spread

through a network to find other vulnerable hosts.

4. Malware Statistics
The number of malware infections worldwide has increased tenfold in the last ten years and has been
exponential yearly. Figure 1 is a statistical graph for AV-TEST showing the rise in malware infections.

Figure 1: Rise in Malware (Source: AV-TEST)
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According to Legaljobs, malware has increased by an astonishing 87%. The United States of America
has the most attacks, nearly 37% more than any other country. As a result, a cost of USD 5 trillion has
been projected for the malware effects as of 2021.

5. Most Prominent Cyber Viruses

As more businesses go online worldwide, a massive surge in cyber-attacks will also occur. In the latest
article published by the topbrandscompare website, there was a comparison of the most dangerous
computer viruses of all. Below is the impact of computer virus in terms of USD dollars(millions):

Figure 2: Impact of the most vicious computer viruses (Source-topbrandscompare)
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Based on the impact of computer viruses, the ILOVEYOU virus is believed to be one of the deadliest
viruses ever created. We will dive deeper into the different types of destructive viruses in the coming
sections.

6. ILOVEYOU

Famously called the Love Letter for You or Love Bug, it is a computer worm. It is one of the most
destructive viruses, affecting nearly 55 million Windows machines. It started spreading an email with
the message “kindly check the attached LOVELETTER coming from me” and an attachment of a VBs
file extension, usually hidden by default in Windows machines, thus ensuring that users would think it
was a regular file.

According to McAfee, it also included a wide range of attacks. It could add new files to the victim’s
registry keys and replace several kinds of files with copies of itself. It also downloaded a file called
“WIN—BUGSFIX.EXE” and executed it. According to reports, nearly 10% of computers worldwide
were affected ten days after the virus's breakout. Financially, it caused a loss of approximately $5 to $9
billion. Thus, it ranks among the top devastating viruses ever.

Figure 3: Sample Email of ILOVEYOU virus (Source: cnn.com)
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7. STUXNET

Stuxnet was a malicious malware worm discovered in July 2010 by VirusBlokAda in Belarus. It had
been widely reported that this cyberweapon was joint work of the United States and Israel under a covert
operation — the Olympic Games. Stuxnet was highly selective in targeting the most common industrial
control systems (ICS) types, such as supervisory control and data acquisition (SCADA) systems of an
Iranian nuclear facility in Natanz.

According to Symantec, it was a highly sophisticated malware that exploited four zero-day
vulnerabilities in the Microsoft Windows operating system, Siemens’ Simatic WinCC/Step-7 industrial
software, and one or more programmable logic controllers. After infection, the worm is used to update
itself and send information. The attack was then launched by abruptly altering the rotational speed of the

IJFMR240322089 Volume 6, Issue 3, May-June 2024 3



https://www.ijfmr.com/

~ Y International Journal for Multidisciplinary Research (IJFMR)

i

IJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

motors such that the obsolete and fragile IR-1 centrifuges could be rendered unusable. Reports claimed
that more than 1000 (one-fifth) centrifuges of Iran’s uranium enrichment plant were damaged. It is
interesting to note that the Natanz nuclear plant is placed in an air-gapped network physically isolated
from the public internet. It would be fair to conclude that a person infecting the closed network delivered
Stuxnet using a removable USB drive. Considering the effort level, resources, and sophistication
involved, it is not difficult to attribute this to a state-sponsored attack that had severe social, political,
economic, technological, and international effects on Iran and the entire globe. Vanity Fair called it "
One of the greatest technical blockbusters in malware history."

Figure 4: How Stuxnet worked, David Kushner, Source — spectrum.ieee.org
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8. SHAMOON

The W32.DistTrack virus was a self-replicating computer virus used for cyberwarfare against the
world’s largest oil producerl — Saudi Arabian Oil Company (Saudi Aramco). It is also named Shamoon
by the malware community due to a folder name in the executable's directory structure. The attack began
on August 15, 2012, at 11:08 am Saudi Arabian time, where more than 30,000 Windows-based
computer systems were overwritten, and data was deleted from the hard drives. It corrupted workstations
and overwrote the Master Boot Record (MBR) to make them unusable. According to Symantec, the
virus consists of three components. The Dropper module was responsible for the infection, the Wiper
was accountable for erasing data, and the Reporter returned the information to the attacker. It was also
reported that some files on the infected computers were replaced with the image of a burning American
flag.

According to Kaspersky Labs, Shamoon could be loosely related to Wiper, which was used against
Iran’s oil ministry in April 2012. It was also commented that delivery of the malware required physical
access to Saudi Aramco’s network, raising questions about physical security & cyber awareness.
Further, it was very well timed during the holiday month of Ramadan to maximize the damage and
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minimize the chance of discovery. The company went offline for almost two weeks until an official
statement was issued on August 25, 2012, that they had restored their network services. However, a
Middle Eastern journalist proved the statement wrong by publishing a photograph of tanker trucks
unable to be loaded with gasoline. Jose Pagliery described it as “the biggest hack in history.”

Figure 5: Weeks after the initial attack on 15 August, petrol trucks could not be loaded due to
business system outages, contrary to a company statement by 25 August 2012. A Middle Eastern
journalist leaked a photo proving the statement wrong.
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9. HEARTBLEED

Unlike common malware that is induced by viruses/worms, Heartbleed, on the other hand, is a bug that
compromises the cryptographic library. This bug intercepts SSL/TLS, a widely used norm for encryption
in the World Wide Web. If a system has a weak open SSL suite installed, it becomes vulnerable as these
weak suits become an entry point for a hacker to eavesdrop on the internet traffic to steal information.
All internet applications like email, web browsers, VPN, and instant messaging are prone to this bug.

Figure 6: A depiction of Heartbleed.
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10. NIMDA

Nimda was first created in 2001 to stop internet traffic when the WWW culture was blooming. This
virus works like a daemon process that creates multiple replicas of itself, which causes the network to
clog. Clogging of the network ultimately slows down internet traffic, eventually leading to a DENIAL
OF SERVICE. Windows 95 is a classic example of a victim of this virus.

Admin spelled backward gives us the virus title, “NIMDA.” It was predominantly located in the
Windows directory and was part of the “system.ini” file. It could download pages when the web server
was infected and execute JavaScript automatically, thus sending the virus to other computers.

In addition to the ones mentioned above, other notable viruses include Shlayer, Tinba, Welchia, Morris
Worm, and SQL Slammer.

11. Conclusion

Statistically, computer viruses cost an estimated loss of USD 55 billion annually in repair and cleanup.
To tackle this threat, it is essential that users employ due care and thought before opening emails from
unidentified sources. Also, what is equally important is that the infrastructure is protected and has vital
anti-virus programs installed. While one cannot be sure that such countermeasures will eradicate the
cyber-attack problem, they can be propitious in reducing the impact.

In most significant pandemics created by these viruses, the first line of defense, i.e., physical security,
was compromised. Hence, organizations should put adequate emphasis on physical security measures as
closed public networks are no longer safe to handle cyberattacks. The need of the hour is due diligence
in implementing robust recovery strategies. As the level of malware sophistication is increasing, all
enterprises must conduct timely audits, regular infrastructure penetration testing, and dedicated bug
bounty programs to battle the critical zero-day exploits and security in general.
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