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Abstract:

In this research article the electronics health records are a patient in the form of a cybernetic version
which is combination of lots of personal records that are nothing but the personal contact information,
patients’ medical history, past diagnosis records, prescription medication, medical test result and at the
end overall treatment records. The medical health records should be well protected and highly sensitivity
for commercial benefits may cloud servers leak patients’ privacy. There are major repercussions when
patients' private information is compromised. Transparency, verifiable traceability, immutability,
auditability, privacy, and security while handling electronic health information are all lacking in the
present healthcare system. The internet of health things (IoHT) is used to capture and collect patients’
records and store the information on the cloud by using the fog computing. In this review system where
we taken around 50 research articles from the different database and also taken 380 datasets form the
PubMed database from 1991 to 2024 (02 June 2024). In addition, depending on the different
requirement which is partially processed the information. Then the gathered data is stored at the ledger
unit through the blockchain network. The hashing identity-based data encryption is a public key
encryption which uses a digital signature to encrypt the data to prevent the information from the third

party.
Keywords: Data Encryption, Fog Chain technology, Internet of Health Things.

I. INTRODUCTION:

The days of maintaining paper records and relying mostly on fax machines for communication have long
since passed in the healthcare sector. These days, patients may access electronic versions of their paper
charts, known as Electronic Health Records (EHRS) [26,28, 29]. The user could assume—to the dismay
of the third party—that the original EHRs kept in the cloud have been altered when a medical disagree-
ment arises. Furthermore, data stored in the cloud is hard to transfer across many platforms with varied
access control policies [27, 30]. The Internet of Things (10T) is becoming a more significant factor in the
possible revolution of the healthcare industry, offering enormous advantages to the field in areas such as
medication development, illness prediction analysis, early warning epidemics, preventive healthcare, and
patient health monitoring [9,31]. Medical reports and Patient Health Data (PHD) must be continuously
evaluated for certain time-sensitive healthcare applications, such ECG and EEG monitoring [2,32, 33].
In order to further our understanding of DM and to explore for a possible treatment, physicians and re-
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searchers also require data. It is vital to research novel approaches to automate data collection on a broad
scale since these medical data are typically hard to gather for a variety of reasons (e.g., lack of access to
valuable data, current restrictions, lack of user trust) [13,34].

The Fog Computing paradigm has been shown to have several significant properties, including low la-
tency, scalability, support for mobility, real-time interaction, and large geographical dispersion [21, 38—
42]. Healthcare systems that use fog computing must have security measures in place to protect patient
data from attacks, such as access control and key management protocol [22, 43—-45]. Such a large vol-
ume of created data is also unsuitable for traditional data storage and security methods. Therefore, a
blockchain-based security mechanism offers an immutable security solution for such data at the fog lay-
er in order to address these difficulties (latency, security, centralization, and scalability) [7].

HEALTH RECORDS BASED DATA ENCRYPTION
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Fig 1: Survey based on Health records-based data encryption keywords.

Because of its decentralized structure and cryptographic features, blockchain technology has shown to
be a successful remedy for fog computing and Internet of Things issues in recent years [17,46-52].
Blockchain is an immutable decentralized platform for data management. Because of their structural
similarities, it can therefore properly support file tracing metadata on a distributed file system such as
IPFS [23]. A fine-grained access control method for Internet of Things devices can be provided by inte-
grating access controls using blockchain [17].

Il. LITERATURE REVIEW:

Dammak Bouthaina et al. [23] In this study, we presented LoRaChainCare, an Internet of Things archi-
tecture built on Blockchain technology that uses qualitative technologies to enable the safe and author-
ised exchange of health data, such as patient vital signs and medical reports. To address the QoS needs
of HCS, which are mainly low cost, security, scalability, and dependable performance, blockchain,
Edge/Fog computing, and LoRaWAN were used. By enabling health professionals to keep an eye on
their patients, our suggested approach guarantees patient safety and protection of health. The use of a
decentralized file sharing system based on IPFS for private-permissioned blockchain storage maintains
security while resolving issues with blockchain scalability and cost while sharing and storing massive
amounts of data. Additionally, our suggested HCS combines the Edge and Fog levels with the Cloud and
0T layers. In order to maintain dependable performance, an Arduino Uno board serves as an edge de-
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vice and talks with the Fog device via the LoRa communication protocol. We put in place a complete
LoRaChainCare prototype as a proof of concept. The system in place incorporates health and environ-
mental sensors that are linked to an Arduino Uno board that has an integrated ATmega328P micropro-
cessor with a LoRa shield. Additionally, a web application is being built so that medical personnel may
post reports with large storage capacity into IPFS or investigate Blockchain services.

Al Omar Abdullah et al. [2019] Cybercriminals have always been drawn to data stored in cloud envi-
ronments. These days, their new area of focus is cloud-based healthcare data. Attacks on these medical
records might have disastrous effects on the healthcare companies. Attacks can be lessened by decentral-
izing this cloud data. Peer-to-peer (P2P) networks provide decentralization, which makes it feasible to
store and process sensitive private healthcare data in the cloud. Through the utilization of decentralized
or distributed properties, blockchain technology guarantees integrity and accountability. A variety of de-
centralized attack control strategies have been put forth, but they haven't been able to guarantee the
overall privacy of patient-centric systems. In this research, we describe a blockchain-based patient-
centric healthcare data management system that enhances privacy through data storage. To guarantee
pseudonymity and encrypt patient data, cryptographic functions are employed. We examine the methods
utilized for data processing as well as the smart contracts' financial viability in our system [24].

In 2020, Bhaskara S. Egala We have explained a revolutionary solution in this article for decentralized
IoMT-based smart healthcare systems that addresses issues with traceability, privacy, anonymity, data
security, and latency. Additionally, it demonstrates how to use hybrid computing, DDSS, and blockchain
to provide architecture-level answers to the problems raised. Blockchain-based tamper-proof public
ledgers provide system level traceability. The security and privacy of medical data are guaranteed by the
SRAC and other suggested cryptographic approaches. Conversely, core medical services and medical
emergency alerting are automated via smart contracts. In addition, the suggested architecture offers a
digital agreement-making platform for various healthcare business players. Our solution demonstrated
anticipated features in the logical analysis, such as minimal latency while exchanging data in urgent cir-
cumstances [25].

I11. RESEARCH GAP AND CHALLENGES:

After Literature review of research article and find the research gap and challenges:

« The quantity and quality of data flow has increased due to the proliferation of 10T devices and their
growing usage. Managing massive 0T data flow has emerged as a key concern [2].

» The traditional data storage and security methods are therefore unsuitable for handling the enormous
volume of created data in fog computing. As a result, problems with latency, security, centralization,
and scalability arose [7].

e The overall healthcare sector is still plagued by worries about data protection in the cloud. As a re-
sult, controlling safe 10T data aggregation and granular access to the contracted EMR data is difficult
[12].

« In this era of huge data, communication costs are always rising. Fog computing will experience a
bottleneck when certain privacy protection mechanisms are implemented because additional com-
munication resources will be used [19].

» The quantity of data that wearable 10T devices in predictive healthcare require to function well is
still a problem. Because of the nature of the data utilized for analysis, a lot of personal data is gath-
ered, raising security and privacy issues [18].
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IV RESULT AND DISCUSSION

In this research article here, we are going to analyze two different type of analysis that are nothing but
network analysis and Statistical analysis with the help of VOS viewer Software tools on the PubMed
database.

a. Co-authorship Analysis:

Co-authorship and Authors: An Analysis

Out of the 1164 writers, 3 fulfil the minimum number of documents required for an author. The co-
authorship linkages between each of the three writers will be assessed, and the authors with the strongest
overall link strength will be chosen. Three authors will be chosen out of the total.

Id Author Documents | Total link strength
1 | albahri,as 5 10
2 | zaidan,aa 5 10
3 | zaidan,bb 5 10

Analysis between Co-authorship and Organization:

We used the complete counting approach for this investigation, where a maximum of 25 organizations
are allowed per document. Following this, 8 organizations fulfil the threshold value, with the minimal
count of papers from 2 out of the 716 organizations having been picked. The overall final strength of the
co-authorship relationships with other organizations will then be computed for each of the eight organi-
zations. This is the point at which the organisation with the strongest overall relationship will be chosen.
where eight organizations are to be chosen.

There are just a handful of the eight things in the network that are not connected to one another; the three
items that make up the greatest collection of connected objects are those that will be chosen for the net-
work analysis.

department of computer $gience and information eng

school of information engineering, changchun sci-
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Fig 2: Analysis between Co-authorship and organization.
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Co-occurrence and all keywords are analyzed as follows:
This is the full counting approach, where 74 out of the 1080 keywords fulfil the criterion, with a mini-

mum of 5 occurrences of a term. The overall strength of the cooccurrence linkages with other keywords
will be computed for each of the 74 keywords. The highest combined link strength keywords will be

chosen. There are 74 total keywords that need to be chosen.
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Fig 3: Network analysis between Co-occurrences and All keywords

Keywords for the Network Analysis between Co-occurrence and Authors:
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fig 4: Network Analysis of Co-occurrence and Authors Keywords
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This is the full counting approach, where 16 out of the 687 keywords fulfil the criterion, with a mini-
mum of 5 occurrences of a term. The overall strength of the co-occurrences linkages with other key-
words will be computed for each of the 16 keywords. The terms with the strongest overall link profile
will be chosen, with a maximum of 16 counts.

Co-occurrence and MeSH Keyword Network Analysis:

This is the full counting approach, where 63 out of the 459 keywords fulfil the criterion, with a mini-
mum of 5 occurrences of a term. The overall strength of the cooccurrence linkages with other keywords
will be computed for each of the 63 keywords. The highest combined link strength keywords will be
chosen. There are 63 total keywords that need to be chosen.
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Fig 5: Co-occurrence and MeSH Keyword Network Analysis

Statistical Analysis between Co-occurrences with All Keywords:

Id Keyword Occurrences | Total Link strength
1 | Adult 16 52
2 | Algorithms 29 83
3 | Biomedical research 12 38
4 | Blockchain 34 104
5 | Computer security 94 292
6 | Confidentiality 49 178
7 | Databases, factual 41 131
8 | Delivery of health care 28 75
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9 | Electronic health records 51 183
10 | Female 23 70
11 | Health records, personal 18 69
12 | Humans 161 409
13 | Medical informatics 14 55
14 | Privacy 33 121
15 | Telemedicine 26 72

Statistical Analysis between Co-occurrence and Authors Keywords:

Id Keyword Occurrences | Total Link Strength
1 Artificial intelligence 6 8
2 Big Data 7 6
3 Blockchain 25 20
4 Data protection 5 1
5 Data sharing 6 4
6 Electronic health record 5 3
7 Electronic health records 5 3
8 Healthcare 6 8
9 Internet of things 10 13
10 Interoperability 5 6
11 Machine Learning 7 4
12 Mhealth 5 5
13 Privacy 13 12
14 Security 14 17
15 Telemedicine 6 2

Statistical Analysis between Co-occurrences and MeSH Keywords:

Id Keyword Occurrences | Total link strength
1 Artificial intelligence 9 20
2 Biomedical research 12 28
3 Blockchain 28 77
4 Cloud computing 12 39
5 Computer security 94 254
6 Confidentiality 47 160
7 Covid-19 12 31
8 Electronic health records 49 156
9 Female 23 67
10 Health records, personal 18 60
11 Humans 161 336
12 Male 17 52
13 Privacy 27 81
14 Risk factors 7 21
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| 15 | Telemedicine | 24 | 64 |
CONCLUSION

The Scopus, PubMed, IEEE, WoS and Elsevier these are the one of the largest databases in the
technological Research word, are used for the literature review, network and statistical analysis and
bibliometrics analysis of work done so far in the field of Data Encryption and healthcare using fog-
Chain and IoHT technology. Here, we have considered all scientific articles published between June 02,
2024, and 1991. The database was searched using various keywords. A total of 380 documents from the
fields of data encryption and healthcare were included in this bibliometrics visualization analysis. This
database's evaluation takes into account a few appropriate parameters. It's important to note that
practically all of the articles are published in English. The keyword "Blockchain & fog computing”
occurs in the most articles, according to the keyword search results, followed by "Data encryption.”
Network analysis is also supported by VOS viewer software. The same database is used for several
study types, including co-authorship and co-occurrences analyses. Numerous network investigations and
statistical analyses reveal a great deal about the discrepancies that were previously highlighted.
Additionally, it is evident that much of the work aimed at securing medical records created by health-
related 10T devices through the adoption of blockchain and fog computing technologies will be finished
between 1991 and 2024. Initially, the link between the most notable texts released is mapped in order to
visualize significant contributions to the field. A significant quantity of development in this sector is
anticipated in the upcoming year.
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