
 

International Journal for Multidisciplinary Research (IJFMR) 
 

E-ISSN: 2582-2160   ●   Website: www.ijfmr.com       ●   Email: editor@ijfmr.com 

 

IJFMR240529118 Volume 6, Issue 5, September-October 2024 1 

 

Leveraging Blockchain Technology for Public 

Health 
 

Supratim Bhattacharya1, Jayanta Poray2 
 

1Research Scholar, Department of Computer Science & Engineering, Techno India University 
2Associate Professor, Department of Computer Science & Engineering, Techno India University 

 

Abstract 

This study delves into the metamorphic potential pertaining to blockchain technology public health, 

concentrating on its aptness towards addressing the critical challenges related to data security, privacy, 

and it enroute for improving health service outcomes. By incorporating decentralized structures and smart 

contracts, blockchain intensify data integrity, ensuring consistency and protective access control, which is 

principally effective for sensitive medical information. The study enlightens on the advantages of 

blockchain in entrusting patients as well as healthcare providers with control over public health related 

information, ensuring privacy and reinforcing regulatory compliance. It delves into the process of how 

blockchain can streamline healthcare processes, upgrading interoperability among healthcare systems, and 

create more systematic and affordable models for healthcare service delivery. Based on the case studies 

from different healthcare stakeholders, the paper provides factual and feasible insights for real-world 

implementations of blockchain in healthcare, exhibiting its potential to transfigure supply chain 

management, different insurance claims processing and managing electronic health records. Moreover, 

the study also recognizes the challenges, including technical constraints, ethical reviews, and the 

complication of integrating blockchain with existing healthcare framework. The study widens it discussion 

towards the legal and regulatory aspect, emphasizing the need for a comprehensive approach to adoption. 

Looking forward, the paper covers the emerging trends and offers guidance for healthcare stakeholders 

considering blockchain implementation, summarizing that blockchain could be a catalyst for remarkable 

improvements in public healthcare data administration and patient care. 

 

Keywords: Blockchain Technology, Public Health, Healthcare, Decentralization, Data security, 
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1. Introduction 

Blockchain technology, initially planned as the underlying structure for cryptocurrencies, has arose as a 

paradigm shift with the potential to transform a broad spectrum of sectors, including public health. In its 

essence, blockchain works as a decentralized, decentralized ledger system enabling reliable and verifiable 

transactions without the demand for facilitators. This characteristic, together with its attributes of 

immutability, traceability, and enhanced security, makes blockchain particularly ideal to address the major 

obstacles that healthcare systems face now-a-days. In a stage where handling confidential information, 

such as electronic health records (EHRs), maintaining data accuracy, improving information exchange, 

and protecting patient confidentiality is essential, shortcomings of traditional healthcare systems are often 

fragmented, susceptible and unproductive to infringements which are becoming increasingly apparent. 
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The healthcare sector is infested by a plethora of difficulties, including Isolated data repositories that 

hinder interoperability, concerns about patient privacy, and red tape in administrative procedures that 

ultimately affect patient care. These challenges necessitate a sturdy solution that can foster effortless data 

interchange, protect sensitive information, and optimize healthcare procedures. Blockchain technology 

offers a paradigm-shifting strategy by enabling a secure and transparent method for preserving and 

distributing healthcare data. By creating an Inflexible transaction record that is accessible only to the 

privileged, blockchain enhances the validity and dependability of health information, thereby improving 

clinical outcomes and facilitating seamless care coordination. 

Moreover, the possible applications of blockchain in healthcare surpass beyond data management; they 

include enhancing supply chain transparency, ensuring the credibility of pharmaceuticals, and enabling 

remote patient monitoring. By facilitating real-time tracking of medicines from manufacturers to patients, 

blockchain can counter fake pharmaceuticals and ensure that patients receive secure and efficacious 

treatments. Additionally, the technology strengthens patients by providing them with enhanced dominance 

over their clinical data, permitting them to distribute their information alongside healthcare providers 

discerningly and securely. This not only increases patient participation but also fosters a more personalized 

approach to care. 

This paper targets to scrutinize the unification related to blockchain technology into healthcare 

management, analyzing both theoretical models and practical applications. Through an comprehensive 

examination of the key features of blockchain and the benefits it offers, the research endeavours to clarify 

how this technology can effectively address existing challenges within the healthcare sector. The 

examination will be supported by case studies that highlight successful examples of blockchain in various 

healthcare contexts, focusing on the possibilities for new ideas and enhancement in service delivery. 

Ultimately, this study aspires to add with a greater insight into how blockchain can transform healthcare 

management, increase efficiencies, and improve the overall quality of care in an ever-growing digital era. 

 

2. Literature Review 

Blockchain technology has been gaining wider recognition for its potential to transform a wide range of 

sectors, including healthcare. [Antonopoulos, 2017] introduced blockchain as a paradigm-shifting 

technology primarily developed for cryptocurrencies, with its applications reaching far beyond Bitcoin. 

Expanding upon this, [Crosby et al., 2016] highlighted the broader implications of blockchain technology, 

focusing on its capability to provide secure and decentralized systems, which is particularly useful in 

industries like healthcare. 

The healthcare industry, handling sensitive data, is likely to gain from blockchain's capacity to offer 

enhanced security, Clarity and data accuracy. [Kuo and Kim, 2019] analyzed blockchain's vulnerabilities 

and observed that although it provides new chances for protecting healthcare data, it also poses unique 

obstacles including expandability and privacy concerns. [Chelladurai and Pandian, 2022] suggested a 

blockchain-enabled electronic health record (EHR) system that automates processes within healthcare, 

exhibiting blockchain's potential to enhance efficiency and security in managing health records. 

Moreover, [Griggs et al., 2018] explored the use of blockchain with smart contracts for remote patient 

monitoring, safeguarding reliable and automated healthcare. Similarly, [Shahnaz et al., 2019] emphasized 

blockchain's role in EHR management, focusing on how it guarantees an unmodifiable and decentralized 

solution to healthcare data management, resolving traditional system shortcomings. 

Several applications regarding blockchain in healthcare also encompasses drug distribution management,  
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as discussed by [Reda et al., 2020], who examined how blockchain can improve visibility and traceability, 

reducing the impact of counterfeit medications. [Chien et al. , 2020] focused on the "last mile" in the Drug 

Supply Chain Security Act (DSCSA) solution, stressing the importance of blockchain in ensuring the 

integrity of pharmaceutical supply chains. These applications help to more secure healthcare systems and 

improved patient safety. 

As blockchain continues to develop, researchers such as [Meisami et al. , 2021] and [Mikula and Jacobsen, 

2018] have explored its use in privacy- protecting solutions within IoT and healthcare systems. 

Blockchain’s capability to provide decentralized privacy is becoming a key component of its 

implementation in these fields. Furthermore, the work of [Kurtz, Dietzel, and Hann, 2018] demonstrated 

how blockchain could disrupt traditional industries models in healthcare, fostering more effective and 

transparent systems. 

Despite these advantages, challenges also remains. [Odeh, Keshta, and Al-Haija , 2022] analyzed 

blockchain's applications in healthcare, pinpointing key challenges like regulatory obstacles and 

technological constraints. These challenges stressing the necessity of constant innovation and regulatory 

alignment to achieve completely blockchain's potential in healthcare management. 

Overall, blockchain technology's applications of blockchain in healthcare extend to multiple fields, 

including EHR management, supply chain transparency, and secure patient monitoring. Researchers agree 

that even though blockchain provides potential solutions to longstanding issues in healthcare, further 

investigation is necessary to address scalability, privacy, and regulatory issues to unlock its full potential. 

 

3. Blockchain Technology  

Blockchain is described as a sequence of blocks that acts as a distributed ledger, available to all authorized 

users within a network [Crosby et al., 2016; Chien et al., 2020]. It comprises a sequence of related data 

blocks that store and spread information regarding transactions, chronologically structured. Each block 

consists of data about the transaction's value and termination time, forming an open and distributed 

database that delivers enhanced security through appropriate encryption techniques. Data stored 

automatically across numerous locations, and only those holding private cryptographic keys possess the 

power to modify records. Consequently, the keyholder possesses the rights of ownership. of the data within 

the blockchain [Odeh et al., 2022]. 

While blockchain technology is frequently corelated involving virtual currencies like Bitcoin, its benefits 

go beyond financial usage. One of the major advantages of cryptocurrencies is their decentralization away 

from central institutions and banks. It is open-source and available to all participants. Bitcoin acts on 

asymmetric cryptography to promote account transfers, with all the transactions are publicly documented 

in a distributed database. Each transaction in the Bitcoin network is propagated to other nodes or blocks 

and demands a confirmation through a time-stamped ledger related to all known transactions, referred to 

as the blockchain. This verification process relies on mathematical evidence and specific computational 

procedures referred to as proof of work. 

Another essential aspect of blockchain technology is the concept of smart contracts. These are self-

executable software routines embedded within network blocks that automatically execute contractual 

agreements when predefined conditions a [Crosby et al., 2016]. By incorporating a decentralized 

cryptographic system, smart contracts facilitate secure exchanges among untrusted parties without the 

need for a intermediary trust-giver. Majority of the smart contracts are utilized within the Ethereum 

network. on the Ethereum network, initiated in 2014 as an open-source project and an alternative to 
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Bitcoin. The implementation of smart contract functionality on Ethereum allows for the automation of 

specific business transactions without manual intervention from a legal standpoint. The layout of the 

blockchain database, which links all preceding blocks with the latest blocks through unique identifiers i.e. 

hashes, renders unauthorized modifications noticeable to other users, resulting in a database that is secure, 

robust against attacks and trustworthy. 

The key attributes of blockchain technology pertinent to data management include [Rot & Zygała, 2018]: 

Integrity: Blockchain employs cryptography to ensure secure storage of data and transactions. Each block 

is shielded by mathematical hash functions, creating significant barriers to data manipulation and 

falsification. 

Decentralization: Unlike traditional systems, blockchain distributes data across numerous nodes, making 

it less accessible for hackers to tamper with and modify data. This decentralized and distributed nature 

reduces the threat of a single point of failure strengthening the overall resilience of the network. 

Visibility: All transactions and operations are visible to network participants, encouraging faith and 

allowing for auditing and monitoring of the processes. This transparency can increase accountability in 

fields such as healthcare and supply chain management, in situations where tracing the source of products 

or patient records is vital. 

Non-reversibility: Once authenticated and stored, data resides in the blockchain cannot be modified or 

deleted, ensuring that data remains permanent and unchanged which is an essential feature for any 

financial transactions and legal documents. This characteristic is specifically important in regulatory 

environments that require strict security compliance and storage. 

Automation: Smart contracts can automate processes that usually necessitate human supervision, 

optimizing managerial process, reducing costs, and bypassing intermediaries. This automation leads to 

faster transaction processing, minimizing operational costs, and enhanced service delivery across various 

domains. 

The influence of blockchain technology on industries extends beyond improving security and efficiency; 

it also presents new business models and avenues for innovation. For instance, in healthcare, blockchain 

can strengthen patient data interoperability, enhance secure medical data sharing, and ensure the credibility 

of medicines and other pharmaceutical activities in supply chains.  

Looking forward, an increase in blockchain applications across various sectors is anticipated, fostering 

further growth and innovation in information and communication technology. According to [Gartner,  

2017], it is predicted that by 2030, over 30 percent of businesses will incorporate blockchain as one of the 

essential components of their operations [Antonopoulos, 2017, p. 110]. As organizations increasingly 

investigate the potential of blockchain, they will likely discover its potential to transform not only 

operational effectiveness but also customer experiences, leading to a more decentralized and secure digital 

economy. 

 

4. Advancements in Blockchain Technology Applications for Healthcare 

In the current healthcare landscape, the effective use of modern Information Technologies (IT) is crucial 

for both patients and healthcare professionals. Patients can capitalize on these technologies to make 

potential decisions regarding their choice of healthcare services and professionals, while providers utilize 

Information Technology to raise visibility and drive promotion of their offerings in a competitive medical 

market. Among the several IT tools, blockchain technology Emerges as a transformative solution 

applicable across multiple facets of medical practice. 
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Advancing Medical Research and Knowledge Discovery 

Blockchain technology is gradually being incorporated into biomedical research, gaining knowledge, and 

medical education, providing increased security for patient confidentiality and maintaining data integrity 

throughout the processes of sharing and storing information. This is more crucial in medical studies, where 

blockchain's special attributes confirm the safety and non-editable records. Data preserved on the 

blockchain is secured against unpermitted access and the underlying cryptographic mechanisms validate 

the accuracy of the information. As highlighted by [Nagasubramanian, 2018] and [Nugent et al., 2016], 

These features greatly enhance the reliability of data collected during medical trials. The adoption of smart 

contracts within blockchain systems can successfully thwart data falsification and the incomplete reporting 

of adverse research outcomes, thereby enforcing ethical norms in scientific inquiry. Apart from that, 

blockchain empowers secure and efficient data transfer between distinct entities which reduces the risk of 

modification or corruption [Mytis-Gkometh et al., 2017]. This is particularly valuable in comprehensive 

research endeavours where collaboration hinges on the need for a reliable information sharing system. The 

clarity and permanence offered by blockchain increases confidence in clinical trials, allowing members 

and regulators to verify the authenticity of all collected data. With proper implementation and regulatory 

insight, blockchain has the potential to redefine the medical research sector, facilitating substantial 

breakthroughs in diagnostics, therapeutics, and overall medical knowledge management. 

Optimizing Patient Monitoring and Health Tracking 

Blockchain technology can also elevate the assessment regarding treatment progress and overall well-

being situation of patients in clinical framework. By aiding secure and continuous real-time tracking of 

clinical data [Griggs et al., 2018], blockchain facilitates the integration of healthcare parameters, which 

can be remotely monitored. Through blockchain, processes related to Acquiring, transmitting, handling, 

and safeguarding access to sensor data are streamlined [Meisami et al., 2021]. Similarly, diagnostic results 

from other clinical devices can be protectively processed and transmitted to the Electronic Patient Record 

system, engaging cryptographic procedures provided by the blockchain [Chelladurai & Pandian, 2022]. 

Strengthening Identity Verification and Privacy Safeguards 

The utilization of blockchain technology encompasses the process of establishing and confirming patient 

identities. Precise confirmation of a patient's identity, coupled with comprehensive consent, ensures timely 

and Safe access to their health records [Mikula & Jacobsen, 2018]. This process is similarly applied to 

check and verifying the identities of healthcare providers, facilitating quick access to required patient 

medical records stored within a blockchain database. The advantage of this solution lies in the fact that 

authorized healthcare personnel such as doctors, nurses, physiotherapists, or radiologists can swiftly 

access comprehensive patient data, improving the effectiveness of healthcare provision. Optimizing 

Inventory and supply chain management. 

Effective inventory management is essential in the healthcare sector, particularly given its significant 

influence on service expenses. Blockchain technology can enhance inventory management by 

decentralizing processes and reducing the reliance on intermediaries, thus minimizing fraud risks related 

to fake medications and products [Reda et al., 2020]. Given the stringent quality, type, and origin 

requirements for medications and diagnostic materials, blockchain can provide a reliable framework for 

verifying the authenticity, integrity and quality of these products, ensuring compliance with regulatory 

standards. 

Simplifying Registration and Appointment Scheduling in Healthcare 

Blockchain-based solutions have the capability to greatly enhance the booking and registration of health-       
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care services. In many countries, the provision of medical services operates within a regulated market, 

leading to inevitable patient waiting lists. By establishing a centralized waiting system powered by 

blockchain technology, healthcare providers can enhance patient distribution and transportation, 

effectively managing cases where patients may miss appointments without prior notice [Sumathi et al., 

2023]. 

Improving Medical Transportation Logistics 

Blockchain technology also plays an important role in optimizing clinical transport logistics. Existing 

systems often suffer from communication issues among transport providers, particularly in emergency 

medical scenarios [Wu & Ho, 2023]. By applying blockchain, stakeholders can efficiently process and 

track transport data, confirming that emergency resources are deployed effectively. This includes not only 

topographical factors but also access to sensitive patient health information, allowing for faster responses 

from healthcare professionals. 

Enhancing Decision Support System 

The evolution of decision support systems (DSS) is pivotal in improving the quality and efficiency of 

decision-making processes across various sectors, particularly in healthcare. By integrating big 

data[Bhattacharya, 2016, 2018]  analytics along with artificial intelligence and machine learning, these 

systems can analyze vast amounts of data and provide actionable insights that aid clinicians in diagnosing 

diseases, selecting treatment plans, and predicting patient outcomes [S. Farshidi, 2020]. Enhanced DSS 

not only streamline workflows but also empower healthcare professionals with evidence-based 

recommendations customized for each individual patient needs. Furthermore, incorporating user-friendly 

interfaces and real-time data access can significantly increase the usability and adoption of these systems, 

ultimately leading to better patient care and optimized resource management within healthcare 

organizations. As technology continues to evolve, the ongoing enhancement of decision support systems 

will play a crucial role in transforming the landscape of healthcare delivery [Sylvain Kubler, 2023]. 

Facilitating Opinion-Shaping Social Media Platforms 

Finally, blockchain technology can streamline the development and functioning of opinion-building social 

media platforms within the healthcare sector. These platforms can provide global spaces for collecting 

real-time feedback on healthcare providers and institutions. By securing opinions with private 

cryptographic signatures, blockchain technology significantly enhances the authenticity of user-generated 

content, elevating the obstacles to creating deceptive reviews and ensuring that patient sentiment, opinion, 

or feedback remains trustworthy. 

 

5. Selected Examples of Practical Applications of Blockchain Technology in Medical Activity 

Management 

a) Supporting the Maintenance of the Electronic Patient Record 

The reliability and availability of patient information within IT systems are supreme for both patients and 

healthcare providers. Electronic Patient Records (EHRs) serve as extensive repositories that collect and 

manage critical medical information from various sources of healthcare stakeholders. This data 

encompasses a patient's health status, clinical test output, treatment methodologies, overall outcome, and 

more. For optimal patient care, EHRs must be accessible and operable regardless of the technological 

framework utilized or the site of data generation. To enhance the quality of care and facilitate lifestyle 

modifications, these records should be compiled from publicly available resources, including the internet 

while ensuring that security protocols restrict access to authorized individuals. 
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The International Organization for Standardization (ISO) defines an EHR as a secure electronic repository 

for patient health data, available to various users according to their permission levels. EHRs encompass 

historical, current, and predictive health information to  

enhance the quality and efficiency of healthcare delivery across all providers. 

To achieve these objectives, various reference models for EHRs have been proposed in the literature, 

emphasizing essential characteristics such as: 

Interdisciplinary Data Sharing: Facilitating flawless communication and data sharing among healthcare 

professionals across different specialties. 

Interoperability: Ensuring compatibility between multiple healthcare organizations, regional healthcare 

systems, and eventually, global institutions. 

Standardization: Ensuring compatibility across software systems developed by various suppliers. 

To meet these criteria, EHR reference models are becoming more conceptual, 'decoupled' from specific 

hardware and communication frameworks, leading to the evolution of virtual EHRs that are both universal 

and flexible. 

Blockchain technology presents a substantial potential to optimize the implementation and operation of 

EHRs aligned with these reference models. Traditionally, EHRs have relied on centralized databases 

concentrated within specific data centers, with centralised control access. However,  

the implementation of blockchain technology can streamline and automate access rights management for 

healthcare staff across multiple providers. The ideal approach involves establishing a distributed 

blockchain database, either on a private or public blockchain network, to allow for secure and optimal data 

sharing [Shahnaz, 2019]. 

To support this transition, specialized software organizations are stepping ahead, providing technological 

solutions for EHR operation within medical stakeholders using blockchain. For instance, Guardtime is a 

notable leader in integrating blockchain technology into healthcare systems. Utilizing its proprietary KSI 

blockchain, Guardtime enhances security, transparency, and operational efficiency across various 

applications. More than a decade of research and development in blockchain protocols, Guardtime has put 

itself as a major player in the healthcare sector, collaborating with the Estonian government to enhance 

data processing within e-health systems. Their technology emphasises on secure management of health 

records and citizen services, supporting greater than 1,000 public services available online [Guardtime, 

2024]. 

Not only that, Guardtime has established a partnership with a private healthcare provider in the United 

Arab Emirates to implement blockchain technology with a plan to enhancing data privacy and security. 

This initiative enlightens the area where to establish a transparent and secure data management system 

that can act as a standard for other regional healthcare providers as well. Using advanced data management 

strategies that align with high-security standards and comply with local healthcare data protection 

regulations, Guardtime exemplifies how blockchain can revolutionize the maintenance and sharing of 

Electronic Patient Records. 

b) Automation of Insurance Claims & Payment Services 

Health insurance claims present a multifaceted set of challenges for healthcare systems globally. The 

nuances of health insurance often complicate the claims process bewildering for the middle tier consumer, 

who may struggle to grasp the necessary procedures, documentation, and timelines involved. A major 

problem is the strikingly high rejection rate of claims, driven by different factors such as inadequate 

documentation, inadequate justification for specific medical services, and the restrictions imposed by 
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policy limits. Additionally, delays in processing and payment can have profound impacts on patients' 

health and overall well-being, intensifying the need for efficient solutions. 

The increasing costs associated with health insurance represent a global concern, as rising premiums could 

marginalize those from economically disadvantaged backgrounds, thereby aggravating healthcare 

imbalances. Moreover, fraudulent activities perpetrated by healthcare providers or patients poses a notable 

threat, as fraudulent claims or unnecessary clinical interventions aimed at obtaining insurance payouts 

result in major financial setbacks for health systems. The intricacy and variation of health insurance 

regulations across worldwide further complicate the coordination and compliance of claims, requiring 

insurers to possess elaborate knowledge of local laws and standards. These inconsistencies can lead to 

challenges in claim recognition, especially for patients pursuing treatment overseas, complicating the 

verification and assessment of medical needs. 

Addressing these varied concerns demands unified national and international efforts to render health 

insurance systems more attainable and productive for users. MediConCen, founded in 2018, has rapidly 

become recognized in the insurance technology sector for its novel approaches aimed at smoothening 

insurance claims processes. By leveraging blockchain technology and pioneering advancements, 

MediConCen has revolutionized how health insurance claims are managed, enhancing operational 

effectiveness for insurance companies and healthcare providers alike [MediConCen, 2024]. 

Utilizing Hyperledger Fabric technology, MediConCen has developed an advanced computer system that 

automates medical insurance claims, Thus removing the requirement for cumbersome paper records 

[Hyperledger, 2024; Cachin, 2016] This system exemplifies how blockchain can increase operational 

productivity while eradicating the necessity for data reconciliation between stakeholders. MediConCen's 

platform currently serves over 6 million users across 14 insurance companies and has collaborated with 

more than 900 healthcare providers. Its recognition in the prestigious Forbes Asia 100 to Watch list in 

2021 underscores its status as one of the most promising startups in the Asia-Pacific region [Forbes, 2021]. 

The deployment of digital signatures via QR codes enhances the platform's scalability, enabling seamless 

integration between insurers and healthcare providers worldwide without compromising the integrity of 

data related to providers and claims. This Innovation reduces the administrative workload on all parties 

involved, allowing medical staff to concentrate on more pressing healthcare tasks. Moreover, 

MediConCen employs blockchain-based smart contracts that automatically carry out when specified 

conditions are met within a policy are met. This automation minimizes human intervention, ensuring that 

contractual obligations are fulfilled impartially and efficiently once specific criteria are satisfied. The 

proprietary API offered by MediConCen further streamlining the process by removing the requirement 

for paper-based data submission, a traditional method that is both time-consuming and susceptible to 

fraud. 

By embracing blockchain technology, MediConCen not only transforms the landscape of health insurance 

claims processing but also promotes a healthcare system that is more transparent, efficient, and user-

friendly, paving the way for improved patient outcomes and reduced operational costs. 

c) Optimizing Pharmaceutical Supply Chain Management 

The Drug Supply Chain Security Act (DSCSA), passed by the U.S. Congress in 2013 as part of the broader 

Drug Quality and Security Act (DQSA), aims to bolster security within the pharmaceutical supply chain. 

Its primary objective is to implement stricter regulations for the identification and tracking of 

pharmaceutical products, thereby protecting against counterfeiting, theft, and other fraudulent activities 

[FDA, 2024]. 
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Under the DSCSA, various operators in the supply chain including manufacturers, distributors, and 

pharmacies which are mandated to employ systems able to precisely monitor the movement of 

pharmaceuticals at different distribution stages. Each pharmaceutical product must carry a unique 

identifier, enabling its identification and authentication throughout the supply chain. This enhanced 

tracking system is essential for ensuring the safety and integrity of drugs as they move from manufacturers 

to patients. 

LedgerDomain, founded in 2016, specializes in developing blockchain platforms that facilitate real-time 

operation of IT systems. The company is a member of Hyperledger, which is part of the Linux Foundation 

and the Clinical Supply Blockchain Working Group. In 2019, LedgerDomain, in collaboration with UCLA 

Health, participated in the DSCSA Pilot Programme aimed at exploring innovative methods to enhance 

safety and security within the drug supply chain. 

As part of this pilot program, UCLA Health and LedgerDomain focused on creating a comprehensive 

system utilizing the BRUINchain blockchain technology, designed to meet all critical objectives outlined 

in the DSCSA for distributors relying on commercial technology [Chien et al., 2020]. The developers of 

this system assert that automated inquiries to drug manufacturers' relational databases, powered by their 

proprietary BRUINchain technology, can significantly lower DSCSA compliance costs to approximately 

17 cents per individual drug package. They further believe that manufacturers adopting fully automated 

systems based on Distributed Ledger Technology (DLT) could realize even greater cost reductions [Chien 

et al., 2020]. 

The interoperability of the BRUINchain system allows for real-time verification of drug movements 

without requiring human intervention, a critical factor in minimizing compliance costs. Given that 4.2 

billion prescriptions are dispensed annually in the United States, the integration of blockchain technology 

could potentially reduce compliance costs to around 13 cents per unit, resulting in an annual savings of 

approximately $183 million in labor costs [Chien et al., 2020]. Additionally, blockchain implementation 

would make it significantly more challenging to execute incorrect or fraudulent transactions while 

simultaneously decreasing the necessity for safety stock and improving the detection and removal of 

potentially dangerous drugs from the supply chain. 

Through its partnership with LedgerDomain, UCLA Health has successfully transformed its 

pharmaceutical supply chain management practices. The strategic application of blockchain technology 

has enhanced logistics operations within the healthcare sector, marking a pivotal advancement in the fight 

against drug counterfeiting and other supply chain challenges. 

 

6. Conclusion 

In summary, blockchain technology stands out as a revolutionary innovation with the capacity to reshape 

the healthcare landscape sector by enhancing efficiency, security as well as data integrity. Its inherent 

characteristics such as data security, transparency, operational efficiency, and the proficiency in inventory 

management that can significantly improve healthcare processes, from patient management to clinical 

supply chain management. The advantages of blockchain, including the enabling secure data sharing and 

the reduction of fraud, demonstrate its capability to create a more reliable and effective healthcare 

environment. 

However, the implementation of blockchain technology also presents challenges, such as complex 

integration with existing systems, the need for regulatory alignment, cybersecurity risks, and potential 

impacts on employment. Dealing with these concerns will require collaborative efforts among 
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stakeholders, including healthcare providers, technology companies, and regulatory bodies, to establish a 

robust framework for blockchain adoption in healthcare. 

Moreover, future research should focus on the synergy between blockchain and artificial intelligence, that 

could improve process automation and data management within the healthcare sector. Integrating AI with 

blockchain through smart contracts has the ability to propel innovation forward and improve operational 

efficiency. 

While this discussion highlights the theoretical applications and benefits of blockchain in public health, it 

is crucial to perform empirical research to quantify its impact and explore real-world implementations. As 

the healthcare landscape continues to evolve, the effective implementation of blockchain technology could 

lay the foundation for a more efficient, secure, and patient-centric healthcare system, eventually benefiting 

all stakeholders involved. 

 

References 

1. S. Farshidi, S. Jansen, S. España and J. Verkleij, "Decision Support for Blockchain Platform Selection: 

Three Industry Case Studies," in IEEE Transactions on Engineering Management, vol. 67, no. 4, pp. 

1109-1128, Nov. 2020, doi: 10.1109/TEM.2019.2956897. keywords: {Blockchain;Decision support 

systems;Decision making;Software;Organizations;Distributed ledger;Blockchain platform 

selection;blockchain decision model;decision support system (DSS);multicriteria decision making 

(MCDM);technology selection}, 

2. Sylvain Kubler, Matthieu Renard,  Jean-Philippe Georges, Yves Le Traon, “Sankalp Ghatpande, 

Decision support system for blockchain (DLT) platform selection based on ITU recommendations: A 

systematic literature review”  

3. Antonopoulos, A., (2017). Mastering Bitcoin: Unlocking Digital Cryptocurrencies, 2nd. Ed., New 

York, O'Reilly. 

4. Cachin, C. (2016). „Architecture of the Hyperledger Blockchain Fabric”. Workshop on Distributed 

Cryptocurrencies and Consensus Ledgers, Vol. 310, 4. 

5. Chelladurai, U., Pandian, S., (2022). „A novel blockchain-based electronic health record automation 

system for healthcare”, J. Ambient Intell. Human. Comput. Vol. 13 (1). pp. 693–703. 

6. Chien, W., de Jesus, J., Taylor, B., Dods, V., Alekseyev, L., Shoda, D., & Shieh, P. B. (2020). „The 

Last Mile: DSCSA Solution Through Blockchain Technology”. Blockchain in Healthcare Today. 

7. Crosby, M. Nachiappan, P., Verma, S., Kalyanaraman, V., (2016). „Blockchain technology: Beyond 

Bitcoin”, Applied Innovation Review, Vol. 1(2), pp 6–10. 

8. Crunchbase-guardtime, (2024). [online], crunchbase.com/organization/guardtime. 

9. FDA, (2024). fda.gov/drugs/drug-supply-chain-integrity/drug-supply-chain-security-act-dscsa. 

10. Forbes, (2024). [online], forbes.com/sites/forbesasiateam/2021/08/09/forbes-asia-100-to-watch 

11. Gartner, T. Networks. Blockchain - Leading the Digital Transformation (2017), [online], gartner.com/ 

imagesrv/media-products/pdf/Talari-Networks. 

12. Griggs, K.N., Ossipova O., Kohlios, C.P., Baccarini, A.N., Howson, E.A., Hayajneh, T., (2018). 

„Healthcare blockchain system using smart contracts for secure automated remote patient monitoring”, 

J. Med. Syst., Vol. 42 (7). 

13. Guardtime, 2024, [online], guardtime.com. 

14. Guardtime-Estonia, 2024, [online], guardtime.com/blog/estonian-ehealth. 

15. Hyperlegder, 2024, [online], hyperledger.org 

https://www.ijfmr.com/


 

International Journal for Multidisciplinary Research (IJFMR) 
 

E-ISSN: 2582-2160   ●   Website: www.ijfmr.com       ●   Email: editor@ijfmr.com 

 

IJFMR240529118 Volume 6, Issue 5, September-October 2024 11 

 

16. ISO/DTR 20514, Health Informatics – Electronic Health Record – Definition, Scope, and Context, 

2004. 

17. Kuo, T., Kim, H. E. (2019). A survey of blockchain security issues and challenges. International 

Journal of Engineering and Information Systems (IJEAIS), 3, 115-123. 

18. Kurtz, P., Dietzel, C., & Hann, I. (2018). The impact of blockchain technology on business models in 

healthcare. Springer Online Journal, 1, 157-166. 

19. Medical service. (n.d.) Segen's Medical Dictionary. (2011). [online] https://medical-

dictionary.thefreedictionary .com/medical+service MediConCen, 2024, [online], 

mediconcen.com.hk/about-us/. 

20. Meisami, S., Beheshti-Atashgah, M., Aref, M. R. (2021). „Using blockchain to achieve decentralised 

privacy in IoT healthcare”, arXiv preprint arXiv:2109.14812. 

21. Mikula, T., Jacobsen, R.H., (2018). Identity and access management with Blockchain in electronic 

healthcare records, 21st Euromicro Conference on Digital System Design (DSD), 29-31 Aug. 

22. Mytis-Gkometh, P., Drosatos, G., Efraimidis, P.S., Kaldoudi, E. (2017). Notarisation of Knowledge 

Retrieval from Biomedical Repositories Using Blockchain Technology. ICBHI 2017, IFMBE 

Proceedings, vol 66. Springer, Singapore. 

23. Nagasubramanian, G., Sakthivel, R.K., Patan, R., Gandomi, A.H., Sankayya, M., Balusamy, B., 

(2018). Securing e-health records using keyless signature infrastructure blockchain technology in the 

cloud. Neural Comput Appl. Vol. 32(3), pp 639–647. 

24. Nugent T, Upton D, Cimpoesu M. (2016). „Improving data transparency in clinical trials using 

blockchain smart contracts” F1000Res. Vol 5 p. 2541. 

25. Outlierventures, 2024, outlierventures.io. 

26. Odeh A, Keshta I, Al-Haija QA, (2022). „Analysis of Blockchain in the Healthcare Sector: Application 

and Issues”, Symmetry, Vol. 14(9), p. 1760. 

27. Rai, B.K., Kumar, G., Balyan, V., (2023). AI and Blockchain in Healthcare, Singapore, Springer 

Nature 

28. Rainer R.K. Prince B. (2021). Introduction to information systems, 9th. Ed New Jersey, John Wiley 

& Sons. 

29. Reda M., Dominique Kanga D.B., Fatima T., Azouazi M., (2020). „Blockchain in health supply chain 

management: State of the art challenges and opportunities”, Procedia Computer Science, Vol. 175, pp 

706–709, 

30. Rot A., Zygała R. (2018) „Technologia blockchain jako rewolucja w transakcjach cyfrowych”, 

Informatyka Ekonomiczna, UE Wrocław, Vol. 4. 

31. SCIPA, 2024, scipa.com 

32. Shahnaz, A., U. Qamar, A. Khalid, (2019). „Using blockchain for electronic health records”, IEEE 

Access, Vol. 7, pp. 147782–147795. 

33. Shae Z., Kuo A. M. H., Lee, H. Y. (2019). Challenges, solutions, and future directions in accessing 

health care: A blockchain-driven solution. Journal of Medical Systems, 43, 328. 

34. Sumathi, M., Dhiraj, I., Mahita, D. S., & Raja, S. P. (2023). „Appointment Booking and Drug 

Inventory System in Healthcare Services Using Blockchain Technology”, Advances in Distributed 

Computing and Artificial Intelligence Journal, Vol. 12(1), e31607. 

35. Tsung-Ting Kuo, Hyeon-Eui Kim, Lucila Ohno-Machado (2017). Blockchain distributed ledger 

technologies for biomedical and health care applications, J AM MED INFORM ASSN, Vol. 24, Iss.  

https://www.ijfmr.com/


 

International Journal for Multidisciplinary Research (IJFMR) 
 

E-ISSN: 2582-2160   ●   Website: www.ijfmr.com       ●   Email: editor@ijfmr.com 

 

IJFMR240529118 Volume 6, Issue 5, September-October 2024 12 

 

6, pp1211–1220 

36. Upadhyay, A., Mukhuty, S., Kumar, V. Kazancoglu, Y., (2021). „Blockchain technology and the 

circular economy: Implications for sustainability and social responsibility”, Journal of Cleaner 

Production, Vol. 293, 126130. 

37. Winter A., Ammenwerth E., Haux R., Marschollek M., (2023) Health Information Systems: 

Technological and Management Perspectives, 3rd ed. Cham, Springer. 

38. Wu T-C, Ho C-TB. (2023). „Blockchain Revolutionizing in Emergency Medicine: A Scoping Review 

of Patient Journey through the ED”. Healthcare, Vol. 11(18) p. 2497. 

39. Zdrowie w normie, [online], uhc.com.pl/index.php. 

40. Zhang, P., White, J., Jha, S., Zhao, J., & Benitez, J. (2018). Blockchain technology in healthcare: A 

systematic review. Healthcare, 6(2), 1–30. 

41. Zolait, A. H. S. (2012). Knowledge and Technology Adoption, Diffusion, and Transfer: International 

Perspectives. IGI Global. 

42. S. Bhattacharya and J. Poray, "Application of graph theory in bigdata environment," 2016 International 

Conference on Computer, Electrical & Communication Engineering (ICCECE), Kolkata, India, 2016, 

pp. 1-8, doi: 10.1109/ICCECE.2016.8009585. 

43. Bhattacharya, Supratim and Goswami, Saberi and Poray, Jayanta and Bose, Rounak and Das, Amit, 

Study on Sentiment & Opinion for 'Review Text' Corpus (2018). International Journal of 

Computational Intelligence & IoT, Vol. 1, No. 1, 2018, Available at 

SSRN: https://ssrn.com/abstract=3354443 

 

https://www.ijfmr.com/
https://ssrn.com/abstract=3354443

