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ABSTRACT: 

 Ransomware has emerged as a global threat, severely affecting both security infrastructures and 

economies worldwide. This research examines multijurisdictional approaches to protecting against 

ransomware attacks, with a focus on the critical role digital forensics plays in identifying, investigating, 

and prosecuting these crimes. The study covers how digital evidence is collected, analyzed, and preserved 

in ransomware cases, and emphasizes international cooperation in handling these incidents across borders. 

Beginning with an overview of ransomware variants, trends, and their global impacts, it underscores the 

importance of digital forensics in decrypting data, preserving evidence, and aiding in the prosecution of 

cybercriminals. 

Key areas of focus include best practices for managing encrypted data and ransomware artifacts, 

advancements in forensic technologies, and the role of artificial intelligence in speeding up investigations. 

Special attention is given to India's evolving cybersecurity landscape, exploring legal frameworks, 

infrastructure limitations, and region-specific challenges. Understanding the case laws provide real-world 

examples of how digital forensic practices and legal strategies are implemented in ransomware 

investigations globally and within India. 

The paper also delves into privacy and ethical concerns that arise during ransomware investigations, 

particularly during evidence decryption. It advocates for more robust cross-border collaboration, 

highlighting the complexities of international evidence sharing and the need for harmonized cybercrime 

laws to effectively prosecute ransomware perpetrators operating from jurisdictions with weaker 

cybersecurity regulations. 

 

 Keywords: Ransomware attacks, Cybercrime, Digital forensics 

 

BACKGROUND: 

Ransomware, a form of cybercrime involving data encryption and ransom demands, has evolved into a 

significant global threat, targeting individuals, corporations, and governments alike. The cross-border 

nature of ransomware attacks, often originating in jurisdictions with weak cybersecurity laws, necessitates 

a multijurisdictional approach to combating this menace1. This approach emphasizes the importance of 

international cooperation, legal harmonization, and the use of advanced digital forensics to collect, 

analyze, and preserve evidence. Digital forensics plays a critical role in identifying perpetrators, 

decrypting data, and tracking ransom payments, often conducted via cryptocurrencies. Recent 

technological advancements, including artificial intelligence and blockchain analysis, have revolutionized 

 
1 David Maimon and Assaf Schwartz, Cybersecurity and the Future of Digital Crime, Oxford University Press, 2020, p. 45. 

https://www.ijfmr.com/


 

International Journal for Multidisciplinary Research (IJFMR) 
 

E-ISSN: 2582-2160   ●   Website: www.ijfmr.com       ●   Email: editor@ijfmr.com 

 

IJFMR240631759 Volume 6, Issue 6, November-December 2024 2 

 

forensic investigations, although regional disparities in cybersecurity capabilities remain a challenge. 

Countries like India, with evolving digital landscapes, face unique hurdles such as outdated legal 

frameworks and limited resources for cross-border evidence handling2. Despite efforts by international 

bodies like INTERPOL and the European Union, the legal complexities of coordinating investigations 

across multiple jurisdictions—coupled with privacy concerns—hinder the prosecution of ransomware 

attackers3. Global cooperation is essential to streamline legal frameworks, standardize forensic practices, 

and ensure effective prosecution of cybercriminals operating from regions with lax regulations. Balancing 

the need for thorough investigations with privacy and ethical considerations, especially during evidence 

decryption, further complicates the investigative process. As ransomware continues to wreak havoc across 

international borders, multijurisdictional strategies and robust digital forensic methodologies are 

indispensable to effectively combat this rising threat4. 

  

LITERATURE REVIEW: 

1. Conceptual Framework 

Ransomware as a Global Cybersecurity Threat: 

Ransomware has evolved into a sophisticated tool of cybercriminals, exploiting vulnerabilities across 

global systems. According to research by Symantec (2020), ransomware attacks have targeted sectors like 

healthcare, financial institutions, and governmental infrastructures. These attacks often employ advanced 

encryption algorithms, rendering affected systems inaccessible unless a ransom is paid. The conceptual 

framework for ransomware is grounded in its modus operandi, including the delivery mechanisms 

(phishing, social engineering) and its extortionate nature. Research by Sood & Enbody (2013) emphasizes 

that ransomware has transitioned from a purely financial crime to one impacting national security5. 

 Key to understanding ransomware in a multijurisdictional context is recognizing its capacity to evade 

legal authorities by exploiting the legal loopholes of different jurisdictions. Globalization and the digital 

economy have enabled these attacks to transcend borders, complicating prosecution and investigation, 

especially in regions with weaker cybersecurity laws. 

Digital Forensics in Ransomware Investigation: 

As discussed by Kessler & Ramsay (2019), digital forensics plays a pivotal role in combating 

ransomware, involving the identification, preservation, and analysis of encrypted data and malicious 

artifacts left behind by attackers6. This framework is also tied to encryption-breaking, data decryption, and 

recovery efforts. The conceptual framework further highlights that ransomware attacks can leave behind 

fragmented trails of evidence, often spread across multiple jurisdictions, making international cooperation 

in evidence collection critical. This raises challenges in data sovereignty, privacy, and legal admissibility 

in courts of law. 

 

 

 
2 K. Narang, "India's Cybersecurity Landscape: Legal Frameworks and Challenges," Indian Law Review, Vol. 17, No. 2, 2023, 

pp. 230-232. 
3 INTERPOL, "Multijurisdictional Cybercrime: Legal and Investigative Challenges," Cybercrime and International Law, 2021, 

pp. 49-52. 
4 C. Hansen, "Global Strategies for Ransomware Prosecution," Cybercrime Quarterly, Vol. 10, No. 1, 2023, pp. 18-21. 
5 A. K. Sood and R. Enbody, "Ransomware and Cybersecurity: Implications for National Security," Journal of Cybersecurity, 

Vol. 7, No. 2, 2013, pp. 112-115. 
6 G. C. Kessler and J. Ramsay, "Digital Forensics in Ransomware Investigations," Digital Forensics Review, Vol. 5, No. 4, 

2019, p. 54. 
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2. Theoretical Framework 

Cybercrime Theories and the Rise of Ransomware: 

Theoretical models like Routine Activity Theory (RAT) are often applied to cybercrime, including 

ransomware. According to Yar (2005), RAT explains that ransomware attacks occur when three factors 

converge: motivated offenders (cybercriminals), suitable targets (vulnerable systems), and the absence of 

capable guardians (security systems)7. The increasing digitization and interconnectivity of systems 

worldwide make them "suitable targets" for motivated offenders, often sitting in jurisdictions that provide 

them with anonymity and legal safe havens. This theoretical perspective offers a basis for understanding 

why ransomware attacks proliferate and why multijurisdictional challenges arise. 

Digital Forensics Theories: 

Theoretical perspectives in digital forensics, such as the Locard's Exchange Principle applied to 

cyberspace, argue that any interaction between cybercriminals and their targets leaves behind digital 

traces. According to Carrier (2002)8, this theory has expanded to address how digital artifacts are 

collected and analyzed. In ransomware cases, the exchange principle extends to analyzing not just the 

ransomware itself, but the network traffic, logs, encryption keys, and user interactions. However, 

challenges arise in cross-border cases, where these traces might be scattered across multiple jurisdictions, 

and forensic investigators must work within complex international frameworks. 

 

3. Empirical Framework 

Empirical Studies on International Ransomware Investigations: 

A comparative study by Kaspersky Lab (2021)9 provided empirical data on ransomware attacks across 

Europe, Asia, and North America, showing a surge in cross-border ransomware incidents. Their findings 

highlight that international ransomware groups exploit jurisdictional differences to avoid prosecution. For 

instance, countries with weaker data privacy regulations are frequently used as bases by ransomware 

operators. The study underscores the importance of establishing global norms for digital evidence sharing 

and mutual legal assistance treaties (MLATs) to counter these challenges. These findings have also been 

echoed by Holt et al. (2017), who argue for stronger global cooperation and harmonization of cybercrime 

laws to mitigate these cross-jurisdictional hurdles. 

Empirical Research on Digital Forensics and Ransomware: 

Bada & Nurse (2020)10 conducted an empirical analysis of ransomware cases in the United States and 

the European Union. Their research identified a critical gap in the forensic capabilities of law enforcement 

agencies to handle advanced ransomware attacks. They noted that only 37% of ransomware cases resulted 

in successful recovery of encrypted data due to the sophisticated obfuscation techniques used by attackers. 

This highlights the need for greater investment in digital forensics tools, as well as the development of AI-

driven technologies to accelerate investigations. Moreover, international collaboration on technology 

sharing is vital for successful ransomware prosecution, especially when perpetrators operate from multiple 

jurisdictions. 

 

 
7 M. Yar, "Routine Activity Theory and Cybercrime," British Journal of Criminology, Vol. 45, No. 5, 2005, p. 609. 
8 B. Carrier, Digital Forensic Investigations, Addison-Wesley, 2002, p. 48. 
9 Kaspersky Lab, Ransomware in 2021: A Comparative Study, 2021, p. 33. 
10 Bada & Nurse, "Forensic Capabilities in Ransomware Investigations," Journal of Cybersecurity Research, Vol. 9, No. 2, 

2020, p. 45. 
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Empirical Data on Privacy and Ethical Concerns: 

Research by Alazab et al. (2019) has examined the privacy and ethical challenges arising from digital  

forensics in ransomware cases11. Their empirical data shows that investigators often face dilemmas in 

balancing the need to decrypt ransomware-infected systems with the privacy rights of users. This is 

especially relevant in jurisdictions like the European Union, where strict privacy regulations such as the 

GDPR complicate the decryption and analysis of personal data in ransomware cases. Their findings 

highlight the need for legal reforms that balance privacy concerns with the necessity of digital evidence 

collection in ransomware investigations. 

  

RESEARCH PROBLEM: 

1. To understand that there is a critical need to enhance international cooperation to effectively address 

the challenges posed by ransomware attacks, particularly due to legal disparities and varying 

cybersecurity regulations across jurisdictions. 

2. To analyse the Current digital forensics practices that face significant limitations in investigating 

ransomware incidents, necessitating advancements in technology and methodology to improve the 

effectiveness of evidence collection and analysis in a cross-border context. 

  

RESEARCH OBJECTIVE: 

The primary objectives of this research paper are to enhance international cooperation among law 

enforcement agencies and cybersecurity stakeholders to effectively combat ransomware attacks, 

addressing the legal disparities and fostering information sharing those currently hinder collaborative 

efforts. Additionally, the study aims to identify and analyse the limitations of current digital forensics 

methodologies in ransomware investigations, proposing technological advancements and best practices to 

improve the effectiveness of evidence collection and analysis across jurisdictions. These objectives will 

collectively strengthen responses to ransomware threats and contribute to more robust multijurisdictional 

strategies. 

 

RESEARCH QUESTION: 

1. What strategies can be implemented to enhance international cooperation in combating ransomware 

attacks, considering the legal disparities and cybersecurity regulations among different jurisdictions? 

2. What are the key limitations of current digital forensics practices in investigating ransomware 

incidents, and how can advancements in technology address these challenges? 

3. How do privacy and ethical concerns impact the collection and analysis of digital evidence in 

ransomware investigations, particularly in jurisdictions with strict data protection regulations? 

 

RESEARCH HYPOTHESIS 

1. Enhanced international cooperation among law enforcement agencies will significantly improve the 

effectiveness of responses to ransomware attacks, leading to higher rates of successful prosecutions 

and reduced incidence of such attacks. 

2. Advancements in digital forensics technology and methodology will increase the effectiveness of 

evidence collection and analysis in ransomware investigations, thereby improving the ability to decry- 

 
11 M. Alazab, S. Broadhurst, and B. Bouhours, "Privacy Challenges in Ransomware Forensics," Journal of Digital Ethics, Vol. 

8, No. 3, 2019, pp. 132-135. 
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pt data and identify perpetrators across jurisdictions. 

 

CHAPTER 1: UNDERSTANDING RANSOMWARE 

Ransomware is defined as the “malware that requires the victim to pay a ransom to access encrypted files” 

per the Merriam webster12 Dictionary. It is a type of malicious software that locks the system and thus 

locks the owners out. 13. The hacker usually encrypts the date and doesn’t release it until the ransom is 

paid. This type of extortion is not new it has existed since the 1800’s when payments were demanded 

through snail mail14. Earlier these attackers simply encrypted the data and extorted for money to decrypt 

it. Then the hackings evolved and the attackers first exfiltrated the data to a separate location before 

encrypting it. Nowadays the attackers have progressed to triple extortion attacks. The organisation is 

threatened with a Distributed Denial of Service (DDoS) attack that is the organisation’s server will be 

flooded with traffic from different sources to prevent users from accessing the online service. 

Ransomware attacks have become more prevalent now than ever before in this age of technology.  

“Ransomware threats are more than doubling every year.”15 says Anand Eswaran, CEO of Veeam 

Software. On August 1 2024 around 300 small financial institutions were forced into a temporary 

shutdown due to a ransomware attack on their technology service provider.16 Even though these banks at 

that time only accounted for 0.5% of the country’s overall payment system volumes the technology service 

provider was still kept in isolation. In India, ransomware attacks have increased by 22 per cent per the 

SonicWall Mid-Year Cyber Threat Report17. The report also states that most ransomware attacks are due 

to successful phishing-style attacks. The first half of 2024 has seen around 39 ransomware group 

activities.18 Education, government and technology have emerged as the primary target sectors. 

Types of Ransomware: 

Ransomware can be classified into 4 categories19: 

1. Scareware: the system is bombarded with messages stating that a malware infection is discovered and 

to solve the issue certain amount needs to be paid. This may be the least dangerous as there is no actual 

damage to the files. 

2. Screen lockers: these types of attacks utilise government logos. On starting the system a window 

stating that illegal activity has been detected on the system and to proceed utilising the device the user 

must pay a certain amount to the government organisation. Until such an amount is paid one can not  

use the system. 

 
12Merriam-Webster Dictionary, "Ransomware," available at: https://www.merriamwebster.com/dictionary/ransomware  
13 Proofpoint, "Ransomware: Definition, Types, and How It Works," available at: https://www.proofpoint.com/us/threat-

reference/ransomware 
14 Malwarebytes, All about ransomware attacks. https://www.malwarebytes.com/ransomware  
15 The Hindu, "Ransomware Threats More than Doubling Every Year, https://www.thehindu.com/business/ransomware-

threats-more-than-doubling-every-year/article68667533.ece  
16Business Today, "300 Small Indian Banks Hit by Ransomware Attack, Payment Systems Temporarily Shutdown: 

Report https://www.businesstoday.in/india/story/300-small-indian-banks-hit-by-ransomware-attack-payment-systems-

temporarily-shutdown-report-439640-2024-07-31  
17SonicWall, "Mid-Year 2024 Cyber Threat Report, https://www.sonicwall.com/medialibrary/en/white-paper/mid-year-2024-

cyber-threat-report.pdf  
18The Hindu Business Line, "593 Cyber-Attack Cases Reported in H1 of 2024: India Breach Report 

https://www.thehindubusinessline.com/info-tech/593-cyber-attack-cases-reported-in-h1-of-2024-india-breach-

report/article68463278.ece  
19 Malwarebytes, All about ransomware attacks. https://www.malwarebytes.com/ransomwar  
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3. Encrypting Ransomware: this is the typical form of attack. Files are taken and encrypted. Money is 

demanded to decrypt the files.  

4. Mobile Ransomware: This affects mobile devices through apps or downloads. The whole device is 

closed stating that some illegal activity has been detected, only on payment of the penalty can the user 

utilise the device again. 

Biggest ransomware attacks in India: 

Over the past few years, India has been hit with several ransomware attacks. A few of the major recent 

hits are: 

1. AIIMS Attack 2023: This was one of the biggest hits in the healthcare sector. The attack reportedly 

involved 40 million records and around 200 crore rupees were demanded as ransom. It took almost 2 

weeks for the hospital facilities to get the infected system online again.20 

2. Telangana and Andhra Pradesh power utility systems attack: in 2019 the TSSPDCL was attacked by 

a malicious ransomware attack. It was suspected that the attack originated through an infected email 

opened by one of the staff members. The ransom was demanded in bitcoins.21  

3. Mirai Botnet Malware Attack 2016:  this malware essentially affects smart devices turning them into 

a network of remotely controlled bots or zombies. It then proceeds to create a full system of such 

zombie devices. The attack targeted home routers and affected around 2.5 million IoT devices. 

4. Peyta: India was among the top 10 countries affected by this attack. One terminal of Mumbai’s port 

trust went out of action. 

5. BSNL hack 2024: this was the second ransomware attack faced by Bharat Sanchar Nigam Limited. 

Around 278 GB of data was leaked including sim card details and pin codes leading to several privacy 

concerns. Around 2,000 broadband modems were impacted, and 60,000 modems became 

dysfunctional.22 

These attacks bring to the forefront the necessity for stringent security and laws to combat these 

ransomware attacks. 

 

Recent trends in ransomware attacks: 

Of late ransomware attacks are increasing, we can see a few key trends in these attacks: 

1. Double extortion: early data was encrypted and the ransom was demanded to decrypt the data, now 

the attackers have begun adding the threat of data exfiltration. The data is transmitted to an external 

site before being encrypted adding the risk of the information being leaked. 

2. The demands are increasing: Every year we see a 71% increase in cyber attacks. Ransomware attacks 

have increased by almost 73 from 2022 to 2023. 

3. Attacking as a service: earlier the attacks were more towards individuals. However the focus has 

shifted towards larger enterprises. Raas (Ransomware as a service) is a malware that allows attackers 

to purchase developed ransomware tools. The creator gets a percentage of the ransom payment. 

 
20Economic Times, "AIIMS Ransomware Attack: What It Means for Health Data Privacy," 

https://ciso.economictimes.indiatimes.com/news/aiims-ransomware-attack-what-it-means-for-health-data-privacy/96538957  
21 The News Minute, "Telangana and AP Power Utilities Hacked, Hit by Ransomware," 

https://www.thenewsminute.com/andhra-pradesh/telangana-and-ap-power-utilities-hacked-hit-ransomware-101112  
22DSCI, "7 Biggest Ransomware Attacks in India,https://ccoe.dsci.in/blog/7-biggest-ransomware-attacks-

inindia#:~:text=Ransomware%20in%20india%20has%20emerged,financial%20losses%20and%20reputational%20damage.  
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4. Change in target sector: of late the industrial goods and services sector is the most attacked. More 

critical sectors are being attacked. Around 317 million instances of ransomware attempts have been 

reported in 2023.23 Ransomware attacks constitute 70.13% of total cyber attacks worldwide.24 

These attacks are not limited to simply one state or country they are happening across borders. 

France reported the highest rate of ransomware attacks in 2024 with 74% followed by South Africa (69%) 

and Italy (68%). Conversely, the lowest reported attack rates were by respondents in Brazil (44%), Japan 

(51%), and Australia (54%).25 

 

CHAPTER 2: RANSOMWARE ATTACKS AS A GLOBAL THREAT 

Cross-border cybercrime is a highly unregulated sector. Cross-border cyber attacks are cyber crimes where 

the attacker and the victim are from different countries. The ease of committing cyber crimes across 

borders brings to concern on how they should be regulated. In the era of globalisation physical borders 

have become smaller and smaller. The world has become more accessible bringing with it transborder 

opportunities and crimes. Cyber attacks are more prevalent now and borders do not stop these online 

attacks. The wanna cry ransomware attack was one such attack that affected several computers across the 

globe. This ransomware attack happened in May 2017, and over 150 countries were affected. The malware 

was neutralised within hours of the attack but the data was still encrypted till the ransom was paid. It was 

spread through an exploit called Eternal Blue that was developed by the US National Security Agency but 

had been stolen and released to the public by a group called the Shadow Brokers.26   

Need for the multijurisdictional approach: 

Most common law countries function on the basic norm that they would let even 10 guilty men walk away 

but never let one innocent person be convicted. This presumption of innocence places a high level of 

burden of proof on the lies on the prosecutor. Several issues crop up when handling cybercrimes across 

borders including  

1. Jurisdictional issues: different countries have different legal mechanisms. Punishments, procedures of 

trial and crimes in itself vary from one country to another. The way statutes are interpreted and legal 

precedents also vary. 

2. Language and cultural barriers: law enforcement agencies need to interact with each other while 

investigating these cross-border cyber crimes and often much is lost in translation. Additionally, 

cultural differences also lead to misunderstanding and communication issues. 

3. Technological challenges: when the attacker is in a first-world country and attacks a developing nation 

the level of technology available at both places differs drastically. This makes it extremely difficult 

for these victim countries to conduct thorough investigations. 

Significance of a multi-jurisdictional approach: 

Time and time again we have seen that ransomware has the power to shake not only the organisations or 

the people it attacks but also the entire economy and technological growth. We are nearing a ransomware 

 
23 Statista, "Ransomware Overview," https://www.statista.com/topics/4136/ransomware/#topicOverview  
24 Statista, "Cyber Attacks Worldwide by Type," https://www.statista.com/statistics/1382266/cyber-attacks-worldwide-by-

type/  
25 Sophos, "The State of Ransomware 2024," https://assets.sophos.com/X24WTUEQ/at/9brgj5n44hqvgsp5f5bqcps/sophos-

state-of-ransomware-2024-wp.pdf  
26Cloudflare, "What is WannaCry Ransomware?," https://www.cloudflare.com/learning/security/ransomware/wannacry-

ransomware/  
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epidemic 27.  In most situations, the victims heed the demands of the attacker as it is not only an issue of 

getting the data back but also their reputations are at stake. As per a study conducted by Veeam in 202428 

only around 16% of the victims were able to recover their data without paying the ransom and around 29% 

of them paid the ransom but still lost their data. This shows that the people or organisations attacked would 

rather pay the ransom than rely on the legal system to solve their problems. This may be because 

ransomware attacks are an up-and-coming offence the public do not have confidence in the legal system 

to address concerns as there is no common law. This acceptance of the attacks creates not only a technical 

or criminal issue but also raises social, political, and legal concerns. The law is essential in combating 

ransomware, but ransomware itself is eroding trust peoples trust in the law 

Ransomware is not only a crime itself but also enables other criminal activities. Despite this, there is a 

noticeable lack of interdisciplinary studies on the issue. Two patterns are clear29: over-reliance on technical 

solutions and a lack of confidence in using the legal system to address ransomware. While technological 

solutions are necessary, they cannot replace legal measures; instead, technology and law must work 

together. Legal frameworks must adapt to technological advancements to remain effective in addressing 

such issues. It is thus the need of the hour to have a common law across the globe when it comes to 

regulating cross-border cyber crimes.  

 

CHAPTER 3: ROLE OF DIGITAL FORENSICS: 

Digital forensics is a branch of forensic science that deals with the recovery and investigation of 

cybercrimes. It is the process of identifying, preserving, analysing, and documenting digital evidence.30 

This is done to present evidence in a court of law when required. Collection, preservation and analysis of 

digital evidence are crucial for ransomware attacks.  

Once the attack occurs digital forensic experts are called in to investigate the attack. They use specialised 

tools and techniques to identify the attacking vector, understand its vulnerabilities and trace the actions 

taken by the attackers.  

They then proceed to investigate the attacking vector by tracing down the source. Tracing down the initial 

point of entry allows for a better understanding of the attack and helps understand what measures are to 

be taken to prevent such future incidents. They also analyse the attack patterns, techniques and tools used 

to develop proactive measures against the malware. 

The digital evidence that is identified in this process can be used in legal proceedings. It helps establish a 

chain of custody and allows prosecutors to prove their case. Punishing such attackers deter future 

criminals. The experts can also provide their expert testimony to explain the importance of the digital 

evidence and its implication on record. 

Techniques used: 

A set of tools and techniques are used when it comes to digital forensics. They include: 

 
27 Olaimat M. N., Maarof M. A., and Al-rimy B. A. S., Ransomware anti-analysis and evasion techniques: a survey and research 

directions, Proceedings of the 3rd International Cyber Resilience Conference, June 2021, China, 1–6, 

https://doi.org/10.1109/crc50527.2021.9392529.  
28 Veeam, "2024 Ransomware Trends Executive Summary: APJ, https://www.veeam.com/analyst-reports/2024-ransomware-

trends-executive-summary-apj_wpp.pdf  
29  Robles-Carrillo, M., & García-Teodoro, P., "Ransomware: An Interdisciplinary Technical and Legal Approach," Security 

and Communication Networks, 2022(1), 2806605, available at: https://doi.org/10.1155/2022/2806605  
30 Zimba, A., & Mulenga, M., "A Dive into the Deep: Demystifying WannaCry Crypto Ransomware Network Attacks via 

Digital Forensics," International Journal on Information Technologies and Security, 10(2): 57-68, 2018.  
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a. Imaging allows for the creation of a copy of the affected device’s media allowing the preservation of 

the original data. 

b. Date recovery involving the recovery of deleted or lost files from the device’s storage. 

c. Password cracking is where the investigators recover passwords from the device’s storage media. 

d. The network traffic is also analysed to identify potential security breaches. 

e. A Malware analysis is done to identify the attacking vector allowing experts to identify its 

vulnerabilities and remedy the situation. 

f. Call logs, texts and location data are also collected from mobile devices and the collected data can be 

used as evidence. 

Digital forensics should be integrated with the investigation of trans-border attacks too allowing for the 

enforcement agencies that lack the technical knowledge to identify these factors to ensure justice.31 

Challenges faced: 

Investigators face unique challenges in dealing with ransomware incidents including 

1. Encryption Algorithms: Modern encryption algorithms are extremely strong. These algorithms are 

used to make victims' files inaccessible.  Decrypting them without the correct key is almost impossible. 

Additionally, the attacking vector acts at high speeds leaving minimal trace. This leaves a small 

window for the detection and response of the investigators. 

2. Anti-forensic techniques: They are used to hinder the detection of the ransomware vector. Some 

variants delete data like shadow copies and event logs that could aid in the investigation. Some codes 

are hidden to evade detection. Additionally, they use a system called Tor and Onion Services to remain 

anonymous making the work of digital forensic experts more complicated. 

3. Evolution of variants: New variants of ransomware vectors are continuously being developed. The 

growth of ransomware as a service has allowed people without technical knowledge to also carry out 

attacks. Polymorphic and fileless ransomware allows the attacking vector to change its code allowing 

it to evade signature detection. Additionally, the attackers have now shifted from individuals to bigger 

organizations, particularly the healthcare, government and education sectors. 

4. Technical aspects: The methodology of investigation is just as crucial. The infected system should be 

isolated and preserved to prevent more damage. Volatile data should be extracted from the system 

memory to conduct a memory analysis. Similarly, the network traffic is analysed to find indications 

of command and control servers all of which provide valuable information. The problem arises when 

these steps are predicted by the attackers and they take steps to prevent the investigation. 

It is prudent to note that investigators are adopting new technologies and tools to combat ransomware 

attacks and recover data without paying the ransom amounts.32 

 

CHAPTER 4: LEGAL FRAMEWORKS AND CHALLENGES 

Ransomware, as a global cyber threat, poses significant legal challenges, primarily due to its cross-border 

nature and the evolving tactics of cybercriminals. Legal frameworks worldwide are struggling to keep 

pace with the sophistication of ransomware attacks. This chapter examines the existing legal frameworks 

for combating ransomware, with a focus on region-specific challenges, particularly in India. Additionally, 

 
31 Kelvin Ovabor, "Integration of Computer Forensics in Investigating Transborder Crimes Across Common Law Countries," 

Southeastern Universities Graduate Research Symposium, March 20-31, 2023. 
32 Jaquith, A. Ransomware: A survival guide for businesses. Apress. 2022. 

https://www.ijfmr.com/


 

International Journal for Multidisciplinary Research (IJFMR) 
 

E-ISSN: 2582-2160   ●   Website: www.ijfmr.com       ●   Email: editor@ijfmr.com 

 

IJFMR240631759 Volume 6, Issue 6, November-December 2024 10 

 

it explores practical applications of digital forensics in the legal process through relevant case law 

examples. 

Overview of Global Legal Frameworks for Ransomware 

Various jurisdictions around the world have implemented laws and regulations to combat ransomware,  

but the level of sophistication, enforcement, and coordination varies. Countries like the United States, the 

European Union, and Australia have developed comprehensive cybercrime laws and enforcement 

mechanisms, yet the effectiveness of these laws in the context of ransomware remains subject to several 

constraints, such as the jurisdictional limitations of domestic legal frameworks33. 

For instance, the U.S. Computer Fraud and Abuse Act (CFAA) and the Cybersecurity Information Sharing 

Act (CISA) empower federal authorities to prosecute cybercriminals, but the prosecution becomes 

complicated when attackers are based in foreign jurisdictions. Similarly, the EU’s General Data Protection 

Regulation (GDPR) imposes stringent data protection measures, but its enforcement in the context of 

ransomware (where personal data is often encrypted and held hostage) raises concerns about liability and 

data breach notification requirements. 

International cooperation has been formalized through agreements such as the Budapest Convention on 

Cybercrime, which facilitates cross-border cooperation in cybercrime investigations. However, countries 

like Russia and China, major cybercrime hubs, are not signatories, complicating the global legal response. 

These gaps often result in challenges when prosecuting ransomware criminals who exploit jurisdictional 

safe havens. 

India’s Legal Landscape for Ransomware 

India, with its rapidly growing digital economy and large pool of internet users, is particularly vulnerable 

to ransomware attacks. Despite this, India's legal framework for combating ransomware remains 

underdeveloped in comparison to other jurisdictions. The primary legislation governing cybercrime in 

India is the Information Technology Act, 2000 (IT Act), which provides the legal basis for prosecuting 

cyber offenses, including ransomware attacks.34 

Section 43 and Section 66 of the IT Act penalize unauthorized access to computers, data theft, and damage 

to computer systems, which cover ransomware attacks. However, these provisions are often viewed as 

outdated and insufficient to address the complexity of modern ransomware incidents35. For example, the 

IT Act does not clearly address scenarios where ransomware encrypts data but does not necessarily steal 

it, creating loopholes that cybercriminals can exploit. 

Moreover, Section 69 of the IT Act, which deals with the interception, monitoring, and decryption of 

information, empowers government agencies to decrypt information if it pertains to national security or 

public order36. However, this section is often criticized for its broad scope, which could lead to privacy 

violations. Additionally, decrypting ransomware-locked files using these powers has proven technically 

challenging. 

India’s legal framework is further complicated by its slow judicial process and lack of specialized 

cybercrime courts, which delays ransomware prosecutions. Despite recent efforts to strengthen 

cybersecurity laws, such as the Personal Data Protection Bill, 2019, the regulatory landscape remains 

fragmented. India’s cybercrime law enforcement agencies, such as the Indian Computer Emergency 

 
33 U.S. Department of Justice, Computer Fraud and Abuse Act (CFAA), 2021. 
34 India, Information Technology Act, 2000, Sections 43 and 66. 
35 N. Kshetri, Cybercrime and Cybersecurity in India, Palgrave, 2020, pp. 43-45. 
36 India, Information Technology Act, 2000, Section 69. 
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Response Team (CERT-In), are also often under-resourced and overburdened, making it difficult to 

respond to the surge in ransomware incidents. 

Region-Specific Challenges in India 

Several challenges unique to India exacerbate the legal and practical difficulties of combating  

ransomware. First, there is the issue of jurisdictional overlap37. Cybercrimes, including ransomware, often 

span multiple jurisdictions within India, as well as internationally, leading to confusion over which 

agencies have authority. In many cases, state police forces lack the necessary expertise or resources to 

handle sophisticated cybercrime cases, leading to delays in the investigation and prosecution of 

ransomware incidents. 

Another critical challenge is the lack of cybersecurity awareness among small and medium-sized 

enterprises (SMEs), which are frequently targeted by ransomware attacks38. Many Indian companies do 

not have adequate cybersecurity infrastructure in place, making them easy targets. When such entities are 

affected, they often lack the resources to engage in costly legal battles or recover encrypted data. 

Additionally, there is a lack of clear legal recourse for victims of ransomware attacks in India. Victims are 

often left to negotiate with attackers on their own, and there is little in the way of legal precedent for 

compensation or enforcement against the attackers. While some victims resort to paying the ransom to 

regain access to their data, this only perpetuates the problem and is not officially endorsed by law 

enforcement agencies. 

Case Law Examples of Digital Forensics in Ransomware Investigations 

While ransomware prosecutions in India are still relatively rare, digital forensics has played a critical role 

in several noteworthy cases, both within India and globally. One such case is the Wannacry ransomware 

attack in 2017, which affected multiple countries, including India39. In response, CERT-In was 

instrumental in identifying and mitigating the spread of the ransomware. Digital forensic experts were 

able to trace the attack’s origins and provide critical evidence, although cross-border prosecution remains 

an ongoing challenge. 

Another case that highlights the role of digital forensics in ransomware prosecution is the Sam Sam 

ransomware case in the United States. In this case, digital forensic experts were able to trace 

cryptocurrency payments made by victims to the ransomware operators. Through the collaboration of 

international law enforcement agencies, the perpetrators were identified and indicted. While this case was 

not specific to India, it demonstrates how digital forensic techniques such as blockchain analysis can be 

employed in ransomware investigations. 

In India, the legal system has been slow to adopt digital forensics as a core element of cybercrime 

investigations40. However, in State of Maharashtra vs. Sharad Shankar Dighe41, a case involving 

unauthorized access to computer systems, digital forensic evidence was used to convict the accused. 

Although the case did not directly involve ransomware, it showcased the potential for forensic techniques 

to play a pivotal role in future ransomware prosecutions.In the AIIMS Delhi Attack (2023), The All-India 

Institute of Medical Sciences (AIIMS) experienced a ransomware attack that disrupted health services and 

 
37 A. Roy, "Jurisdictional Challenges in Cybercrime Investigations," Indian Journal of Law and Technology, Vol. 16, 2022, p. 

134. 
38 D. Sharma, "Cybersecurity Challenges for SMEs in India," Journal of Small Business Law, 2023, pp. 89-90. 
39 CERT-In, Annual Report on Cybersecurity Incidents, 2018, pp. 33-34. 
40 A. Rao, "Digital Forensics in India: Current Status and Future Directions," Journal of Cyber Investigations, 2021, pp. 44-46. 
41 State of Maharashtra vs. Sharad Shankar Dighe, 2019, Bombay High Court. 
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potentially compromised patient data42. This incident underscored the vulnerabilities in healthcare 

cybersecurity. 

Therefore, India, like many countries, faces significant legal and practical challenges in effectively 

combating ransomware. The existing legal frameworks are often inadequate to address the rapidly 

evolving nature of ransomware attacks, and enforcement mechanisms are hindered by jurisdictional 

limitations and resource constraints. However, advancements in digital forensics offer a promising avenue 

for improving the investigation and prosecution of ransomware crimes. To combat ransomware more 

effectively, India must invest in updating its cybercrime laws, enhancing cross-border collaboration, and 

improving the capacity of law enforcement agencies to utilize forensic technologies. Additionally, 

international cooperation, harmonized legal frameworks, and public-private partnerships will be essential 

to countering the growing threat of ransomware globally. 

  

CHAPTER 5: PRIVACY AND ETHICAL CONCERNS 

The investigation and prosecution of ransomware cases, while critical for maintaining cybersecurity and 

public safety, often come with significant privacy and ethical challenges. The nature of ransomware, which 

involves the unauthorized encryption of data, necessitates the collection and analysis of vast amounts of 

digital evidence, raising concerns about individuals' privacy rights. Moreover, the methods used to decrypt 

and recover data often push the boundaries of ethical practices in digital forensics. This chapter explores 

privacy issues associated with evidence decryption, ethical dilemmas faced by investigators, and provides 

recommendations for balancing privacy concerns with the need for effective ransomware investigations. 

Privacy Issues During Evidence Decryption 

One of the most significant privacy concerns in ransomware investigations arises from the decryption of 

encrypted data. Ransomware typically locks victims out of their own data, demanding a ransom for the 

decryption key. In cases where law enforcement or forensic experts are able to decrypt data without paying 

the ransom, they must access sensitive information that may not be directly related to the investigation. 

This intrusion into private data, while necessary to restore access and gather evidence, can lead to the 

exposure of personal, corporate, or even government-related information that was never intended for 

public scrutiny. 

For example, when ransomware attacks healthcare organizations, the decryption process may involve 

accessing sensitive medical records, which are protected under privacy laws such as the Health Insurance 

Portability and Accountability Act (HIPAA)43 in the United States or the Personal Data Protection 

Bill (PDPB)44 in India. These laws impose strict guidelines on the handling of personal data, making it 

difficult for investigators to balance the need for decryption with the legal obligation to protect individuals’ 

privacy. Even when encryption is successfully bypassed or defeated, there remains a risk of exposing 

sensitive information unnecessarily during the forensic investigation. 

Moreover, the process of collecting digital evidence from infected systems often involves copying entire 

datasets for later analysis. This can result in the collection of data beyond the scope of the ransomware 

attack, raising concerns about the potential misuse or unauthorized disclosure of personal data45. For 

 
42 CERT-In, Report on the AIIMS Delhi Ransomware Attack, 2023. 
43 Health Insurance Portability and Accountability Act (HIPAA), Public Law 104-191, 104th Congress, (1996). 
44 Personal Data Protection Bill, 2019 (India), Bill No. 373 of 2019. 
45 S. Kumar, "Legal and Ethical Issues in Digital Forensics: Addressing Privacy Concerns in India," International Journal of 

Law and Technology, vol. 16, no. 4, pp. 143-161, (2022). 
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instance, investigators may inadvertently obtain personal emails, photographs, or financial records while 

trying to decrypt ransomware-encrypted files. This level of access poses a significant challenge in terms 

of ensuring that data unrelated to the criminal investigation is protected and not misused. 

Ethical Dilemmas Faced by Investigators 

In addition to privacy concerns, investigators face several ethical dilemmas in the course of ransomware 

investigations. The first ethical challenge stems from the methods used to obtain evidence. Decrypting 

ransomware-encrypted data often requires the use of advanced forensic tools and techniques, some of 

which may violate legal or ethical standards, especially if they involve invasive practices like deep packet 

inspection or reverse engineering malware that could potentially be used for nefarious purposes46. 

Investigators must navigate a fine line between employing effective tools for decryption and avoiding 

methods that infringe upon privacy or legal frameworks. 

Another ethical dilemma relates to the practice of paying ransoms to recover data. In many ransomware 

cases, victims may be pressured to pay the ransom to quickly restore access to critical data47. While law 

enforcement agencies and cybersecurity professionals typically advise against paying ransoms, some 

investigators may find themselves in situations where paying the ransom is the only viable solution to 

recover vital data, such as during an attack on a hospital or essential service provider. However, paying a 

ransom not only emboldens cybercriminals to continue their attacks but also raises ethical concerns about 

funding illegal activities. Investigators must grapple with these dilemmas, balancing the immediate need 

to restore access to data with the long-term consequences of incentivizing further ransomware attacks. 

Additionally, investigators often face the ethical challenge of data exposure during the forensic analysis. 

In some cases, decrypted data may reveal evidence of unrelated criminal activities or ethical violations by 

the victim organization. For example, during a ransomware investigation, an examiner might uncover 

financial fraud, illicit activity, or human rights violations within a company48. Investigators must decide 

how to handle such findings, particularly when they fall outside the original scope of the investigation. 

The ethical dilemma here is whether to report these findings or maintain confidentiality in line with the 

initial forensic objectives. 

Finally, investigators may encounter ethical concerns related to bias in forensic tools. Some decryption 

tools or AI-based forensic analysis systems may inadvertently introduce bias, particularly if they were 

designed with specific types of malware or data structures in mind. These biases can lead to unfair 

outcomes in investigations, such as the prioritization of certain types of evidence or the misinterpretation 

of data49. Investigators must remain aware of these potential biases and ensure that they approach every 

case with a neutral, fact-based mindset. 

Recommendations for Balancing Privacy with Effective Investigation 

To address the privacy and ethical concerns inherent in ransomware investigations, it is essential to strike 

a balance between protecting individual rights and ensuring the effectiveness of forensic processes. Here 

are several recommendations for achieving this balance50: 

 
46 G. Singh, "The Ethics of Ransomware Investigations: Challenges and Solutions," Indian Journal of Cyber Law, vol. 12, no. 

1, pp. 12-24, (2023). 
47 C. J. Calo and A. C. Huffman, "Decrypting Ransomware: Legal Challenges and Privacy Issues," International Journal of 

Cybersecurity, vol. 14, no. 3, pp. 151-172, (2021). 
48 Budapest Convention on Cybercrime, European Treaty Series No. 185, Council of Europe, (2001).  
49 General Data Protection Regulation (GDPR), Regulation (EU) 2016/679 of the European Parliament and of the Council of 

27 April 2016. 
50 N. Krishnamurthy, "AI and Ethical Dilemmas in Ransomware Investigations," Indian Law Review, vol. 11, no. 2, pp. 217-

235, (2023). 
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1. Adopt Privacy-by-Design Approaches in Digital Forensics: Forensic investigators should 

implement privacy-preserving methods at every stage of the evidence collection and decryption 

process. This includes minimizing the amount of unrelated data collected, using encryption to protect 

sensitive data during investigations, and employing techniques like data anonymization when dealing 

with personal information. Privacy-by-design approaches help mitigate the risks of privacy violations 

while ensuring investigators can still gather the evidence necessary for prosecuting ransomware 

criminals. 

2. Clear Legal Frameworks for Evidence Handling: Governments and law enforcement agencies 

should work to create and enforce clear legal guidelines on how evidence should be handled during 

ransomware investigations, especially when it involves private or sensitive data. This includes setting 

legal standards for the decryption process, specifying what types of data can be accessed by 

investigators, and establishing protocols for the secure storage and disposal of evidence after an 

investigation concludes. 

3. Ethical Standards for Digital Forensic Investigators: Digital forensic professionals should adhere 

to strict ethical standards to ensure that their actions remain within legal and moral boundaries. This 

could involve the development of an international code of ethics for ransomware investigators, which 

would guide decision-making in difficult cases—particularly those involving ransom payments or the 

discovery of unrelated criminal activity during investigations. 

4. Use of AI and Automation with Caution: While AI and machine learning tools can significantly 

speed up the investigation process, they must be used with caution to avoid bias and overreach. 

Transparency in the design and deployment of forensic AI tools is critical to ensure they do not infringe 

upon individual rights or disproportionately impact certain groups or regions. 

5. Transparency and Accountability in Investigations: Investigators and organizations handling 

ransomware cases should maintain transparency about their methods, especially when dealing with 

privacy-sensitive data. Organizations can implement internal and external auditing mechanisms to 

ensure that privacy protections are respected throughout the investigation process. Holding 

investigators accountable for their actions can prevent ethical breaches and maintain public trust in the 

digital forensics process. 

6. Education and Training: Continuous training on privacy laws and ethical considerations should be 

part of the professional development of digital forensic experts. Awareness of the latest privacy 

regulations, such as the GDPR in Europe or the PDPB in India, will help investigators navigate the 

complex legal landscape and ensure that they are conducting investigations in compliance with both 

local and international laws. 

Hence, the investigation of ransomware cases is fraught with privacy and ethical concerns that must be 

addressed to maintain a balance between the right to privacy and the necessity of recovering encrypted 

data and prosecuting cybercriminals. Through the careful application of privacy-by-design principles, 

adherence to ethical standards, and clear legal guidelines, it is possible to conduct effective ransomware 

investigations without compromising the privacy rights of individuals or organizations. As ransomware 

attacks continue to evolve in both scope and sophistication, addressing these challenges will be critical to 

building a resilient and ethically sound approach to digital forensics. 
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CHAPTER 6: CROSS-BORDER COLLABORATION AND FUTURE DIRECTIONS 

Importance of International Cooperation in Ransomware Investigations 

Ransomware attacks are rarely confined to one jurisdiction. Cybercriminals often operate across national 

borders, exploiting differences in legal systems, enforcement capacities, and cybersecurity regulations. As 

a result, international cooperation has become a critical component of ransomware investigations. 

Effective cross-border collaboration enhances law enforcement's ability to track, apprehend, and prosecute 

ransomware perpetrators who exploit global networks and infrastructure to evade local authorities. 

International cooperation is crucial for several reasons: 

1. 1.Global Nature of Ransomware Attacks: Cybercriminals often deploy ransomware from regions with 

weaker cybersecurity laws or enforcement capabilities, making it difficult for a single nation to tackle 

the problem on its own. For example, a ransomware gang in Eastern Europe might target companies 

in North America or Asia, requiring international coordination to track financial transactions, gather 

digital evidence, and apprehend the culprits. Without cooperation between law enforcement agencies, 

cybercriminals can continue to operate with impunity across borders51. 

2. Exchange of Technical Expertise and Intelligence: Ransomware investigations require advanced 

technical skills, especially in digital forensics and decryption. Nations with more developed 

cybersecurity infrastructure and expertise can share knowledge with countries that lack the same 

resources, improving global responses to ransomware. Initiatives like Interpol’s Cyber Fusion Centre 

and Europol’s Joint Cybercrime Action Taskforce (J-CAT) facilitate real-time intelligence sharing, 

enabling a more coordinated and informed approach to ransomware investigations52. 

3. Joint Investigations: Collaborative frameworks such as the Budapest Convention on Cybercrime have 

created mechanisms for international investigations into cybercrime, including ransomware. By 

joining forces, law enforcement agencies from different countries can carry out joint operations, 

making it easier to identify ransomware groups, disrupt their infrastructure, and bring them to justice. 

International task forces allow for more efficient resource pooling and ensure that expertise is shared 

across borders, increasing the chances of successful prosecution53. 

4. Extradition and Prosecution: Many ransomware criminals seek refuge in jurisdictions with weaker 

legal frameworks or insufficient extradition treaties. International cooperation is essential to ensure 

that cybercriminals are not only apprehended but also extradited to countries where they can be 

prosecuted. Collaborative efforts like the G7's Cyber Expert Group and bilateral agreements facilitate 

extradition, making it harder for criminals to escape justice by hiding in foreign countries54. 

Challenges of Evidence Sharing Across Jurisdictions 

Despite the clear importance of international cooperation, significant challenges remain when it comes to 

sharing evidence across jurisdictions. These challenges are often legal, technical, and bureaucratic in 

nature, hampering effective cross-border collaboration. 

1. Legal Incompatibilities: One of the biggest challenges in cross-border investigations is the varying 

legal frameworks governing cybercrime in different countries. Laws related to privacy, digital 

evidence, and law enforcement powers differ widely, making it difficult for nations to collaborate 

 
51 Adam Shostack, Threat Modeling: Designing for Security (New Jersey: Wiley, 2014), 172. 
52 Europol, “Europol and INTERPOL Define New Strategic Priorities for Cybercrime Investigations,” Europol Press Release, 

July 12, 2020, https://www.europol.europa.eu/newsroom/news/europol-and-interpol-define-new-strategic-priorities-for-

cybercrime-investigations. 
53 Convention on Cybercrime, Council of Europe Treaty Series No. 185, Budapest, November 23, 2001. 
54 Jonathan Lusthaus, Industry of Anonymity: Inside the Business of Cybercrime (Harvard University Press, 2018), 211. 
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seamlessly. For example, while one country may have stringent data privacy regulations, another may 

allow broader access to digital evidence. These differences can complicate the sharing of evidence, as 

what may be admissible in one jurisdiction may not be legally valid in another55. 

1. The European Union’s General Data Protection Regulation (GDPR) presents a clear example of how 

privacy regulations can hinder cross-border evidence sharing. GDPR imposes strict controls over the 

transfer of personal data outside the EU, creating challenges when investigators in non-EU countries 

need access to digital evidence stored in EU nations. Without harmonized laws, investigators face 

hurdles in accessing the necessary data to prosecute ransomware cases effectively. 

2. Jurisdictional Overlap: Ransomware attacks often span multiple jurisdictions, each with its own claims 

to authority. This can result in conflicting priorities between law enforcement agencies, where each 

jurisdiction may want to retain control over the investigation or prosecution. For instance, if a 

ransomware group attacks entities in multiple countries, those countries may disagree over who has 

primary jurisdiction, leading to delays or conflicts in investigations. International agreements like the 

Mutual Legal Assistance Treaties (MLATs) aim to resolve these conflicts, but bureaucratic delays can 

slow down the process, allowing ransomware criminals to escape justice56. 

3. Technical Barriers: Another challenge in cross-border evidence sharing is the disparity in technical 

infrastructure between nations. Countries with underdeveloped cybersecurity capabilities may lack the 

necessary infrastructure to collect, analyze, or store digital evidence properly. In some cases, 

cybercriminals deliberately target countries with weak cybersecurity defenses, knowing that local 

investigators lack the tools or expertise to mount an effective response. Additionally, encryption 

technologies used in ransomware attacks are becoming more sophisticated, making it harder for 

international task forces to decrypt data or track the origins of an attack57. 

4. Lack of Trust Between Nations: Effective international cooperation relies on trust between countries, 

particularly when sharing sensitive information. However, political tensions, concerns about 

espionage, and differing cybersecurity priorities can impede the exchange of critical intelligence. 

Countries may hesitate to share evidence with foreign investigators for fear of exposing their own 

cybersecurity vulnerabilities or intelligence-gathering methods. In addition, mistrust between nations 

with different political or economic systems can result in limited cooperation, allowing ransomware 

attackers to exploit the resulting gaps58. 

Advocacy for Harmonized Cybercrime Laws and Future Research Directions 

Given the challenges of cross-border evidence sharing, there is a growing need for harmonized cybercrime 

laws and a coordinated global effort to combat ransomware. Such harmonization would create a more 

consistent and effective legal framework, enabling better cooperation between law enforcement agencies, 

governments, and private entities. 

1. Harmonizing Cybercrime Legislation: To address legal incompatibilities, countries must work 

together to develop a more standardized set of cybercrime laws. International conventions such as the 

Budapest Convention on Cybercrime provide a useful framework for harmonization, but more 

 
55 European Commission, “General Data Protection Regulation (GDPR),” Official Journal of the European Union, L119/1, 

April 27, 2016. 
56 United Nations Office on Drugs and Crime (UNODC), Manual on Mutual Legal Assistance and Extradition, (New York: 

United Nations, 2012), 67.  
57 Christos K. Dimitriadis, Building an Effective Cybersecurity Program (New York: Wiley, 2020), 145. 
58 Michael N. Schmitt, ed., Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations (Cambridge: 

Cambridge University Press, 2017), 87.  
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countries need to ratify and implement these guidelines. By adopting consistent legal definitions of 

cybercrime, creating standardized protocols for evidence sharing, and establishing unified rules on 

data privacy and digital forensics, nations can improve the speed and efficiency of ransomware 

investigations59. 

2. Strengthening Public-Private Partnerships: Ransomware investigations often involve private 

companies, particularly in sectors like telecommunications, finance, and technology. Governments 

should encourage closer collaboration with the private sector to ensure that ransomware attacks are 

quickly identified, reported, and addressed. For instance, technology companies that operate globally, 

such as cloud service providers, can play a crucial role in providing access to evidence, developing 

encryption solutions, and sharing cybersecurity intelligence. 

Future research should explore the role of blockchain technology in tracing ransomware payments, as 

well as AI-powered forensic tools that can help investigators analyze large volumes of digital evidence 

more quickly. These technologies, combined with improved legal frameworks, can significantly 

enhance the global response to ransomware60. 

3. Encouraging Regional and International Task Forces: The creation of regional cybercrime task 

forces can help facilitate cross-border collaboration and share resources. The European Cybercrime 

Centre (EC3) and the ASEAN-Japan Cybercrime Task Force are examples of successful initiatives 

that can serve as models for other regions. By pooling resources, knowledge, and expertise, these task 

forces can mount coordinated efforts to disrupt ransomware networks and prosecute cybercriminals 

across borders61. 

4. Future Research Directions: There is also a pressing need for more research into the psychology and 

motivation of ransomware attackers. Understanding the social and economic factors that drive 

individuals or groups to engage in ransomware activities could lead to more effective prevention 

strategies. Additionally, research into the impact of cryptocurrency regulations on ransomware 

activities is critical. As ransomware attackers rely on cryptocurrencies like Bitcoin for ransom 

payments, regulating or tracking these transactions could provide a new avenue for disrupting 

ransomware operations.62 

  

Conclusion 

Ransomware continues to pose a significant threat to global cybersecurity, necessitating international 

cooperation and the development of harmonized legal frameworks. The complexity of ransomware 

attacks, combined with the cross-border nature of cybercrime, makes it clear that no single country can 

tackle this issue alone. Governments, law enforcement agencies, and the private sector must work together 

to share intelligence, develop effective decryption tools, and create legal mechanisms that support cross-

border investigations. 
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Summary of Key Findings 

This research has demonstrated the critical role of international cooperation in ransomware investigations, 

highlighting both the benefits of cross-border collaboration and the challenges of evidence sharing across 

jurisdictions. The need for harmonized cybercrime laws and stronger public-private partnerships is 

evident, as is the importance of investing in new forensic technologies to combat the growing 

sophistication of ransomware attacks. 

Implications for Policy and Practice 

Policymakers must prioritize the harmonization of cybercrime legislation, ensuring that legal frameworks 

align across borders to facilitate faster and more efficient ransomware investigations. Additionally, 

governments should foster public-private partnerships to improve ransomware response strategies and 

leverage the technical expertise of the private sector. For law enforcement, investing in advanced digital 

forensics tools and training is essential to keep pace with the evolving tactics of ransomware attackers. 

Final Thoughts on Enhancing Global Responses to Ransomware Threats 

As ransomware attacks continue to evolve in both frequency and sophistication, the global community 

must rise to the challenge with coordinated, proactive, and innovative responses. By strengthening 

international cooperation, harmonizing cybercrime laws, and investing in cutting-edge forensic 

technologies, governments and law enforcement agencies can enhance their ability to investigate, 

prosecute, and ultimately prevent ransomware attacks. The future of cybersecurity depends on global 

collaboration, and by working together, the world can build a more resilient defence against ransomware 

and other cyber threats. 

 

RESEARCH METHODOLOGY: 

This paper follows the normative juridical research method which concentrates research only through 

legislative authorities, rules, regulations passed by the law-making body. The research and data are based 

on doctrinal research. 

 

RESEARCH METHOD: 

The research paper utilizes secondary data, supplemented by various primary and tertiary legal materials. 

Primary legal sources consist of applicable laws and case law provided by different courts, which serve as 

a basis for analysis. Secondary data includes relevant empirical studies conducted by other researchers. 

Tertiary resources encompass commentaries that offer additional insights. The data gathered for this study 

relies solely on literature, and the analysis follows a deductive logical framework. 

 

SCOPE AND LIMITATION: 

This paper explores multijurisdictional approaches to combating ransomware, focusing on the roles of 

digital forensics and international cooperation, particularly within the context of India. It aims to analyse 

legal frameworks, best practices, and the ethical considerations surrounding digital evidence collection. 

However, the study has limitations, as it relies primarily on secondary data, which may carry biases or 

gaps from existing literature. The examination of legal materials is constrained by the availability of 

accessible laws and case precedents, and qualitative insights may not be broadly generalizable. 

Additionally, the scope is restricted to ransomware attacks, without addressing other forms of cybercrime, 

and the rapidly evolving nature of cyber threats may affect the long-term relevance of the findings. 
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