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Abstract 

Blockchain technology has rapidly evolved from its origins in cryptocurrency to become a fundamental 

element across diverse sectors demonstrating its potential to transform traditional processes. Blockchain 

technology is a decentralized digital ledger system that securely records and verifies transactions across a 

network of computers, fostering transparency and trust without the need for intermediaries. This review 

paper examines the multifaceted applications of blockchain technology highlighting its capabilities in 

enhancing transparency, security and efficiency. Key applications include financial services where 

blockchain facilitates faster and more secure transactions through smart contracts and decentralized 

finance platforms. The healthcare sector benefits from blockchain's ability to securely manage patient data 

ensuring compliance with regulations while improving accessibility for authorized providers. Blockchain 

technology enhances business operations by enabling smart contracts that automate transactions and 

reduce the need for intermediaries, leading to cost savings and increased efficiency. In government, 

blockchain can improve public trust and transparency by providing secure, tamper-proof voting systems 

that ensure the integrity of electoral processes. Individuals can maintain greater control over their personal 

information allowing them to share data selectively while ensuring privacy and reducing the risk of data 

breaches. This paper emphasizes the significant impact of blockchain technology across various sectors. 

It calls for cooperation among different stakeholders to make the most of its advantages while addressing 

its risks. As blockchain continues to develop, it has the potential to change economic systems and improve 

efficiency worldwide. 
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1. Introduction on Block Chain technology 

Today, blockchain technology is very popular. A blockchain is a series of information blocks linked 

together. Researchers first talked about this technology in 1991. The main goal back then wasn't to change 

or alter digital documents but to create a way to mark the time they were created so they couldn't be 

changed later. Cryptocurrencies like Bitcoin use blockchain as their basic system (Vaigandla et al., 2023). 

Blockchain was first introduced by Satoshi Nakamoto in 2008 as part of Bitcoin, a new kind of digital 

money. It acts like a public record that keeps track of all transactions, helping to prevent the same money 

from being spent twice. This is done by using a system where computers connect directly to each other 

(peer-to-peer) and secure the transactions with special codes (public-key cryptography) (Zhao et al., 2016). 

Blockchain is a kind of shared record-keeping system that holds information about transactions or events. 

This information is copied and shared with everyone in the network. The chain keeps getting longer as 
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new blocks are added and each new block is linked to the previous one using special code called a hash 

function (Tama et al.,2017). Blockchain can be described as a series of connected blocks with each block 

containing several transactions. This creates a shared and trustworthy data storage system that can be used 

for many different purposes such as digital voting, collective funding, managing resources, keeping public 

records and handling identity verification (Gad, A, G., et al., 2022). The popularity of blockchain has 

grown significantly around the world and has made a lasting impact. It has been adopted in business, 

affected currency markets and even contributed to illegal online marketplaces and cyber-attacks like 

ransomware. Originally created for Bitcoin, blockchain's use has expanded beyond that with various 

industries recognizing the value of its secure and unchangeable record-keeping for improving their 

operations (Taylor et al., 2020). Currency transactions between individuals or companies are typically 

handled by a third party such as a bank or credit card provider which also takes a fee. This means that all 

transaction information is controlled by that third party instead of the people involved. Blockchain 

technology aims to change this by enabling direct transactions between parties without needing a 

middleman creating a decentralized system (Yli,Huumo, J et al., 2016). Blockchain technology can be 

used in many financial areas like digital assets, money transfers and online payments. It also has 

applications in other sectors such as smart contracts, public services, the Internet of Things (IoT), 

reputation systems and security. The main benefits of blockchain include its unchangeable nature, 

meaning once a transaction is recorded it can't be altered. This makes it ideal for businesses that need to 

be trustworthy. Additionally, because blockchain is shared across many computers, it reduces the risk of 

failure in one place. For smart contracts, they automatically execute when certain conditions are met 

without needing manual intervention (Zheng, Z et al., 2017). Blockchain technology has evolved through 

four stages: Blockchain 1.0 focused on cryptocurrencies for payments; Blockchain 2.0 introduced smart 

contracts and financial trading; Blockchain 3.0 emphasized regulation and governance in various sectors 

and Blockchain 4.0 enables decentralized systems for business integration across multiple blockchains 

enhancing supply chain and asset management (Bhaskar, P., et al., 2020). Although Blockchain technology 

is widely used but it faces several major security challenges such as endpoint vulnerabilities, scalability 

issues, regulatory compliance, risks from third-party vendors and insufficient testing all of which are 

important to address. Furthermore, a 51% attack is a particular threat where attackers or groups can seize 

control of the blockchain network (Islam, M, R., et al., 2021).  

 

2. Review of Literature 

This paper carefully selects journals that focus on blockchain technology and its uses, forming a strong 

basis for research. Initially, the study reviewed the abstracts of various papers to confirm their relevance 

to blockchain and its applications. A total of 125 articles were systematically examined, concentrating on 

keywords related to blockchain. These articles were found using the Google Scholar search engine. From 

this collection, 90 papers were thoroughly analyzed for their relevance to the topic. Textual searches were 

employed to evaluate the findings. The research primarily looks into different areas where blockchain is 

applied. Blockchain technology is revolutionizing various sectors by providing secure, transparent and 

efficient systems for data management and transactions. Its applications range from financial services such 

as money transfers and smart contracts, to supply chain management, healthcare, and even voting systems 

enhancing accountability and reducing costs across industries. The information in this paper is 

characterized by its high accuracy and reliability with careful consideration given to the research 

conducted by specific authors. 
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Table 1: Related studies 

S. No  Author & Date Studies 

1. Vaigandla et al., 2023 The main goal back then wasn't 

to change or alter digital 

documents but to create a way to 

mark the time they were created 

so they couldn't be changed later. 

Cryptocurrencies like Bitcoin 

use blockchain as their basic 

system 

2. Zhao et al., 2016 Bitcoin, a new kind of digital 

money acts like a public record 

that keeps track of all 

transactions, helping to prevent 

the same money from being 

spent twice. 

3. Gad, A, G., et al., 2022 Blockchain can be described as a 

series of connected blocks with 

each block containing several 

transactions. This creates a 

shared and trustworthy data 

storage system that can be used 

for many different purposes. 

4. Monrat,A,A., et al., 2019 Decentralization helps build 

trust and can lower server costs 

while enhancing reliability and 

performance. 

5. Ismail, L., et al., 2019 The distributed computing 

layer provides local access to 

data while ensuring fault 

tolerance, immutability, privacy, 

authenticity and security for 

transaction data. 

6. Ali, O., et al., 2020 A notable example in the 

financial sector shows that new 

blockchain payment systems aim 

to reduce cash transactions while 

providing banks with a secure 

way to manage consumer 

payments. 

7. Javaid, M., et al., 2021 Blockchain can also help track 

products and their components 

making it easier to identify 

https://www.ijfmr.com/
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defects and manage supply 

chains by storing all product 

details securely. 

8. Raimundo, R., et al., 2021 Blockchain technology offers a 

solution by securely storing 

academic records making them 

tamper-proof and easily 

verifiable. 

9. Holbl, M., et al., 2018 By giving patients control over 

their own health data, blockchain 

allows for secure sharing of 

information between healthcare 

providers. This leads to better 

care and trust in the healthcare 

system. 

10. Ghosh, P, K., et al., 2023 It can also support remote patient 

monitoring, enhance data 

sharing from wearable devices 

and prevent tampering of patient 

data by allowing multiple 

doctors to access the same 

information simultaneously. 

11. Liu, Y., et al., 2022 Data governance can improve by 

managing the entire data 

lifecycle such as verifying 

submitted data, classifying it by 

sensitivity and adding 

supernodes with special access 

permissions. 

12. Waheed, Nazar., et al., 2020 Studies highlight that blockchain 

can enhance IoT security by 

eliminating single points of 

failure and providing 

decentralized solutions to 

various security threats across 

different layers of IoT 

applications. 

13. Attaran, M., 2020 Implementing blockchain 

requires significant computing 

power and a network of 

interconnected nodes and it 

struggles with handling complex 

data types. 

https://www.ijfmr.com/
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14. Wang, D., et al., 2020 This method obscures the 

connection between transaction 

participants by introducing 

intermediary steps making it 

difficult for attackers to analyze 

transaction relationships. 

15. Bhaskar, P., et al., 2020 Blockchain 3.0 emphasized 

regulation and governance in 

various sectors and Blockchain 

4.0 enables decentralized 

systems for business integration 

across multiple blockchains 

enhancing supply chain and asset 

management. 

 

A comparative analysis of various authors highlights diverse perspectives on the applications and 

implications of blockchain technology in the financial sector is discussed in table 2. 

 

Aspect Javaid, M., et al. 

(2022) 

Ali, O., et al. 

(2020) 

Knezevic, Dusko 

(2018) 

Gad, A. G., et al. 

(2022) 

Focus Area Security and risk 

management in 

financial services 

Blockchain 

payment systems 

and consumer 

payment 

management 

Protection of 

sensitive 

information and 

digital ID systems 

Cost savings in 

business 

operations and 

regulatory 

reporting 

Key Benefits Enhances security, 

reduces costs, 

increases 

transparency 

Reduces cash 

transactions, 

enhances security 

for banks 

Enables direct 

transactions 

without 

intermediaries, 

automates 

processes through 

smart contracts 

Significant cost 

reductions in 

finance-related 

areas such as asset 

rehypothecation 

and compliance 

Challenges 

Addressed 

High costs, delays, 

data breaches 

Inefficiencies in 

traditional 

payment systems 

Identity 

verification issues 

and reliance on 

banks as 

intermediaries 

High operational 

costs and 

complexities in 

regulatory 

compliance 

Technological 

Features 

Smart contracts 

for faster 

processes 

Blockchain 

technology for 

secure payment 

management 

Smart contracts 

for secure 

exchanges and 

transaction 

tracking 

Automation of 

compliance 

processes and 

integration with 

existing financial 

systems 
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Implications for 

Financial 

Markets 

Potential to 

streamline 

operations and 

enhance risk 

management 

Improved 

transaction 

efficiency and 

security 

Increased trust 

through secure 

identity 

verification 

Opportunities for 

innovation in 

finance-related 

areas leading to 

enhanced 

efficiency 

Table 2: Comparative table summarizing the contributions of different authors regarding the 

application of blockchain technology in finance 

 

A comparative analysis of various authors highlights diverse perspectives on the applications and 

implications of blockchain technology in the Business and Industrial sector is discussed in table 3. 

 

Aspect Javaid, M., 

et al. (2021) 

Lim, M., et al. 

(2021) 

Bodkhe, U., 

et al. (2020) 

Jaoude, J., et 

al. (2019) 

 

Simplilearn 

(2024) 

Focus Area Blockchain's 

impact on 

financial 

transactions 

and supply 

chain 

management 

Blockchain's 

role in 

enhancing 

supply chain 

operations and 

efficiency 

Blockchain's 

importance for 

auditing and 

risk reduction 

in business 

Prevention of 

double 

spending and 

ensuring user 

privacy in 

transactions 

Applications 

of blockchain 

across various 

industries 

including 

supply chain, 

cybersecurity, 

and finance 

Key Benefits Builds trust 

without fiat 

currencies, 

enhances 

product 

tracking, 

improves 

supply chain 

management 

Enhances 

information 

sharing, 

ensures 

traceability, 

boosts overall 

efficiency 

Provides 

accurate 

auditing and 

reduces risks 

in business 

applications 

Prevents 

double 

spending using 

cryptography 

and shared 

ledgers 

Increases 

transparency, 

security, and 

efficiency 

across multiple 

applications 

Challenges 

Addressed 

Trust issues 

in financial 

transactions 

and visibility 

in supply 

chains 

Inefficiencies 

in traditional 

supply chain 

processes 

Risks of 

cyber-attacks 

and 

inefficiencies 

in auditing 

Issues related 

to double 

spending and 

maintaining 

user privacy 

Challenges 

such as fraud, 

data integrity, 

and slow 

transaction 

times 

Technological 

Features 

Integration of 

sensors for 

enhanced 

insights into 

supply chains 

Real-time 

tracking and 

information 

sharing 

capabilities 

Utilization of 

smart 

contracts for 

automated 

Use of 

cryptographic 

methods to 

secure 

transactions 

Permanent 

record-

keeping, 

decentralized 

storage, smart 
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auditing 

processes 

contracts for 

automation 

Industry 

Implications  

Potential to 

transform 

finance and 

supply chain 

sectors 

through 

enhanced 

transparency 

Significant 

improvements 

in supply chain 

dynamics 

through better 

traceability 

Valuable for 

banking, 

finance, and 

business 

applications 

Impacts on 

digital 

currency usage 

and transaction 

security 

Broad 

applicability 

across finance, 

healthcare, 

insurance, real 

estate, and 

more 

Table 3: Comparative table summarizing the contributions of different authors regarding the 

application of blockchain technology in Business and Industry 

 

A comparative analysis of various authors highlights diverse perspectives on the applications and 

implications of blockchain technology in the Education sector is discussed in table 4. 

 

Aspect Raimundo, 

R., et al. 

(2021) 

Chen et al. 

(2018) 

Guustaaf, E., 

et al. (2021) 

Fedorova, E. 

P., et al. (2020) 

Maryville 

University 

(2021) 

Focus Area Examines 

how 

blockchain 

can securely 

store 

academic 

records and 

ensure they 

are tamper-

proof 

Investigates 

how 

blockchain 

can mitigate 

degree fraud 

by linking 

educational 

data to 

unique user 

identifiers 

Explores the 

use of 

blockchain in 

managing 

academic 

degrees and 

evaluating 

learning 

outcomes 

Conducts a 

systematic 

review to 

analyze trends 

and potential 

applications of 

blockchain in 

higher 

education 

Discusses the 

implementation 

of blockchain 

for digital 

diplomas and 

transcripts, 

enhancing 

student 

ownership 

Key benefits Improves data 

security, 

lowers 

management 

costs, and 

fosters greater 

trust in 

academic 

records 

Provides a 

reliable 

method for 

verifying 

educational 

credentials 

Enhances 

transparency 

and 

trustworthiness 

in academic 

documentation 

Highlights 

significant 

opportunities 

for 

transformation 

in educational 

practices 

through 

blockchain 

technology 

Offers 

verifiable, 

tamper-resistant 

diplomas that 

can be easily 

shared with 

employers 

Challenges 

Addressed 

Tackles issues 

faced by 

educational 

institutions in 

Addresses 

the problem 

of degree 

fraud and the 

Shifts 

dependence 

from traditional 

institutions to 

Identifies 

early-stage 

challenges in 

implementing 

Resolves 

problems 

associated with 

conventional 
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handling 

academic 

information 

efficiently 

need for 

secure 

credential 

validation 

technology for 

better 

management of 

academic 

records 

blockchain and 

emphasizes the 

need for further 

research 

record-keeping 

and the 

necessity for 

secure storage 

solutions 

Technological 

features 

Utilizes a 

decentralized 

approach to 

store 

academic 

records 

securely 

Employs 

unique user 

IDs to ensure 

secure links 

between 

educational 

data 

Features 

projects like 

Sony Global 

Education and 

Edgecoin that 

leverage 

blockchain to 

improve 

educational 

processes 

Analyzes the 

impact of 

blockchain on 

current higher 

education 

practices 

Implements the 

Blockcerts 

Wallet app for 

secure 

management of 

digital 

credentials 

Implications 

for Education 

Suggests 

potential 

revolutionary 

changes in 

how academic 

records are 

managed 

across various 

educational 

levels 

Indicates 

significant 

implications 

for reducing 

fraud in 

degree 

verification 

Shows broad 

applicability 

from primary 

education to 

higher 

education 

Emphasizes the 

need for 

ongoing 

research to 

fully realize 

blockchain's 

potential in 

education 

Promotes 

increased 

student control 

over their 

academic 

records, 

enhancing 

employability 

through verified 

credentials 

Table 4: Comparative table summarizing the contributions of different authors regarding the 

application of blockchain technology in Education 

 

A comparative analysis of various authors highlights diverse perspectives on the applications and 

implications of blockchain technology in Security and Privacy sector is discussed in table 5. 

 

Aspect Mohanta, B. 

K., et al. (2019) 

Zhang, Rui 

(2019 

Bernabe, J., 

et al. (2019) 

Waheed, 

Nazar (2020) 

Patil, P., et al. 

(2020) 

 Focus Area Explores 

cryptographic 

methods for 

transaction 

integrity and 

frameworks for 

enhancing data 

security 

Discusses 

UTXO and 

account-

based 

transaction 

models in 

blockchain, 

focusing on 

privacy and 

scalability 

Examines 

privacy-

preserving 

Identity 

Management 

(IdM) models 

in blockchain 

and their 

evolution 

Investigates a 

blockchain-

based IoT 

framework 

addressing 

security issues 

like DDoS 

attacks 

Analyzes the 

Importance of 

consensus 

algorithms in 

ensuring 

blockchain 

network 

integrity and 

security 
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Key Benefits Enhances 

transaction 

integrity and 

protects 

sensitive data 

across 

applications 

UTXO model 

prevents 

double 

spending 

while the 

account 

model 

simplifies 

transactions 

Self-sovereign 

identities 

empower users 

to control 

personal data 

without central 

authority 

Provides 

resilience and 

adaptability in 

IoT 

applications 

while securing 

data integrity 

Ensures nodes 

agree on the 

ledger state, 

enhancing 

overall 

network 

security 

Challenges 

Addressed 

Tackles data 

breaches and 

identity theft 

through secure 

authentication 

methods 

Addresses the 

trade-offs 

between 

privacy and 

usability in 

transaction 

models 

Highlights 

issues with 

traditional 

centralized 

IdM systems 

and the need 

for 

decentralized 

solutions 

Mitigates risks 

associated with 

centralized IoT 

models 

Discusses the 

varying 

consensus 

algorithms 

used across 

different 

blockchain 

platforms 

Technological 

Features 

Utilizes open 

distributed 

ledgers for 

secure 

authentication 

Compares 

UTXO and 

account-

based models 

regarding 

their 

operational 

mechanisms 

Focuses on 

federated 

models that 

improve 

privacy 

through Single 

Sign-On 

Employs 

blockchain to 

eliminate 

single points of 

failure in IoT 

security 

Examines 

different 

consensus 

algorithms 

such as Proof 

of Work, Proof 

of Stake, etc. 

Implications 

for security 

and privacy 

Suggests 

significant 

potential for 

securing 

sensitive data 

through 

innovative 

cryptographic 

techniques 

Impacts the 

design 

choices for 

blockchain 

applications 

based on 

transaction 

model 

selection 

Emphasizes 

the importance 

of user control 

over personal 

data in 

enhancing 

privacy 

Highlights 

how 

blockchain can 

address critical 

security threats 

in IoT 

environments 

Stresses the 

need for robust 

consensus 

mechanisms to 

maintain trust 

and security 

within 

blockchain 

networks 

Table 5: Comparative table summarizing the contributions of different authors regarding the 

application of blockchain technology in Security and Privacy 

 

3. Characteristics of Block Chain Technology 

• Decentralization- In traditional centralized transaction systems a central authority, such as a bank 

must approve each transaction which can lead to trust issues. Blockchain, on the other hand enables 

transactions directly between peers without needing central approval. This decentralization helps build 

trust and can lower server costs while enhancing reliability and performance (Monrat,A,A., et al.,  
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2019). 

• Transparent- Data is captured and maintained on the network with the agreement of all users ensuring 

it remains visible and traceable for its entire duration (Dutta, P., et al., 2020). 

• Immutability – It is a key feature that ensures information cannot be changed or deleted once 

recorded. This means that every transaction is permanent and secure as all network participants must 

agree on the data before it is added. The process of mining involves validating these transactions and 

adding them to the blockchain (Vaigandla et al., 2023). 

• Persistency- Transactions are checked quickly and honest miners won't allow fake ones. Once a 

transaction is on the blockchain, it’s hard to change or delete. It's also easy to find blocks with invalid 

transactions right away (Habib, G., et al., 2022). 

• Anonymity- To keep their identity safe, a user can use multiple randomly generated addresses when 

interacting with a blockchain network. Because it is decentralized no central authority monitors or 

records users' private information. This trustless environment allows blockchain to provide some level 

of anonymity (Gad, A, G., et al., 2022). 

• Auditability- Every transaction on the blockchain is checked and recorded with a timestamp, so users 

can easily verify and track past records by accessing any node in the network. In the Bitcoin 

blockchain, each transaction can be traced back to earlier ones. This makes it easier to track and see 

the data stored in the blockchain (Zheng, Z et al., 2018). 

 

Characteristics Description 

Decentralization 

 

No central authority controls the network; multiple nodes maintain and 

verify the data. 

Transparency All transactions are visible to participants, ensuring accountability and 

trust among users. 

Immutability Once recorded, data cannot be changed or deleted, providing a 

permanent record of transactions. 

Persistency Data remains permanently stored on the blockchain, ensuring long-term 

availability of information. 

Anonymity Users can interact with the network using pseudonymous addresses, 

protecting their identities. 

Auditability All transactions can be traced and verified, allowing for easy audits and 

checks on data integrity. 

Table 6: Characteristics of Block Chain Technology 

 

4. Block Chain Architecture 

Blockchains are made up of blocks that store information in a shared and secure way. Each block contains 

several verified transactions and a unique code (hash) that links it to the previous block. The first block in 

a blockchain is called the genesis block, and its hash is all zeros because it doesn’t have a parent block. 

Once blocks are added, they cannot be changed or deleted, and all users can see all the blocks (Vaigandla 

et al., 2023).  
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Fig1: Block Chain Architecture (Web 1) 

 

A block in a blockchain has two main parts: the block header and the block body. Here’s what the block 

header includes: 

1. Block version: This shows which rules to follow for validating the block. 

2. Merkle tree root hash: This is the hash value that represents all transactions in the block. 

3. Timestamp: This records the time when the block was created, measured in seconds since January 1, 

1970. 

4. nBits: This indicates the difficulty level for creating a valid block hash. 

5. Nonce: A 4-byte number that starts at 0 and increases with each hash calculation. 

6. Parent block hash: A 256-bit hash that points to the previous block in the chain. 

These components help ensure that each block is linked securely to the one before it, maintaining the 

integrity of the blockchain (Zheng, Z et al., 2017).  

The architecture of a blockchain is divided into four layers: infrastructure, platform, distributed 

computing, and application. The infrastructure layer includes all the hardware needed to operate the 

blockchain, such as nodes, storage devices, and network resources.The platform layer enables 

communication among network participants through Remote Procedure Calls (RPC) and web Application 

Programming Interfaces (APIs).The distributed computing layer provides local access to data while 

ensuring fault tolerance, immutability, privacy, authenticity and security for transaction data. Additionally, 

this layer handles user authentication through encryption techniques and protects data privacy using 

hashing methods (Ismail, L., et al., 2019). The application layer serves as an abstraction for applications 

built on a blockchain system. Although its specific design is not part of the blockchain system itself, it 

outlines the requirements that the blockchain must meet (Tabatabaei, M, H., et al., 2023). 

• Digital Signature 

A digital signature is an important part of blockchain technology just like hash functions. It is a way to 

verify who created a message. The sender can attach a secret code to the message which acts like a 

signature and proves both the sender's identity and that the message hasn’t been changed. Without a digital 

signature there can be disagreements between different parties about the message's authenticity (Dilhara, 

B., 2021). Digital signatures have important traits. Based on public-key cryptography they create secure 

gates. They verify documents but don’t show who you are and they link the signer to their key from near 

or far. Once signed, they can't be changed, ensuring trust for all (Thompson, 2017).  
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5. Categories of Block Chain 

Blockchain networks can be divided into three categories: public blockchains, private blockchains and 

consortium blockchains. 

• Public Blockchain 

The public blockchain platform used in current blockchain-based deep learning systems lets anyone access 

the shared ledger without needing permission. Users and machine learning devices can view a copy of the 

ledger which is available on all nodes in the public blockchain network and they can carry out transactions 

(Shafay, M., et al., 2023). Everyone in the network can check and verify the transactions and the process 

of reaching agreement is open to the public. Bitcoin and Ethereum are examples of public blockchains 

(Gad, A, G., et al., 2022).  

• PrivateBlockchain 

A private blockchain is set up in a centralized way. One organization has the power to make decisions and 

control the validation process. This central authority makes sure that everyone follows the agreed-upon 

rules. It's similar to how governments operate in different countries (Ali, O., et al., 2020). The blockchain 

is open for every node to participate but access to the data is limited and controlled with strict authority 

management. In private blockchains, the primary uses include managing databases, conducting audits and 

supporting performance-intensive solutions. An example of an open platform for creating and using 

private blockchains is Multichain (Casino, F., et al., 2019). 

• Consortium blockchain 

Consortium blockchains or federated blockchains combine private and public features allowing multiple 

members of an organization to collaborate in a decentralized network. They are private blockchains 

accessible only to a specific group minimizing the risks of single-entity control (Vaigandla et al., 2023). 

A consortium blockchain is faster, more scalable and offers better transaction privacy compared to a public 

blockchain. For instance, Ripple is a major cryptocurrency that uses a permission-based blockchain 

network (Islam, M, R., et al., 2021). 

 

Blockchain Type Benefits Drawbacks Applications 

Public -Accessible to anyone 

 

-High levels of 

transparency and 

security 

-Strong community 

involvement 

-Slower transaction 

times 

 

-Lower privacy 

 

 

-Susceptible to attacks 

- Cryptocurrencies 

(e.g., Bitcoin, 

Ethereum) 

-Decentralized 

applications (DApps) 

- Public record keeping 

Private - Quick transaction 

processing 

- Enhanced privacy and 

control 

- Ideal for internal use 

-Access is restricted to 

authorized users 

-Increased 

centralization risks 

- Internal business 

operations 

- Supply chain 

management 

- Handling sensitive 

information (e.g., 

healthcare) 
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Consortium -Shared governance 

among several 

organizations 

- Better privacy and 

efficiency 

- More scalable than 

public blockchains 

-Less decentralization 

-Complicated 

governance structures 

- Joint projects (e.g., 

supply chains) 

- Banking and finance 

collaborations 

-Research partnerships 

Table 7: Categories of Block Chain 

 

6. Applications of Block Chain Technology 

Financial Services- Financial service providers are finding blockchain technology helpful for better 

security and risk management. Many institutions are using it in trade and finance to create smart contracts 

which makes processes faster and more transparent. The global financial system serves billions and 

handles trillions of dollars daily but it faces challenges like high costs, delays, and data breaches that lead 

to significant losses. Blockchain technology could help solve these problems (Javaid, M., et al., 2022). 

Blockchain has gained popularity recently because it can help automate and simplify processes, reduce 

manual work, save time, increase transparency and boost security. A notable example in the financial 

sector shows that new blockchain payment systems aim to reduce cash transactions while providing banks 

with a secure way to manage consumer payments (Ali, O., et al., 2020). Blockchain can make financial 

markets faster and more efficient by allowing trades to happen almost instantly while the actual exchange 

of goods can take days. Smart contracts which are automated agreements written in code help track 

transactions and ensure secure exchanges between buyers and sellers. Additionally, blockchain can protect 

sensitive information and provide a digital ID system that allows individuals to verify their identity and 

send money without needing banks as middlemen (Knezevic, Dusko., 2018). Unlike traditional fiat 

currencies, cryptocurrencies have less value stability because they aren't backed by governments. 

However, blockchain-based cryptocurrencies offer a fast and cheap way to make transactions. Many 

cryptocurrencies, like Bitcoin, have been created for specific uses and are popular worldwide. Various 

finance-related areas can benefit from blockchain technology, such as over-the-counter markets, asset 

rehypothecation, and automated compliance. Ultimately, adopting blockchain can lead to significant cost 

savings in business operations and regulatory reporting within the financial sector (Gad, A, G., et al., 

2022).  

Business and Industrial Applications- Understanding blockchain is crucial for successfully 

implementing Industry 4.0, especially in areas like financial transactions where it can build trust without 

relying on foreign or fiat currencies. Blockchain can also help track products and their components making 

it easier to identify defects and manage supply chains by storing all product details securely. Additionally, 

data from cameras and sensors can enhance the blockchain network providing insights that would be hard 

to gather manually (Javaid, M., et al., 2021). In recent years, blockchain which is the technology behind 

Bitcoin has gained a lot of interest from both researchers and businesses. Many believe that blockchain 

can significantly change supply chain operations by helping with information sharing, ensuring 

traceability throughout the process and boosting overall efficiency (Lim, M., et al., 2021). Blockchain is 

important for business, banking, finance and its potential to transform the market by reducing risks, costs 

and the chances of cyber-attacks. Blockchain allows for accurate auditing making it desirable for business 

applications (Bodkhe, U., et al., 2020). The main reason for adopting blockchain technology is its ability 
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to prevent double spending while keeping users' information private. Double spending occurs when 

someone uses the same amount of digital currency more than once before it's recognized that the money 

has already been spent. Blockchain prevents the double spending problem by using cryptography and a 

shared ledger that is maintained by the community. Each user has a private key for secure transactions and 

a public key that acts like an address, allowing them to transact anonymously while being recognized by 

the network (Jaoude, J., et al., 2019). Blockchain introduces new features that improve and secure many 

business and industrial processes. It also allows for the development of new business models that were not 

possible a few years ago affecting various sectors like finance, healthcare, manufacturing and logistics. 

Blockchain combines peer-to-peer networks and cryptographic algorithms to ensure that agreements are 

valid and cannot be changed without the consent of all parties involved. This makes it ideal for business 

agreements between different entities as it keeps a secure record of transactions over time making it nearly 

impossible to alter or deny any recorded activity. Consequently, many industries are exploring how to 

effectively use blockchain technology (Jaroodi, J, Al., et al., 2019). 

Education- The rise in digital education has led to more concerns about privacy and security breaches, 

especially regarding academic diplomas. Blockchain technology offers a solution by securely storing 

academic records making them tamper-proof and easily verifiable. This decentralized approach not only 

enhances data security but also reduces costs associated with managing academic information and 

addressing significant challenges faced by educational institutions (Raimundo, R., et al., 2021). Many 

universities are now using blockchain technology to manage academic degrees and assess learning 

outcomes. This technology allows for the secure storage of academic records including transcripts and 

certificates as well as informal learning experiences. For example, the University of Nicosia was the first 

to use blockchain for managing certificates from MOOC platforms while MIT has created a digital badge 

system for online courses. Additionally, blockchain helps reduce degree fraud by ensuring that educational 

data is securely matched with a unique user ID making it trustworthy and easily verifiable (Chen et al., 

2018). Blockchain technology is being used in education at various levels from elementary schools to 

universities to improve trust and transparency. This decentralized approach shifts reliance from institutions 

to technology making it easier to manage academic records and credentials. Several projects such as Sony 

Global Education, Edgecoin and many more are already utilizing blockchain to enhance educational 

processes (Guustaaf, E., et al., 2021). Blockchain technology introduced in 2008 for cryptocurrency 

transactions is now being explored for various non-financial uses including education. However, its 

application in educational institutions is still in the early stages with only a few schools currently 

implementing it. Research indicates that blockchain has significant potential in higher education 

prompting a systematic review to analyze trends and identify how it is being used in this field (Fedorova, 

E, P., et al., 2020). 

Health Care Management- Healthcare is one of the areas where blockchain is seen as having significant 

potential. Blockchain technology can greatly improve healthcare by making data management safer and 

more efficient. It helps connect different systems, ensures accurate electronic health records (EHRs) and 

supports tasks like managing prescriptions and medical billing. By giving patients control over their own 

health data, blockchain allows for secure sharing of information between healthcare providers. This leads 

to better care and trust in the healthcare system (Holbl, M., et al., 2018). Blockchain is a type of database 

that allows authenticated members to manage and store unchangeable information securely making it ideal 

for healthcare data management. It enhances data sharing and integration while giving patients control 

over their personal information reducing reliance on third parties. It addresses issues like data ownership 
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and security which ultimately improve accountability and reducing errors in data handling (Saeed, H., et 

al., 2022). For many years Health Information Technology (HIT) has been the subject of numerous studies 

leading to the creation of various systems like Electronic Health Records (EHR) and telemedicine. 

Blockchain is now seen as a promising tool for creating patient-centered systems by managing access 

rules, improving data availability and ensuring unique patient identities (Adere, E, M., 2022). Blockchain 

is a digital technology that can replace traditional database systems in healthcare which often rely on 

client-server models. Unlike these older systems, blockchain offers benefits such as secure peer-to-peer 

data sharing, protection against hacking and an unchangeable audit trail making it a more reliable option 

for managing healthcare data (W, Y, Ng., et al., 2021). A recent study proposed a blockchain-based system 

for securely preserving medical data ensuring that it remains original and verifiable while protecting user 

privacy. Another study introduced a blockchain solution for sharing personal health information which 

enhances diagnosis accuracy by maintaining security and privacy in e-Health systems (Attaran, M., 2020). 

Drug discovery is costly for pharmaceutical companies and with rising healthcare expenses, collaboration 

among companies is essential. Blockchain can facilitate this by securely sharing trusted information, 

protecting intellectual property with immutable records and ensuring data integrity in clinical trials making 

it harder for companies to misrepresent results (Katuwal, G., et al., 2018). Blockchain focuses on secure 

data transfer and transaction record-keeping making it especially useful in healthcare where patient 

information and financial transactions need to be protected. It can also support remote patient monitoring, 

enhance data sharing from wearable devices and prevent tampering of patient data by allowing multiple 

doctors to access the same information simultaneously (Ghosh, P, K., et al., 2023). The adoption of 

blockchain in healthcare allows secure sharing of patient records among hospitals and providers using 

advanced cryptography. One key application is drug traceability, where decentralized systems like 

Drugledger help track drugs throughout the supply chain ensuring data privacy and authenticity while 

grouping healthcare professionals into specialized roles (Odeh, A., et al., 2022). There are several 

challenges that need further exploration particularly in cross-border sharing of health data where differing 

privacy expectations and regulations can complicate blockchain's benefits. Additionally, the ability of 

blockchain to handle large volumes of data transactions efficiently is under-researched as increased 

transaction loads can lead to significant delays in processing (Khezr, S., et al., 2019). 

Governance- E-governance means using technology to help the government work better. It helps provide 

services to people, communicate with businesses and share information quickly and clearly. Blockchain 

technology is a new system that helps build trust and transparency by allowing people to connect directly 

without needing a middleman. Many government agencies are now using it to provide better services to 

citizens. This technology can help solve problems in modern cities by improving areas like energy trading, 

healthcare, voting, supply chains and real estate (Khanna, A., et al., 2021). Most studies on blockchain 

governance focus on how to design the platform and organize community activities, while less attention 

is given to its applications and data. The application side mainly discusses cryptocurrencies, overlooking 

other areas where blockchain can be used. Data governance can improve by managing the entire data 

lifecycle such as verifying submitted data, classifying it by sensitivity and adding supernodes with special 

access permissions (Liu, Y., et al., 2022). Blockchain technology can be used by governments for voting 

ensuring voter anonymity and keeping voting records secure and unchangeable. It is also applied in food 

safety through smart farmer market applications which connect farmers to markets and maintain accurate 

records of production and transportation to ensure food quality (Razzaq, A., et al., 2019). Blockchain 

technology can enhance government operations by improving public service delivery and increasing trust 
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in the public sector. It acts as a shared, secure ledger for transactions that cannot be changed once recorded, 

fostering transparency and accountability. Many countries are exploring blockchain's potential to improve 

data integrity, reduce fraud and combat corruption, especially benefiting developing nations that face 

higher risks of these issues (Carter, L., et al., 2018). The review of blockchain governance literature shows 

that decisions in the public sector can be looked at from three levels: micro, meso, and macro. These levels 

are interconnected means that decisions made at one level affect the others (Tan, E., et al., 2022). 

Blockchain technology can be used in government organizations for various purposes such as transferring 

property titles through smart contracts that automatically change ownership when conditions are met. It 

can also enhance identity management systems by making them more secure and private, improve direct 

communication between the government and citizens and help maintain public health records that cannot 

be altered (Verma, S., et al., 2022). Governance in blockchain is challenging due to its decentralized nature, 

immutability and the lack of clear organizational structures which makes it hard to manage effectively. 

The authors’ framework helps classify these governance challenges across different blockchain types, 

stages and layers suggesting it can support the development of better blockchain governance strategies 

(Rikken, O., et al., 2019). 

Security and Privacy- Various researchers have explored security and privacy issues in blockchain 

technology. Key areas of focus include cryptographic methods to ensure transaction integrity, the use of 

open distributed ledgers for secure authentication and frameworks to enhance data security against attacks 

like double spending and ransomware. Additionally, studies propose solutions for personal privacy 

protection using blockchain, highlighting its potential to secure sensitive data across different applications 

(Mohanta, B, K., et al., 2019). There are two main blockchain transaction models: the UTXO model used 

by Bitcoin which tracks unspent outputs for privacy and scalability and the account-based model used by 

Ethereum, which functions like traditional bank accounts. While UTXOs prevent double spending by 

ensuring each output is only spent once, the account-based model simplifies transactions but may carry 

higher risks (Zhang, Rui., et al., 2019). The author discusses privacy-preserving Identity Management 

(IdM) models in blockchain, highlighting their evolution and privacy features. Traditional centralized IdM 

systems face issues like data breaches and identity theft while federated models improve privacy through 

Single Sign-on but still rely on servers. Self-sovereign identities (SSI) empower users to control their 

personal data without a central authority leveraging blockchain for enhanced privacy and security though 

challenges remain (Bernabe, J., et al., 2019). The development of a blockchain-based IoT framework 

offers benefits such as resilience, adaptability, security and reduced maintenance costs, addressing issues 

like DDoS attacks and data integrity problems in centralized IoT models. Studies highlight that blockchain 

can enhance IoT security by eliminating single points of failure and providing decentralized solutions to 

various security threats across different layers of IoT applications (Waheed, Nazar., et al., 2020). The 

consensus algorithm is crucial to blockchain technology as it ensures the integrity and security of the 

network by enabling nodes to agree on the current state of the ledger with various blockchain platforms 

employing different algorithms for this purpose (Patil, P., et al., 2020). Blockchain networks can be 

categorized as permissioned or permissionless, with the former allowing owners to control access and 

transaction validation while the latter enables open participation, leading to various combinations that 

offer different privacy levels and are essential for ensuring information security through confidentiality, 

integrity and availability (Haro,Olmo,F., et al., 2020). The author here discusses the primary cryptographic 

methods of blockchain, including user authentication, data confidentiality through encryption and integrity 

via hashing, collectively enhance privacy and secure transactions within the network (Junejo, A, Z., et al., 
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2021). Blockchain networks while open and tamper-proof are susceptible to network attacks due to their 

public transparency which can compromise user privacy and transaction security. To mitigate these risks, 

privacy protection mechanisms like coin mixing have been developed. This method obscures the 

connection between transaction participants by introducing intermediary steps making it difficult for 

attackers to analyze transaction relationships (Wang, D., et al., 2020). 

 

7. Limitations of Block Chain Technology 

While blockchain technology offers great promise for trustless, decentralized applications, its full potential 

is hindered by some limitations. These are as follows: 

• Key Management- Blockchain relies on cryptography, including public and private keys, but losing 

your private key can be risky. In the early days of Bitcoin, many people forgot their keys after 

accumulating coins, and some of those coins are now worth millions (Vaigandla et al., 2023). 

• Scalability- The main challenge limiting the growth of public blockchains is scalability as the rapid 

increase in users leads to more transactions and communication overhead. Solutions like Segregated 

Witness (SegWit) and the Lightning Network have been proposed to improve Bitcoin's scalability by 

separating transaction signatures from data and allowing off-chain transactions respectively (Ismail, 

L., et al., 2019). 

• Legal and regulatory issues- Industries faces challenges with blockchain technology due to a lack of 

regulatory standards and experience, leading to fraudulent activities like fake projects and illegal sales. 

Without effective regulations, governments struggle to support blockchain applications and the 

decentralized nature of blockchain complicates oversight and governance making it difficult to address 

security breaches or legal issues (Liu, J., et al., 2021). 

• Technical- The growth of blockchain technology faces challenges like high initial costs, scalability 

issues and slow transaction verification times. Implementing blockchain requires significant 

computing power and a network of interconnected nodes and it struggles with handling complex data 

types. Additionally, the transition from existing systems to blockchain needs careful assessment of 

hardware and software requirements (Attaran, M., 2020). 

 

8. Conclusion and Future  

Blockchain technology is increasingly recognized for its transformative potential across a wide range of 

applications, fundamentally changing how industries operate. Its decentralized nature provides a secure 

and transparent framework that can enhance efficiency, reduce costs and improve trust among 

stakeholders. As organizations begin to adopt blockchain solutions they are discovering its ability to 

streamline processes and eliminate intermediaries, leading to faster and more reliable transactions. As this 

innovative technology continues to develop, its applications are expected to extend far beyond 

cryptocurrencies, impacting sectors such as finance, healthcare, supply chain management, real estate and 

more. In the financial sector, blockchain is revolutionizing traditional banking and payment systems by 

enabling quicker and cheaper money transfers, especially in cross-border transactions. This shift not only 

lowers costs but also enhances security by minimizing the risk of fraud through immutable transaction 

records. The healthcare industry stands to gain significantly from blockchain's capabilities as well. By 

securely storing patient records on a blockchain, healthcare providers can ensure that sensitive information 

remains private and tamper-proof. In the realm of supply chain management, blockchain enhances 

transparency and traceability by recording every transaction on an immutable ledger. This capability helps 
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organizations verify the authenticity of products, reduce fraud and improve collaboration among supply 

chain partners. As a result, businesses can operate more effectively while ensuring compliance with 

regulatory standards. Looking ahead, the future of blockchain technology appears bright as it continues to 

evolve and adapt to various industry needs. However, for its widespread adoption to be realized fully, 

challenges such as scalability, regulatory frameworks and integration with existing systems must be 

addressed. As these hurdles are overcome, we can expect blockchain to play an increasingly vital role in 

shaping the future landscape of numerous sectors, fostering innovation and driving efficiency in ways 

previously thought impossible. 

 

References 

1. G, J, Hwang et al.,2020, “Vision, challenges, roles and research issues of Artificial Intelligence in 

Education”, Computers and Education: Artificial Intelligence, pp.1-5. 

2. Xieling, Chen, et al., 2020, “Application and theory gaps during the rise of Artificial Intelligence in 

Education”, Computers and Education: Artificial Intelligence 1, pp. 1-20. 

3. K, Zhang., A, B, Aslan., 2021, “AI technologies for education: Recent research & future directions”, 

Computers and Education: Artificial Intelligence 2, pp.1-11. 

4. Okonkwo, C, W., et al., 2021, “Chatbots applications in education: A systematic review”, Computers 

and Education: Artificial Intelligence 2, pp. 1-10. 

5. Gillani, N., et al., 2023, “Unpacking the “Black Box” of AI in Education”, Educational Technology & 

Society, 26(1), pp. 99-111. 

6. Yufei, Liu., et al., 2020, “Review of the Application of Artificial Intelligence in Education”, 

International Journal of Innovation, Creativity and Change, Volume 12, Issue 8, pp. 548-562. 

7. Limna, Pongsakorn., et al., 2022, “A Review of Artificial Intelligence (AI) in Education during the 

Digital Era”, Advance Knowledge for Executives 1(1), No. 3, pp. 1-9.  

8. Ayeni, Olusola, Oyebola., et al., 2024, “AI in education: A review of personalized learning and 

educational technology”, GSC Advanced Research and Reviews, 18(02), pp. 261–271. 

9. L, Chen., et al., 2020, “Artificial Intelligence in Education: A Review”, IEEE Access, Volume 8, pp. 

75264-75278. 

10. Zhai, X., et al., 2021, “A Review of Artificial Intelligence (AI) in Education from 2010 to 2020”, 

Hindawi Complexity, pp. 1-18. 

11. Huang, Jiahui., et al., 2021, “A Review on Artificial Intelligence in Education”, Academic Journal of 

Interdisciplinary Studies, Vol 10 No 3, pp. 206-217.  

12. Holmes, Wayne., et al., 2022, “State of the art and practice in AI in education”, European Journal of 

Education, pp. 542–570. 

13. Luan et al., 2020, “Challenges and Future Directions of Big Data and Artificial Intelligence in 

Education”, Frontiers in Psychology, Volume 11, pp. 1-11. 

14. Richter, Zawacki., et al., 2019, “Systematic review of research on artificial intelligence applications 

in higher education – where are the educators?”, International Journal of Educational Technology in 

Higher Education, pp. 1-27. 

15. Tiwari, Rudra., 2023, “The Integration of AI and Machine Learning in Education and its Potential to 

Personalize and Improve Student Learning Experiences”, International Journal of Scientific Research 

in Engineering and Management (IJSREM), Volume: 07 Issue: 02, pp. 1-11. 

https://www.ijfmr.com/


 

International Journal for Multidisciplinary Research (IJFMR) 
 

E-ISSN: 2582-2160   ●   Website: www.ijfmr.com       ●   Email: editor@ijfmr.com 

 

IJFMR240632265 Volume 6, Issue 6, November-December 2024 19 

 

16. Bhutoria, Aditi., 2022, “Personalized education and Artificial Intelligence in the United States, China, 

and India: A systematic review using a Human-In-The-Loop model”, Computers and Education: 

Artificial Intelligence, pp. 1-18. 

17. Van Der Vorst, Tommy., et al., 2019, “: Artificial Intelligence in Education: Can AI bring the full 

potential of personalized learning to education?”, 30th European Conference of the International 

Telecommunications Society (ITS): "Towards a Connected and Automated Society", Helsinki, 

Finland, 16th-19th June, 2019, International Telecommunications Society (ITS), Calgary.  

18. Hashim, S., et al., 2022, “Trends on Technologies and Artificial Intelligence in Education for 

Personalized Learning: Systematic Literature Review”, International Journal of Acdemic Research in 

Progressive Education and Development, 12(1), pp. 884–903. 

19. M, Murtaza., et al., 2022, “AI-Based Personalized E-Learning Systems: Issues, Challenges, and 

Solutions”, Creative Commons Attribution 4.0 License, Volume 10, pp. 81323-81342. 

20. Nwana, H, S., 1990, “Intelligent Tutoring Systems: an overview”, Artificial Intelligence Review, pp. 

251-277. 

21. Mousavinasab, E., et al., 2018, “Intelligent tutoring systems: a systematic review of characteristics, 

applications, and evaluation methods”, Interactive Learning Environments, pp. 1-22. 

22. Kulik, J, A., et al., 2015, “Effectiveness of Intelligent Tutoring Systems: A Meta-Analytic Review”, 

Review of Educational Research, Vol. XX, No. X, pp. 1–37.  

23. Dr. Ahuja, Neelu., et al., 2013, “A Critical Review of Development of Intelligent Tutoring Systems: 

Retrospect, Present and Prospect”, IJCSI International Journal of Computer Science Issues, Vol. 10, 

Issue 4, No 2, pp.39-48. 

24. Alkhatlan, Ali., et al., 2018, “Intelligent Tutoring Systems: A Comprehensive Historical Survey with 

Recent Developments”, Intelligent Tutoring Systems, pp.1-31. 

25. Saric,Grgic, I., Grubisic, A., Stankov, S. and Stula, M., 2019, “An agent-based intelligent tutoring 

systems review”, Int. J. Learning Technology, Vol. 14, No. 2, pp.125–140. 

26.  Hooda, Monika., et al., 2022, “Artificial Intelligence for Assessment and Feedback to Enhance 

Student Success in Higher Education”, Mathematical Problems in Engineering Volume 2022, pp.1-19. 

27. Gonzalez,Calatayud, V., et al. 2021, “Artificial Intelligence for Student Assessment: A Systematic 

Review”, Appl. Sci, 11, 5467, pp. 1-15. 

28. Sembey, R., et al., 2024, “Emerging technologies in higher education assessment and feedback 

practices: A systematic literature review”, The Journal of Systems & Software, pp.1-18. 

29. Comesana, Miguel., et al., 2023,” Impact of artificial intelligence on assessment methods in primary 

and secondary education: Systematic literature review”, Revista de Psicodidáctica 28, pp. 93–103. 

30.  Memarian, Bahar., et al., 2024, “A review of assessment for learning with artificial intelligence”, 

Computers in Human Behavior: Artificial Humans 2, pp. 1-11. 

31. Owan, et al., 2023, “Exploring the potential of artificial intelligence tools in educational measurement 

and assessment”, EURASIA Journal of Mathematics, Science and Technology Education, pp. 1-15.  

32. Avila, Garzon., et al., 2021, “Augmented Reality in Education: An Overview of Twenty-Five Years of 

Research”, Contemporary Educational Technology, 13(3), pp. 1-29. 

33. Amanatidis, N., 2022, “Augmented Reality in Education and Educational Games-Implementation and 

Evaluation: A Focused Literature Review”, Computers and Children, 1(1), pp. 1-11. 

34.  Koumpouros, Y., 2024, “Revealing the true potential and prospects of augmented reality 

in education”, Smart Learning Environments, pp.1-62. 

https://www.ijfmr.com/


 

International Journal for Multidisciplinary Research (IJFMR) 
 

E-ISSN: 2582-2160   ●   Website: www.ijfmr.com       ●   Email: editor@ijfmr.com 

 

IJFMR240632265 Volume 6, Issue 6, November-December 2024 20 

 

35. Bassyouni, Zahraa., et al., 2021, “Augmented Reality Meets Artificial Intelligence in Robotics: A 

Systematic Review”, Frontiers in Robotics and AI, pp.1-20.  

36. Rangel de Lazaro, G et al., 2023, “You Can Handle, You Can Teach It: Systematic Review on the Use 

of Extended Reality and Artificial Intelligence Technologies for Online Higher Education”, 

Sustainability, pp. 1-23. 

37. Mario, A, Rojas-Sanchez., et al., 2023, “Systematic literature review and bibliometric analysis 

on virtual reality and education”, Education and Information Technologies, pp. 155–192. 

38. Longo, U, G., et al., 2021, “Augmented Reality, Virtual Reality and Artificial Intelligence in 

Orthopedic Surgery: A Systematic Review”, Appl. Sci, pp. 1-13.  

39. Kooli, C., 2023, “Chatbots in Education and Research: A Critical Examination of Ethical Implications 

and Solutions”, Sustainability, pp. 1-15. 

40. Nelson, Samuel, Cunningham., et al., 2019, “A Review of Chatbots in Education: Practical Steps 

Forward”, 30th Annual Conference for the Australasian Association for Engineering Education 

(AAEE 2019): Educators Becoming Agents of Change: Innovate, Integrate, Motivate, pp. 299-306. 

41. Essel, Barton, Harry., et al., 2022, “The impact of a virtual teaching assistant (chatbot) on students’ 

learning in Ghanaian higher education”, International Journal of Educational Technology in Higher 

Education”, pp. 1-19. 

42. Labadze, Lasha., et al., 2023, “Role of AI chatbots in education: systematic literature review”, 

International Journal of Educational Technology in Higher Education, pp. 1-17.  

43. Ramandanis, D.; Xinogalos, S., 2023, “Investigating the Support Provided by Chatbots to Educational 

Institutions and Their Students: A Systematic Literature Review”, Multimodal Technol. Interact, pp. 

1-24. 

44. Kuhail, Mohammad Amin., et al., 2023, “Interacting with educational chatbots: A systematic review”, 

Education and Information Technologies, pp. 973–1018. 

45. Dong, Zhao, Yang., et al., 2020, “Smart campus: definition, framework, technologies, and services”, 

IET Smart Cities, pp. 1-12. 

46. Polin, K.; Yigitcanlar, T.; Limb, M.; Washington, T., 2023, “The Making of Smart Campus: A Review 

and Conceptual Framework”, Buildings, pp. 1-22. 

47. Ch, William, Villegas., et al., 2020, “Proposal of an Architecture for the Integration of a Chatbot with 

Artificial Intelligence in a Smart Campus for the Improvement of Learning”, Sustainability, pp. 1-20.  

48. Cavus, Nadire., et al., 2022, “Internet of Things and Its Applications to Smart Campus: A Systematic 

Literature Review”, iJIM ‒ Vol. 16, No. 23, pp. 17-35. 

49.  Li, N., Palaoag, T, D., Du, H., Guo, T., 2023, “Design and Optimization of Smart Campus Framework 

Based on Artificial Intelligence”, Journal of Information Systems Engineering and Management, 8(3), 

23, pp. 1-14.  

50. N, Chagnon,Lessard., et al., 2021, “Smart Campuses: Extensive Review of the Last Decade of 

Research and Current Challenges”, IEEEAccess, VOLUME 9, pp. 124200-124234. 

51. Polin, K.; Yigitcanlar, T.; Washington, T.; Limb, M., 2024, “Unpacking Smart Campus Assessment: 

Developing a Framework via Narrative Literature Review”, Sustainability, pp. 1-24. 

52. Huang, Jiahui., et al., 2021, “A Review on Artificial Intelligence in Education”, Academic Journal of 

Interdisciplinary Studies, Vol 10 No 3, pp. 206- 217. 

53. Bart, Valks., Monique, H, Arkesteijn., et al., 2021, “Towards a smart campus: supporting campus 

decisions with Internet of Things applications”, Building Research & Information, 49:1, pp. 1-20. 

https://www.ijfmr.com/


 

International Journal for Multidisciplinary Research (IJFMR) 
 

E-ISSN: 2582-2160   ●   Website: www.ijfmr.com       ●   Email: editor@ijfmr.com 

 

IJFMR240632265 Volume 6, Issue 6, November-December 2024 21 

 

54. Dogan, M, E.; Goru, Dogan, T.; Bozkurt, A., 2023, “The Use of Artificial Intelligence (AI) in Online 

Learning and Distance Education Processes: A Systematic Review of Empirical Studies”, Appl. Sci, 

pp. 1-12.  

55. Seo et al., 2021, “The impact of artifcial intelligence on learner–instructor interaction in online 

learning”, Int J Educ Technol High Educ, pp. 1-23. 

56. Nigam, Aditya., et al., 2021, “A Systematic Review on AI-based Proctoring Systems: Past, Present 

and Future”, Education and Information Technologies, pp.6421–6445. 

57. Saaida, Mohammed, B, E., 2023, “AI-Driven transformations in higher education: Opportunities and 

challenges”, International Journal of Educational Research and Studies, Volume 5, Issue 1, pp. 29-36. 

58. Kuleto, V.; Ili´c, M.; Dumangiu, M.; Rankovi´c, M.; Martins, O.M.D.; P ̆ aun, D.; Mihoreanu, L., 2021, 

“Exploring Opportunities and Challenges of Artificial Intelligence and Machine Learning in Higher 

Education Institutions”, Sustainability, pp. 1-16. 

59. Celik, Ismail., et al., 2022, “The Promises and Challenges of Artifcial Intelligence for Teachers: 

a Systematic Review of Research”, TechTrends, pp. 616–630. 

60. Web1: 

https://www.researchgate.net/publication/340700069/figure/fig3/AS:881305894002688@158713110

7501/Blockchain-layered-architecture-31-Proposed-System-Model-Ethereum-Private-

Blockchain.jpg 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.ijfmr.com/

