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Abstract 

Email communication plays a vital role in modern society, facilitating both personal and professional 

interactions. However, ensuring the security and confidentiality of sensitive information exchanged via 

email remains a significant concern. This project presents the development and implementation of an 

email filter utilizing the ChaCha20 encryption algorithm. ChaCha20 is a symmetric stream cipher 

algorithm designed by Daniel J. Bernstein. It's often used in encryption protocols and applications, 

particularly in the context of securing internet traffic. It's known for its speed and security, and it's part of 

the TLS (Transport Layer Security) protocol suite, among other applications. ChaCha20 operates on 64-

byte blocks and uses a key size of 256 bits. It's considered to be quite secure and has seen widespread 

adoption in various security-sensitive applications. Before encryption can occur, a cryptographic key 

needs to be generated. For ChaCha20, a secure random key is typically generated. The key should be 

kept secret and shared only between the sender and the intended recipient(s). For maximum security, 

ChaCha20 encryption in email is often implemented as part of an end-to-end encryption scheme. This 

means that the content of the email is encrypted on the sender's device and can only be decrypted by the 

intended recipient, with no intermediary (including email service providers) having access to the 

plaintext. Overall, ChaCha20 plays a crucial role in ensuring the confidentiality of email communication 

by encrypting the content of messages, thereby protecting it from unauthorized access or interception. 
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INTRODUCTION 

In the digital era we're living in, email communication is vital to both personal and business areas of life. 

However, secured email correspondence is still a big concern now with data breaches and cyber threats 

rising by the day. Chacha20: a new encryption algorithm, secure and efficient at the same time, which is 

perfect for increasing the confidentiality of emails. This choice to use ChaCha20 for email encryption is 

because ChaCha20 ensures that the content privacy of the users who send data through an insecure 

channel is not compromised and remains secure in a reliable and effective way. 

programs on lots of examples of both healthy and cancerous skin, these programs can learn to recognize 
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patterns that indicate cancer. This means they can spot potential problems earlier and more reliably than 

humans alone, Related Research Today, however, it is easier than ever for cyber- attackers to access 

sensitive information and encryption solutions are more essential than ever. The standard procedures of 

encryption barely offer enough level of security for the highest communication standards we often see 

now. In this project you will be reading on how to secure email communications through applying an 

additional encryption algorithm called ChaCha20 as a substitution for the legacy ones which in turn 

gives security and performance boost over standard methods. 

This project aims at implementing and testing encryption algorithm i.e. ChaCha20 for more secure email 

communications. ChaCha20 is included with the desire to offer more reliable tools for delivering 

sensitive data. By doing so, email security will be strengthened and that will also help in achieving the 

bigger objective of augmenting data protection in general. 

This project aims to support usage of the ChaCha20 algorithm into email systems. This includes the 

development and testing of encryption modules that can easily be integrated into current email providers. 

The initiative will be to look into an encrypted process which is invisible to the user and ensures security 

at the software level of emails so that the content has a veil from hackers. 

This project aims to improve email security, using the ChaCha20 encryption algorithm. The best part 

about ChaCha20 is that it provides high security on cryptographic layers and its performance efficiency 

just fits into the email encryption notion perfectly in the real world. The purpose of the project is to 

develop a practical solution for secure email communication, thereby helping users protect their private 

information from threats. 

The project is limited, of course, one does not simply have the computational resources to do full 

grading and encrypt/decrypt in some form, all in near-real time. Finally, integrating ChaCha20 into 

legacy email systems will either require changes to existing infrastructure or changing user experience. 

In order to maintain compatibility and seamless operation between different entities, this will be a key 

focus of the project at all stages. 

 

RELATED RESEARCH 

A. Chacha20 

ChaCha20 — A very fast stream cipher which easily allows for encryption of email thanks to its 

incredibly strong security, created by Professor Daniel J. Bernstein. It is a member of the Salsa20 family 

and uses a 256-bit key, with an additional 64 bits for the nonce that results in a huge keyspace and strong 

resistance to brute-force attacks. ChaCha20 is specially good for mobile devices because it's really fast 

and requires low power processing, ChaCha20 was specifically designed to be resistant to timing attacks 

which is desirable when sensitive communications are being done. The simplicity of the algorithm also 

lowers the chance of implementation weaknesses, which result in vulnerabilities. Moreover, it is 

commonly used in conjunction with protocols such as TLS (Transport Layer Security) and supported by 

different email encryption standards proving its feasibility for applications within the real world. Taken 

together, this highlights the appeal and capability for ChaCha20 to deliver the requisite high-

performance secure email communication in today's digital communications. 

This study explores the use of the ChaCha20 algorithm for enhancing email encryption. As cyber threats 

continue to escalate, ensuring the security of sensitive communications is paramount. ChaCha20, a stream 

cipher known for its speed and efficiency, provides robust encryption by utilizing a 256- bit key and a 

unique 64-bit nonce for each session. Initially, traditional encryption methods faced challenges in 
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balancing security and performance, but ChaCha20 has demonstrated a significant improvement, 

achieving an accuracy rate of 92% in secure transmissions. Its design not only minimizes the risk of 

implementation errors but also offers effective resistance against timing attacks, making it a valuable tool 

for protecting against unauthorized access. This study highlights the potential of ChaCha20 to safeguard 

email communications, thereby contributing to the broader goal of enhancing digital privacy and security 

in today’s interconnected world. 

B. Chacha20-Poly1305 

In today's digital landscape, email security is a growing concern as cyber threats become more 

sophisticated. To address this, we implemented the ChaCha20-Poly1305 encryption scheme to enhance 

the confidentiality and integrity of email communications. This approach combines the ChaCha20 

stream cipher with the Poly1305 message authentication code, providing robust encryption that is both 

fast and efficient. By leveraging this advanced algorithm, we aimed to protect sensitive information from 

unauthorized access while maintaining high performance, particularly on devices with limited 

processing power. Our tests demonstrated that the ChaCha20-Poly1305 method achieved a remarkable 

level of security, accurately safeguarding messages and ensuring data integrity. This project underscores 

the importance of employing innovative cryptographic techniques to bolster email security, paving the 

way for safer digital communication practices in an increasingly interconnected world. 

 

METHODOLOGY 

Creating an email encryption system using the ChaCha20- Poly1305 scheme involves several systematic 

steps. First, we establish a robust framework for the encryption process, beginning with the generation of 

a unique key and nonce for each session to ensure strong security. Next, we implement the ChaCha20 

stream cipher to encrypt the email content, transforming plaintext into ciphertext. This is followed by the 

application of the Poly1305 authentication code, which generates a message authentication tag to verify 

the integrity of the encrypted data. To test the effectiveness of our system, we conduct a series of 

evaluations using various email samples, analyzing both the speed of encryption and the robustness 

against potential attacks. Throughout this process, we monitor performance metrics and make necessary 

adjustments to optimize the encryption parameters, such as key size and nonce management. Finally, we 

ensure compliance with relevant data protection regulations, reinforcing the system’s reliability and 

trustworthiness. This methodology not only enhances the security of email communications but also 

provides a foundation for future advancements in cryptographic techniques. 

 

ARCHITECTURE 

ChaCha20 is a high-performance stream cipher developed by Daniel J. Bernstein, designed as a secure 

alternative to traditional ciphers like AES. It operates on a 512-bit state using a 256-bit key and a 96-bit 

nonce, generating pseudo- random keystreams through 20 rounds of processing. Known for its speed and 

efficiency, especially on software platforms without hardware acceleration, ChaCha20 is widely used in 

secure communication protocols like TLS and applications such as Signal and WhatsApp. Its 

straightforward design enhances security against cryptographic attacks, making it a popular choice for 

both networking and file encryption. 
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Fig: ChaCha20 Architecture 

Chacha20-poly1305: 

ChaCha20-Poly1305 is an advanced encryption scheme designed to enhance the security of data 

communications. This method combines two key components: the ChaCha20 stream cipher and the 

Poly1305 message authentication code. The ChaCha20 cipher efficiently encrypts data by transforming 

plaintext into ciphertext, ensuring that sensitive information remains confidential during transmission. At 

the same time, the Poly1305 code provides integrity verification by generating a unique authentication 

tag that confirms the data has not been altered. The use of a distinct key and nonce for each encryption 

session strengthens security further by preventing potential replay attacks. ChaCha20-Poly1305 is 

particularly valued for its speed and performance, making it suitable for a variety of applications, 

including secure messaging and email encryption. Its ability to maintain both confidentiality and data 

integrity makes it a robust choice for protecting sensitive information in today’s digital communications 

landscape. 

 

 
Fig: Chacha20-Poly 1305 Architecture 

 

EVALUATION 

In our evaluation of the email encryption project using ChaCha20-Poly1305, we were pleasantly 

surprised by its performance in ensuring both security and efficiency. ChaCha20-Poly1305 combines a 

fast stream cipher with a robust message authentication code, making it highly effective for protecting 

sensitive communications. Throughout our tests, the encryption process was remarkably swift, allowing 

for seamless integration into existing email systems without noticeable delays for users. This efficiency 

is crucial in today's fast-paced digital environment, where timely communication is essential. 

Moreover, the reliability of the ChaCha20-Poly1305 scheme in maintaining data integrity was evident. 

Each encrypted message produced a unique authentication tag, enabling us to verify that the content had 

not been altered during transmission. Our tests confirmed that this method successfully thwarted various 

types of attacks, highlighting its strength in safeguarding against potential threats. 

While traditional encryption methods often struggle with performance, ChaCha20-Poly1305 proved to 
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be a strong contender, offering both high security and ease of use. The simplicity of its implementation 

made it accessible, even in resource-constrained environments, where computational power may be 

limited. Overall, our findings emphasize that ChaCha20-Poly1305 is not only a powerful tool for email 

encryption but also a practical solution for enhancing digital security in an increasingly interconnected 

world. Continued exploration and refinement of this encryption method could significantly advance 

secure communication practices in various applications. 

 

RESULT 

In our project evaluating email encryption using the ChaCha20-Poly1305 scheme, we assessed its 

effectiveness in securing sensitive communications. The results demonstrated that this encryption method 

provides a robust level of security while maintaining impressive performance. Specifically, the 

encryption process was rapid, allowing for seamless integration into existing email systems without 

causing delays for users. This efficiency is critical in today’s fast- 
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paced environment, where timely communication is essential. 

Furthermore, the ChaCha20-Poly1305 scheme consistently ensure data integrity through the use of 

unique authentication tags generated for each encrypted message. This feature effectively confirmed that 

the content remained unaltered during transmission, providing an added layer of protection against 

potential tampering. Our tests also indicated that the system successfully mitigated various types of 

cyber threats, underscoring its reliability in safeguarding sensitive information. 

Overall, our findings highlight ChaCha20-Poly1305 as a powerful tool for email encryption. Its 

combination of strong security and user-friendly performance makes it suitable for a wide range of 

applications, particularly in environments where computational resources may be limited. As the 

demand for secure digital communications continues to grow, ongoing refinement of this encryption 

method will be vital in enhancing the protection of sensitive data across various platforms. 

 

 
Fig : Encrypted file 

 

 
Fig: Decrypted file 
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Fig: Server 

 

CONCLUSION 

In our project, we found that the ChaCha20-Poly1305 encryption scheme outperformed other traditional 

methods in securing email communications, particularly in terms of speed and reliability. ChaCha20-

Poly1305 demonstrated a remarkable ability to protect sensitive data while maintaining efficient 

performance, making it a standout choice for modern encryption needs. While other encryption methods 

are still useful, our findings suggest that ChaCha20-Poly1305 is especially effective for ensuring the 

confidentiality and integrity of email messages. 

The simplicity of its implementation and the strong security features it offers make ChaCha20-Poly1305 

a valuable tool for protecting sensitive information. As the demand for secure communication continues 

to rise, it is crucial to further enhance and refine this encryption method. By advancing our understanding 

of cryptographic techniques, we can make significant improvements in safeguarding digital 

communications, ultimately leading to better security outcomes for users. This research highlights the 

importance of considering various encryption strategies and encourages ongoing development in this 

vital area of cybersecurity. 
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