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ABSTRACT 

The study illustrates how the socioeconomic impact of hacking can be minimized if we come up with 

intentional cybersecurity deterrents. Qualitative research design by Cheung & Matz (2016) utilized semi-

structured in-depth interviews with key informants, comprising electronic hacking victims and local 

stakeholders in the Philippines (e.g., cybersecurity professionals). Through thematic analysis, the data 

were examined for emerging themes, including the financial and emotional impact on victims, the 

increasing sophistication of cyber threats, and the importance of education and policy in developing 

cybersecurity resilience. The report highlights the need for proactive measures such as public education 

and awareness campaigns, training institutions to deal with such threats, and employing strong 

cybersecurity measures. Therefore, this study adds to the growing body of literature concerning the 

multidimensional effects of cybercrime and offers some empirical evidence, information, and practical 

recommendations for improving digital safety. Its implications resonate with lawmakers, proponents, and 

any of us navigating the complicated realities of the digital reality. 
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CHAPTER 1 

INTRODUCTION 

Hacking is one of the biggest threats in the digital age that impacts individuals, businesses, and global 

governments. Cyber-attacks can paralyze operations, expose sensitive data, and result in significant 

financial loss. In fact, according to the World Economic Forum (2023), cybercrime is one of the top five 

risks to global stability, resulting in hundreds of billions in annual economic damages by 2025. This is 

especially worrying in places like Southeast Asia, where digital infrastructure is exploding. That said, still, 

many organizations and individuals have not taken proactive measures in cybersecurity and left critical 

systems vulnerable. 

It is high time to focus on the socio-economic impact of hacking and stress upon proactive cybersecurity 

measures. The impact of human behavior and management practices on the vulnerability of organizations 

and businesses to such attacks has been largely overlooked (Gladysheva, 2012; Wuest et al., 2018; Wuyts 
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et al., 2020). But while much has been done to analyze the impact on IT systems, comparatively little 

attention has focused on the wider socioeconomic issues: growing digital divides, economic disruption, 

and loss of public trust in digital systems. With a commitment to conducting a methodological analysis of 

how hacking is affecting society, this research also hopes to highlight pre-emptive strategies to mitigate 

such effects. 

Theoretical approaches like rational choice theory and deterrence theory shed light on the motives behind 

targeting certain systems by hackers and the effectiveness of preventive actions. For instance, deterrence 

theory suggests that the increased cost of hacking through stronger cybersecurity frameworks should 

reduce the queue for the attack (Anderson et al., 2019). Moreover, the societal-technical systems 

perspective recognizes the symbiosis of human, organizational, and technological factors in attaining a 

secure cyber environment. A deep understanding of these theories allows us to address the fears of hacking. 

Despite a wealth of previous research, very few studies have focused on the phenomenon of hacking, 

particularly the socio-economic dimensions of understood hacking in the context of the less developed 

and digitally emerging digital regions like in Sulu. The study is the only one to explore the impact of 

hacking on the people and narratives at a local level, sharing a local story with a global audience, pivotal 

for contributing to a global discussion surrounding cybersecurity at a grassroots level. Running out the 

gap is critical, as the growing adoption of digital technologies in Sulu and similar settings magnifies the 

threat of cyber-attacks. It is hoped that the findings of this research will offer valuable insights to 

policymakers, businesses, and other stakeholders, informing the global endeavor to strengthen 

cybersecurity resilience and ensure equitable and sustainable digital development. 

 

Purpose of the Study 

This article aims to evaluate the socioeconomic consequences of hacking and to highlight the significance 

of proactive strategies for cybersecurity prevention in reducing these impacts. The goal of this research is 

to comprehend how cyberattacks affect the financial well-being, critical infrastructure, and trust in society, 

with a lens to digitally emerging spaces like Sulu. The study aims to explore these issues using qualitative 

methodologies to reveal the vulnerabilities and challenges encountered by people, organizations, and local 

governments in dealing with hacking incidents. 

This study used a qualitative research design: we collected data through in-depth interviews, focus group 

discussions, and document analysis. It will include both IT professionals and business owners as well as 

policymakers and members of the general public who experienced the effects of hacking firsthand. The 

collected data will be thematically analyzed to highlight patterns, insights, and implications of hacking on 

socioeconomic systems. The research findings will also complement the existing cybersecurity literature 

with localized views and cultural perspectives on the matter. 

However, this study also has a social value beyond academia. It intends to educate both communities and 

policymakers on why proactive approaches to cybersecurity are essential considerations, and keeping an 

eye on threats against cyber-raiders. Bending the curve on hacking will help us on the path to CREDIBLE; 

the insights derived from this research can be used to inform all stakeholders so that we can move towards 

more effective policies and practices of society to help decrease the approximate $300 billion 

socioeconomic burden of hacking and move us towards further security in the digital era. 
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Research Questions 

The following research question, organized based on qualitative research methodology, guides this study: 

Experiences So Far/Challenges 

1. What are the types of hacking pro incidents commonly encountered by individuals, organizations, and 

local government units in digitally growing areas like Sulu? 

2. What are the socioeconomic effects of these hacking incidents on the affected communities? 

3. What is the challenge for stakeholders to deploy cybersecurity to prevent hacking? 

Coping Mechanisms 

1. What are the responses of people, businesses, and states to hacking, and how do they cope with them? 

2. What strategies or practices were implemented to avoid or mitigate hacking risk in the absence of 

advanced technological infrastructure? 

Takeaways and Lessons Learned 

1. What expectations do stakeholders have about the adequacy of current cybersecurity measures? 

2. What implications do the lived perspectives of hacking survivors hold for preventative cybersecurity 

solutions? 

3. From a larger perspective, how can the results of this study inform and enrich cybersecurity practices 

and policies in the broader global community, particularly in comparable situations? 

These questions lead the exploration of the topic, exploring first they lived experience and challenges, 

followed by insight into the coping mechanisms, and closing with the last question - How can we fix this? 

 

Theoretical Lens 

The research here is rooted in a constructivist philosophical paradigm, valuing the subjective experiences, 

meanings, and interpretations of individuals and communities touched by hacking and sharing those 

interpretations with us. The qualitative nature of this research reflects a Constructivist approach, as it aims 

to find out how participants interpret their meaning-programs on the socio-economic impact of 

cyberattacks and their responses to these challenges. 

Thus, some important theoretical perspectives behind this study are those of Rational Choice Theory and 

Deterrence Theory that elucidate the motivation behind a hack and the deterrent effect of a cybersecurity 

measure. According to Rational Choice Theory, when hackers engage in cyberattacks, they weigh the 

potential rewards with the risks of detection and punishment. This view explains some of the targeting of 

certain systems or geographic areas based upon perceived vulnerabilities or opportunities. On the other 

hand, Deterrence Theory systematizes strategies to reduce the risks and costs of hacking incidents by 

punitive measures, more stringent penalties, cyber and physical security defense barriers, and timely 

detection mechanisms. 

The study also utilizes the Socio-Technical Systems Framework, which emphasizes the need to consider 

both social, organizational, and technical factors in responding to cybersecurity challenges. Interdependent 

social, cultural, and economic dynamics, such as the adoption of technology in regions where there is 

limited technological infrastructure, significantly inform the overall susceptibility towards hacking. 

The relevance of these theoretical perspectives is elucidated in personal discourse. The Rational Choice 

and Deterrence Theories highlight that we can dissuade potential attackers through proactive measures, 

such as public awareness campaigns and easy-to-use cybersecurity tools. As illustrated by the Socio-

Technical Systems Framework, community engagement and innovation are at the core of designing 

context-sensitive cybersecurity solutions. Such revelations are especially vital for areas like Sulu where  
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the digital divide and resource limitations heighten the effects of cyberattacks. 

These perspectives can be consolidated into a nuanced understanding of hacking and cybersecurity, which 

this study embarks on synthesizing. Weaving together individual motives, systemic weaknesses, and 

socio-technical interdependence, it offers a holistic lens by which hacking's socio-economic effects can 

be viewed. Developing this theory-based research provides analytically driven research that can offer 

insights into action addressing global and local deficiencies within the field of cybersecurity, allowing for 

academic discourse and practice to inform practical as well as other researchers in cyberspace. 

 

Significance of the Study 

Cybersecurity and its Socioeconomic Implications. This contention is based on a wider global point of 

view, not just that focused on economically and digitally privileged parts of the world, helping to shed 

light on the often-neglected sides of hacking. This one fills in between the technical stuff, which is 

interesting but rarely provides the full story on cybersecurity (because it never puts it in the social or 

economic context), and the general social commentary on the importance of general security or 

cybersecurity. Moreover, this research firmly underlines the need for proactive cyber security solutions, 

which plays an essential role in global initiatives to strengthen resilience to cyber threats. Findings will 

shape action, policy, frameworks, and strategies that contribute to creating more equitable environments 

where digital security protects and promotes humanity. 

While this study is particularly important to local governments, policymakers, and small and medium 

enterprises (SMEs) of digitally emerging regions, including Sulu, these audiences will have actionable 

insights on how to tackle the socioeconomic issues due to hacking and creating increasingly robust systems. 

The findings also could help educational institutions and technology-oriented organizations formulate 

impact assessments and train community-specific cybersecurity awareness. This study creates a 

foundation from which future researchers can expand their own approaches to addressing cybersecurity in 

developing and localized settings, leading to comparative studies and new mechanisms for combating 

cyberattacks. 

 

Definition of Terms 

Hacking - In this study, hacking is defined as unauthorized access to or manipulation of digital systems 

and networks with the intent to cause damage, steal information, or exterminate services. These include 

phishing, ransomware attacks, data breaches, and cyber espionage. Hacking is a type of crime that 

jeopardizes the safety of people and organizations. 

Socioeconomic impact - the impact of hacking on the social and economic well-being of individuals, 

organizations, and communities. Financial losses, business interruptions, and the erosion of trust in digital 

systems are included, as well as the widespread effects like the widening of the digital divide and growing 

inequality caused by cybersecurity vulnerabilities. 

Preventive Threat and Cybersecurity Actions - Proactive cybersecurity measures are techniques, 

instruments, and policies that are established to avert a cyberattack before it occurs, such as maintaining 

regular software updates, threat intelligence, and employee training, and creating security protocols for 

protecting digital systems. Dealing with Hacking Impact: In today’s cyber world, there are still some 

proactive measures we can take to reduce the risk of hacking and at the same time minimize the impact 

on organizations and communities. 
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Delimitations and Limitations 

We also faced limitations and constraints in conducting this study, which affected the design, data 

collection, participant numbers, and analysis. 

The study used a qualitative research design within which the lived experience of individuals and 

communities caught in hacking was explored. Nonetheless, in light of the qualitative research therapeutic, 

the results are not statistically representative, and the findings cannot be applied to higher populations 

external to the reach of the article. Emphasis on qualitative data means the insights reported are specific 

to context and cannot be applied across every experimental parameter that may change the socioeconomic 

effects of hacking across the globe. 

A limitation of this data collection was that there would be very few individuals and organizations willing 

to share their experiences with hacking incidents. Due to the sensitive topics of hacking and cybercrime, 

a number of possible members were hesitant to expose their experience, subsequently decreasing the size 

of the data that was offered. Moreover, some organizations are reluctant to disclose information because 

of privacy concerns, or because they don't believe they make enough effort to share the data concerning 

cyberattacks. 

However, certain factors, including but not limited to time constraints, geographical location, and the 

challenges of reaching people in digitally emerging areas such as Sulu, limited the number of participants. 

Mechanic, however, noted that the sample size was smaller than previously expected, which may influence 

the diversity and complexity of the findings. Although the participants featured IT professionals, business 

owners, policymakers, and affected individuals, their number was not large enough to represent the 

experiences of the wider population. 

The data were primarily thematically analyzed—although this is appropriate for qualitative research, it is 

nonetheless prone to the researcher's bias in this process of interpretation. The thematic analysis may fail 

to do justice to every nuance of participants' experiences, and conclusions are drawn from the subjective 

perspectives of the involved parties. Also, the findings were not as rich or generalizable because there 

were gaps in data collection, for example, data could not be collected from a larger, more diverse sample. 

Despite these limitations, this research contributes important insights regarding the socioeconomic 

impacts of hacking and the need for opting for proactive cybersecurity measures in digitally emerging 

regions. The results add to the growing body of research on cybersecurity and provide insight into future 

studies that may expand on these findings with larger, more diverse sample sizes. 

 

CHAPTER 2 

LITERATURE REVIEW 

This chapter provides an overview of prior research literature pertaining to the socioeconomic 

consequences of hacking and discussions on how proactive cyber defense can be done to secure devices 

(Internet of Things - IoT). The theory of cybersecurity is just one part of the book; it also provides practical 

considerations that help put the issues in context and help illuminate the various areas of concern.  

There follows in the first part of the chapter a description of the trends of cybercrime worldwide, with an 

increasing level of hacks and their impact in social and economic terms. Next, it summarizes current 

research concerning the effectiveness of proactive cybersecurity measures and how they can mitigate the 

risks and impacts of cyberattacks. The literature review further discusses pivotal frameworks and models 

relevant in the field of cybersecurity and highlights the gaps in existing literature that this research aims 

to fill.  
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First, synthesizing scholarly work by mapping different perspectives on hacking in digitally emerging 

regions, the implications for the local economy and community are examined. 

The first section provides an overview of the established literature based on the research objectives with 

respect to the socioeconomic impact of hacking and the proactive nature of cybersecurity strategies. It's 

worth stating that the review starts with covering relevant contexts and concepts, progressing to the 

subsequent sections which in detail explore a core subject matter regarding the role of hackers and 

cybersecurity in digitally emerging regions. Each section discusses the most up-to-date research and 

theories and frameworks, referencing contemporary sources while also addressing seminal older ones. 

 

Related Contexts and Concepts 

In today’s world, cybersecurity has become one of the most important issues, with incidents of hacking 

increasing both in features and style. Recent literature discusses a growing concern about the evolving 

nature of cyber threats such as ransomware attacks, data breaches, and social engineering tactics. Research 

such as Kshetri (2021) and Chawla et al. (2023) has noted that as systems and services are moved online, 

this renders digital infrastructures more vulnerable. Cybercrime is on the increase, particularly in 

developing areas, which calls for an understanding of cybersecurity frameworks as well as the policies 

which can overcome the threats. 

One of the core ideas in the cybersecurity ecosystem is the use of proactive cybersecurity measures, which 

are based on anticipated attacks — and not just defensive, “waiting to be attacked.” Modern studies (e.g., 

Haug & Anderson (2022)) underline the point that cybersecurity strategies have moved from remediation 

to prevention, as fighting modern cybercrime with detection is no longer effective. A proactive solution is 

to monitor the systems regularly using threat intelligence and looking for vulnerabilities to try and predict 

attacks before they happen. This evolution is extremely critical for businesses and organizations that rely 

heavily on digital platforms in their operations. 

Additionally, as cyber threats grow more sophisticated, there is greater emphasis on cybersecurity 

resilience, which is the capacity to bounce back from cyber-attacks and adjust to changing threats. As 

Smith & Greene (2023) state, resilience doesn't just concern technology; it must also encompass the 

organizational and human factors involved, such as training and awareness campaigns. 

The percentage of digital natives in some parts has drawn significant attention in the literature on 

cybersecurity landscapes, for which there is a pressing need to implement proactive and resilient 

cybersecurity strategies for digitally emerging regions. With the rapid evolution of cyber threats and our 

increasing dependence on digital systems, we must embrace proactive approaches to the protection from 

cyber-attacks. The transition from reactive to proactive cybersecurity, along with the use of resilience 

frameworks, provides a holistic approach in reducing the effects of cybercrime. 

 

Hacking, A Socioeconomic Factor 

Commonly known economic costs of hacking include theft of funds, loss of revenue, and time, although 

hacking is not simply the stealing of money; rather, it has enormous socioeconomic implications. Studies 

including Gosh & Park (2021) and Mahadevan & Gupta (2022) show that cyberattacks can disrupt critical 

services (healthcare, finance, etc.) in a community and, based on their location, may adversely impact 

economically vulnerable communities. These attacks can lead to job losses, business closures, and a 

breakdown of public trust, all of which can have cascading effects that exacerbate greater economic 

inequalities. 
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One particular economic security concern is cyberattacks impacting small and medium-sized enterprises 

(SMEs). Studies by Miao et al. (2021) and Rajan & Lee (2022) show that SMEs are often the hardest hit 

by hacking incidents because they are often not equipped with the resources to be able to recover from 

these attacks. This can lead to small businesses that are vital to the local economy being forced to shut 

down or take on large financial burdens due to cybercrime. But this exacerbates socioeconomic disparities 

in places where digital literacy and cybersecurity infrastructure are limited already. 

Moreover, the psychosocial effects of hacking, including but not limited to identity theft and online 

harassment, also contribute to a broader socioeconomic impact. For example, Patel & Smith (2023) 

suggest that victims of cybercrimes like identity theft experience emotional harm, diminished quality of 

life, and weakening of trust in digital systems. The consequences are personal, but they also scale up to 

the social, compounding problems of inequality and social fragmentation. 

The economic disruption caused by hacking is particularly an issue with SMEs, which leaves many areas 

without robust cybersecurity infrastructure vulnerable. In addition, the psychosocial impacts of cybercrime 

victims intensify social inequality, further highlighting the need for holistic and anticipatory measures 

against hacking effects. 

 

Hacking Influence on Digitally Developing Regions 

Recent studies have focused on the effects of hacking in newer digitally developed areas, such as Sulu. 

These areas usually do not have the infrastructure or services to adequately combat sophisticated 

cyberattacks. As the digital landscape continues to evolve, regions with limited technological and 

cybersecurity capabilities are particularly vulnerable to exploitation, with the pace of digital service 

expansion routinely outstripping the establishment of effective security protocols (Sharma & Yadav, 2022). 

Hacking incidents in places like Sulu can incapacitate essential services like healthcare and local 

governance (Cosber, 2016). This highlights the impact of the fact that cybersecurity policies have not been 

strengthened in those territories, making them prime targets for cybercriminal activity (Tan & Abad, 2021). 

These vulnerabilities are further compounded by a shortage of skilled personnel and low public 

consciousness of cybersecurity risks. As a result, the impact of cyberattacks can be far more malicious in 

areas still in the first wave of user adoption of digital technologies. 

In such regions, one of the primary concerns is the digital divide that also aggravates the repercussions of 

hacking. As outlined by Kshetri and Voas (2022), this unequal access creates a cycle whereby the more 

vulnerable populations are the least prepared to deal with cyberthreats when they inevitably arise. 

Education and cost-effective cybersecurity tools can go a long way in bridging the digital divide and 

minimizing hacking in these areas. 

Whereas the literature on hacking in digitally emerging regions highlights the unique trials of these regions. 

Limited infrastructure, low awareness, and a widening digital divide especially put regions like Sulu at 

risk of cyberattacks. These issues will require targeted interventions that emphasize education, 

infrastructure development, and the establishment of proactive cybersecurity strategies in response to such 

challenges. 

 

 Proactive Cybersecurity Strategies 

Hacking poses significant risks and consequences, which can be especially true in low-resource areas, 

making preventive cybersecurity strategies essential. For example, Harris & Jones (2023) stated that in 

many cases a better solution to this problem would actually be taking a proactive approach and attempting 
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to prevent these types of intrusions before they take place. Such strategies may involve the implementation 

of *predictive analytics*, *real-time monitoring*, and *threat intelligence* to recognize weaknesses and 

preemptively fix those weaknesses before they can be exploited by cybercriminals. 

Moreover, the literature highlights the role of **cybersecurity awareness campaigns**. Torres & Kumar 

(2023) add that awareness programs are very effective and can reduce the risk of cybercrime since they 

are able to educate the public and organizations on common threats, for example, phishing and social 

engineering. These programs are particularly important in areas like Sulu that may have lower digital 

literacy and might not have been accustomed to spotting the early warning signs of a cyberattack. 

Beyond the technical aspect, organizational resilience is also vital in the success of cybersecurity 

methodologies. Green & Wood (2022) showed that an organization with a security culture and a quality 

incident response plan may be better prepared to recover from cyber-attacks. 

The proactive cybersecurity section of the literature explains the advantages of preventative measures 

against cyberattacks. With a multifaceted approach including predictive technologies, awareness 

campaigns, and bolstering organizational resilience, areas like Sulu can better insulate themselves from 

the impact of hacking. Such measures not only mitigate the risks linked to cybercrime but also improve 

the ability to bounce back if ever attacked. 

This literature review presents a comprehensive examination of the contexts, concepts, and strategies 

associated with the socioeconomic impact of hacking and proactive cybersecurity. It highlights the rising 

risk of cyberattacks, especially in digitally developing areas, and the need for effective strategies to avert 

and minimize these effects. This review synthesizes insights from both recent studies on the 

socioeconomic impacts of hacking and research on the efficacy of cybersecurity interventions and, in 

doing so, provides a helpful basis for the study while bolstering a wider understanding of the social 

implications of hacking amongst communities and organizations and the need for resilience to cope with 

ongoing cyber threats. 

 

Research Design 

Working with a phenomenological research design, this study uses phenomenology to form a framework 

in which to study and understand the lived experiences of the people and communities whose lives are 

impacted by hacking. Phenomenology is an appropriate approach for this research because it focuses on 

capturing the essences of an individual participant's experience and their own interpretation of the 

socioeconomic consequences of cyberattacks. Phenomenology gives voice to the meaning-making process 

of those who have either been exposed to or are impacted by cybercrimes, which includes the reactions, 

the way people cope, and the understanding of hacking in their lives. This approach is appropriate for the 

study's goal of analyzing how individuals in digitally-maturing areas experience the challenges resulting 

from cybersecurity attacks and how they overcome the repercussions of these attacks. 

The reason for choosing phenomenology to approach the exploration is that this method allows for the 

exploration of the nuances of human experience and perception concerning complex issues such as 

cybersecurity. This data-rich, descriptive methodology also enables the researcher to explore in detail their 

emotional, social, and psychological responses to the hacking incident. Creswell (2013) and van Manen 

(2016) have referenced phenomenology as a viable approach to understand what individuals experience 

during situations that impact their personal life and community, such as cybersecurity. 
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Typology of Research 

On the other hand, as for the objective dimension, this investigation is of exploratory nature. Through this 

call for papers, we seek to better understand how hacking affects communities, especially in digitally 

emerging regions, and assess the potential of proactive cybersecurity. The study aims to provide empirical 

insights into the real-world consequences of cyberattacks by emphasizing participants' lived experiences, 

which can guide future policies, strategies, and interventions to mitigate these risks. 

In terms of the time dimension, this study is cross-sectional. It will be a snapshot of the current (or most 

recent) experience of people and communities affected by hacking. This cross-sectional perspective gives 

us a better understanding of participants' perceptions and challenges as they currently navigate their lives. 

This is critically important considering the environmental evolution of cyber ordering moving from faster 

and need to solve them in a timely manner. 

This research is a philosophical approach with an exploratory objective and a cross-sectional time 

dimension to provide a comprehensive understanding of the socioeconomic factors of hacking. The design 

is well-suited for an in-depth investigation of the lived experiences of persons and communities, which is 

important to develop more efficient cybersecurity interventions moving forward. 

 

The Role of Researcher 

In this study, the role of the researcher is twofold as both a data collector and an interpreter. In this 

approach, the researcher is considered an instrument of data collection to compile and analyze qualitative 

data and then interpret that data while ensuring the results are valid, credible, and grounded in the lived 

experience of the participants. 

In the role of data collector, the researcher was tasked with designing and conducting the data preparation 

process, conducting interviews and focus group discussions while also ensuring that everyone was given 

ample opportunity to share their experiences around hacking and its socioeconomic impacts. The 

researcher used a semi-structured interview method, which enabled flexibility in responses while also 

facilitating the exploration of key themes related to the research questions in detail. A safe and secure 

atmosphere enabled participants to talk freely about their experiences without fear of criticism or payback 

(Krishnan 2023). 

The researcher acted as an interpreter and analyzed the qualitative data with the approach of thematic 

analysis. The research found key themes and patterns in the responses that were grounded in the 

participants' own words and experiences. It was then up to the researcher to remain objective throughout 

the stages of interpretation, thus preventing any personal bias from impacting the findings. In qualitative 

research, this interpretative process is important in ensuring that data captures accurately the perspectives 

of participants and the wider social and economic contexts of hacking and what hacking represents. 

It is the role of the researcher to uphold the credibility and trustworthiness of the study. To ensure rigor 

and credibility of the findings, several strategies were employed. These strategies include: 

1. Collecting data from multiple sources (interviews, focus groups, and documents), the researcher 

compared findings to check consistency among different types of data. 

2. Participant engagement in validating interpretations and conclusions was undertaken to confirm that 

findings accurately reflected participant experience. 

3. The researcher kept a reflective journal during the research process to highlight and reflect on any 

personal biases that may influence the data collection or interpretation. 
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4. The researcher conferred with peers or colleagues to examine the data and interpretations, ensuring 

that the findings were not unduly influenced by individual bias or assumptions. 

These strategies increase the trustworthiness of the study, bolstering the credibility of the research result. 

Additionally, by being directly involved in data collection and interpretation, the researcher develops an 

intimate awareness of the participants' experiences, which enhances the study's validity. Contrary to others 

(Doyle et al., 2019), this study recognizes that the interpretation of the data and analysis greatly relies on 

the researcher's particular approach — which in this case is being managed in a nuanced, transparent, 

reflective approach. 

 

Research Participants 

The study population is the individuals and representatives of the communities of the digitally emerging 

regions, especially those affected directly or indirectly by cybercrimes, especially hacking. Since the target 

participants will consist of residents, small business owners, and local government representatives from 

areas like Sulu, where digital infrastructure and cybersecurity awareness are still emerging, this 

demographic is critical for understanding how cyberattacks shape the socioeconomic environment in 

developing digital contexts. Participants for this series will be selected based on their capacity to share 

insight on the state of the challenge communities vulnerable to hacking. 

 

Inclusion Criteria 

Candidates are chosen according to these requirements: 

• Population: Adults 18 years and older. 

• Cybercrime Survivors: People who have personally been subject to cyberattacks (such as hacking, data 

breaches, or identity theft) or who work for communities that have experienced large-scale hacks. 

• Participants' Geographic Area: Residents and/or business owners of the study's geographic area, 

especially in digitally emerging areas such as Sulu. 

• Willingness to Participate: Participants should be willing to participate in interviews or focus group 

discussions and provide informed consent. 

 

Exclusion Criteria 

• Those living outside of the target geographical area, or not affected by cybercrime, will not participate 

• You will not be included if you are less than 18 years old; we cannot ethically research minors. 

• Participants who refuse to give informed consent, or drop out of the study before completion, will be 

removed from the study. 

 

Withdrawal Criteria   

Participants are free to withdraw from the study at any time without penalty. In the event a participant 

decides to withdraw their data, all data will be removed from the analysis unless otherwise agreed upon 

by the participant. This is to guarantee that the participants and their autonomy and rights would be 

respected during the study. 

 

Selection Process and Number of Participants 

• 20-30 Participants: This is an appropriate sample size for qualitative research grounded in 

phenomenological methods (Creswell, 2013). Participants will be chosen from the local residents, 
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business owners, and the government—people with first-hand experience of how cyberattacks affect 

lives and businesses. The qualitative nature of the study advocates for a smaller, clustered sample as 

it enables a closer look at the individual and communal experiences. 

 

Selection Process 

Participants will be recruited by utilizing both purposive sampling and a snowball sampling method. A 

purposive sampling approach will be taken to deliberately target individuals who have been impacted by 

hacking and can provide rich, thick descriptions. At the beginning of the study, a significant amount of 

qualitative research is conducted and, within that, qualitative interviews and semi-structured interviews; 

it is used when information is needed from the people who meet certain criteria (Patton, 2015). After an 

initial group has been identified, participants will be asked to contact others who meet inclusion 

requirements (known as **snowball sampling**). This approach is especially beneficial for reaching 

underserved or vulnerable populations, including those in digitally developing countries. 

 

Sampling Technique and Rationale 

Participants will be selected using a purposive sampling approach, focusing on individuals with first-hand 

knowledge of hacking events. Purposive sampling is especially applicable in qualitative research where 

the objective is to achieve much depth in a specific phenomenon, in this case, the socioeconomic 

implications of hacking. Patton (2015) describes purposive sampling as a means to allow the researcher 

to select the participants that offer the best and most relevant in-depth views available from the data 

collection. 

This is supplemented with snowball sampling to reach a wider range of people, especially with local 

people who are very difficult to find using other methods. Snowball sampling is an effective sampling 

technique where participants are related to each other particularly within small circles or communities 

(Noy, 2008). The technique maximizes the chance of reaching those who most likely know the effects of 

cybercrime on their own lives. 

In qualitative studies, purposive and snowball sampling methods have been widely used to study specific 

groups or communities, particularly when participants' experiences are essential to understanding the 

phenomenon of interest. Researchers avail themselves of purposive sampling as an important technique 

by which researchers select subjects or participants who have knowledge that can help in answering the 

research question (Creswell 2013). Also, as noted by Noy (2008), snowball sampling is a powerful method 

for researching hidden or underground populations where conventional access may be poor. 

Overall, the purposive and snowball sampling methods will guarantee that the research captures the views 

of those most impacted by cyberattacks, enabling in-depth exploration of the socioeconomic effects of 

hacking, as well as the efficacy of proactive cybersecurity interventions in digitally emerging regions. 

 

Data Collection 

The data collection procedure for this research was designed and carried out according to ethical principles 

and maintaining the rigor of the study. Obtaining formal approval from relevant authorities such as local 

government units and community leaders in Sulu to undertake the study was the first step in the journey. 

This was crucial to guarantee that the research was consistent with local beliefs and that participants would 

be comfortable and supported while sharing their experiences. The study was described in a letter of 
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request to the managers outlining the study’s objectives, purpose, and ethical issues, including 

confidentiality and voluntary participation. 

Once approved, the researcher then followed up with potential participants. First, we used purposive 

sampling to reach individuals with direct experiences of hacking and its socioeconomic effects. Then I 

contacted these people via local community leaders, online forums, and business networks. Following the 

identification of the first few participants, a snowball sampling technique was employed in order to extend 

the participant base. Before participating, each participant was informed of the purpose of the study, the 

right to confidentiality, and the right to withdraw at any time without penalty. All participants provided 

informed consent before any data collection was conducted. 

The main types of data collection were in-depth interviews and focus group discussions (FGDs), which 

are both qualitative approaches that enable an in-depth investigation of personal experiences and shared 

collective experiences. The in-depth interviews were conducted individually, each of which was 

approximately 30 to 45 minutes long. The interviews were semi-structured, with open-ended questions 

aimed at drawing out the stories and insights of each participant. The interviews were centered around the 

participants' lived experiences of being hacked, as well as the effects that it was having on their personal 

lives and businesses, as well as their opinions on the effectiveness of current cybersecurity measures. 

Alongside the in-depth interviews, focus group discussions within the community members and local 

businesses were also conducted to obtain group insights. Conducting group discussions such as FGDs 

provides opportunities for participants to engage with one another, share similar experiences, and discover 

shared problems they face that are a result of hacking. I am grateful for the FGDs approach due to their 

group dynamics, allowing participants to explore their thoughts together, shedding light on the wider 

social and economic context of cyberattacks. There were 5 to 8 participants per group, and each focus 

group discussion lasted about one hour. The researcher moderated the FGDs and stimulated the flow of 

thoughts where everyone would have a say. 

Two months of data was collected from October to November 2024. Such a period provided sufficient 

time for both the researcher to link up with participants and the participants themselves to provide depth 

and richness of data and to sort out any emerging themes or concerns. Interviews and FGDs were 

conducted, which were audio-recorded after obtaining participants' consent. The researcher prepared notes 

capturing non-verbal cues and contextual details in the sessions that were important for the analysis. 

After all the interviews and focus groups were organized and run, the next step was **data transcription**. 

The audio was transcribed verbatim to capture every word and nuance in the conversations. Transcriptions 

were done thoroughly and included pauses, laughs, and emotional tonality, all to keep the participants' 

experience intact. Then, the data were organized and coded after transcription, and key themes emerged 

from the content. Transcription served a dual purpose of furthering member checking, whereby 

participants were given transcripts to allow them to verify the accuracy of their responses and 

interpretation of those responses. 

During the data-collection process, the researcher ensured a close contact with the participants. The step 

of building rapport and approaching this sensitive topic of hacking and its impacts on individuals is crucial 

to the discussion experience as it needs commitment from the participants. The researcher paid attention 

to participants' emotional states, offering support when necessary, and worked to make sure that the 

interviews and focus groups occurred in safe and respectful conditions. 

This comprehensive and sensitive methodology behind data collection resulted in the study obtaining rich 

and reliable information about the lived experiences of individuals impacted by hacking and its downstre- 
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am economic effects. 

 

Data Analysis 

For this study, the thematic analysis approach was used, a well-established qualitative research process 

for identifying, analyzing, and reporting patterns (themes) within data. The researcher was able to interpret 

and understand the rich and detailed responses from the participants and to identify the significance and 

relevance of the transcripts in relation to the research questions. Final interpretation: Thematic analysis 

enables the researcher to explore and identify participants' lived experiences with hacking and the 

socioeconomic implications of this phenomenon as key themes appropriate to the objectives of the study, 

making it particularly useful for this research. 

Phases of Data Analysis 

The first step of data analysis was listening to the recordings of the interviews and focus group discussions, 

followed by verbatim transcription of the audio recordings. The transcripts were read and re-read multiple 

times to understand the participants' responses in-depth so that no detail was missed. Getting to know the 

data in its full effects helps generate preliminary ideas and impressions. 

Having some familiarity with the data, the next stage was to create initial codes. The transcripts were first 

scanned for important words, phrases, and statements that were relevant to the research questions. The 

codes were derived from patterns that were repeated, significant terms, and phrases that reflected the 

experience of the participants with hacking and its impact. Coding was done manually initially with the 

use of highlighters and margin notes, and key themes were highlighted and organized by group for further 

analysis. This first part was pivotal in splitting down the data into smaller, manageable chunks. 

Following codes, the second step involved collating these codes into potential themes. Codes were then 

grouped into broader categories that captured similar ideas related to the research questions. For example, 

the codes on economic loss, psychological stress, and digital literacy were subsumed under broader themes 

of “Economic Impact of Hacking” and “Psychosocial Consequences.” Grouping the codes thematically 

was an important first step to synthesizing the data into cohesive themes that captured the most significant 

aspects of the participants’ experiences. 

After the initial themes were determined, the next step was to check for and refine the themes, ensuring 

that they are relevant and clear. This entailed returning to the data to verify that the themes were 

representative of the data, and no rich aspects of the participants’ accounts were overlooked. I maintained 

themes that were distinct and not overlapping. For instance, themes related to financial loss and business 

disruption were initially cataloged separately but combined into a single broader theme: “Economic 

Vulnerability.” Themes were subsequently revised according to their relationship with the research 

questions to enhance their congruency to the participants' experiences and relevance for the study's 

purpose. 

With themes set to go, I then set upon defining and naming the themes so you can convey the meaning of 

the theme and its importance to the study. Descriptive names that summarized their content and relevance 

were assigned to each of these themes. For instance, one theme related to participants' feelings of 

helplessness in the face of hacking was called “Psychological Toll of Hacking,” and another related to the 

strategies participants used to protect themselves was labeled “Coping Mechanisms and Digital Resilience.” 

This was then expanded upon into detailed explanations with direct verbatim excerpts from the transcripts 

to tell the narrative representation of the participant experience. 

During theme identification and refinement, the analysis was seamlessly connected to research questions  
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of the study. For instance, one of the research questions aimed to explore the challenges encountered by 

those affected by hacking. The theme “Economic Vulnerability” responded to this question directly, 

including the financially devastating impact of cyberattacks on participants’ businesses and livelihoods. 

A second aspect I researched concerned the coping mechanisms that participants employed in their 

responses, and the theme “Coping Mechanisms and Digital Resilience” conveyed ways individuals and 

communities coped with and managed the effects of hacking. 

Finally, a synthesis of the results was performed. The common themes were then pulled together in a 

summary interpretation of the data, with references to the various themes and an explanatory commentary 

on how this addressed the research questions. For example, the interaction between economic loss and 

psychological distress was examined, showing that many participants endured both financial hardship and 

psychological trauma post-cyberattack. All these results combined reinforced the knowledge on cracking 

influence on the economy and society in terms of personal, social, and economic consequences. 

 

Procedures Leading to the Formulation of Themes or Central Ideas 

The process was consistent as it followed systematic procedures to ensure the validity and reliability of 

the themes: 

1. This process is iterative, and the initial codes were reviewed and refined through the analysis. This 

allowed for each theme to be completed and truly reflect the data. 

2. Participants were able to review the findings, providing feedback on whether the themes and 

interpretations accurately represented their experiences. The member checking process enhanced the 

credibility of the findings. 

3. Colleagues or peers familiar with qualitative research methods reviewed the themes and analysis to 

clarify potential biases or refine the themes. 

By taking this systematic approach to analyzing the data, the researcher was able to extract rich insights 

and ensure that the final number of themes that were produced from the data were closely aligned to those 

experiences directly reported by the participants, and ultimately, with the research questions. 

 

Trustworthiness of the Study 

The credibility, dependability, confirmability, and transferability of qualitative research findings and study 

conclusions are achieved through the process of ensuring the trustworthiness of the study. These criteria 

are often thought to be the qualitative equivalents of the more traditional conceptions of validity and 

reliability. This part details how we confirmed the study's trustworthiness, meaning that the findings are 

credible, dependable, confirmable, and transferable. 

Credibility means the belief in the truth of the findings and the degree to which the study accurately 

portrays the views and experiences of the participants. This study adopted several strategies to ensure 

credibility: 

1. Data triangulation (Hussein, 2009) was achieved by recruiting data from multiple sources (in-depth 

interviews and focus group discussions) to provide a more comprehensive understanding of the 

participants' hacking experiences. This strategy aided by verifying the findings, enhancing the richness 

and validity of the data. 

2. Member Checking, This is a way of participant feedback after the analysis of data, as they were given 

the opportunity to review the preliminary findings and themes in order to confirm their opinions and 

experiences were represented correctly. Participants were engaged in a member checking process in 
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which they were able to debate, correct, or support the perceived understanding from the point of the 

researcher. 

3. Informed Socialization, Spending extended periods of time embedding with each community, building 

trust and rapport with members, proved to pay off, especially when discussing sensitive issues such as 

piracy and its ripple effects. Sustained immersion also facilitated a richer appreciation of context and 

more subtle insights from participants. 

Dependability reflects the stability of data over time and conditions. The strategies that were applied to 

enhance dependability in this study include: 

1. An exhaustive audit trail during the research process was kept to ensure transparency in the decisions 

made, the procedures followed, and the evolution of the study from data collection through to analysis. 

The audit trail was made available for peer review to allow replication or follow-up by other 

researchers with similar objectives. 

2. The study presented thick description, providing rich, detailed descriptions of the participants’ 

experiences, and offering future researchers an understanding of the participants and procedures used 

in the study. Thick description improves the reliability of the study because it allows for transparency 

and replication so that others can confirm or dispute findings. 

3. The researcher conducted iterative discussions with peers knowledgeable about qualitative research 

methods. These peer debriefings acted as a type of outside validation; they permitted the examination 

of potential biases or inconsistencies within the study and also allowed for refining the process of data 

analysis. 

Confirmability is the degree to which the results of the study can be explored by others, and if the results 

are shaped from the voice of the participants rather than researcher biases. To improve confirmability, the 

following procedures were followed: 

1. A reflexive journal was kept by the researcher across the study process to engender a transparent 

tracking of biases, assumptions, and feelings. Reflexivity is necessary to ensure that the findings are 

not deluded by the researcher's values and that the resulting findings are reflective of the participants’ 

experiences. 

2. Member Checking, Participants were provided the opportunity to validate the findings as discussed 

previously. By returning the transcripts and analysis to the participants, they would be able to confirm 

whether the findings were true to their experience and would be able to provide additional insights or 

corrections. 

3. Detailed documentation of data collection, analysis, and interpretation was present. Without this 

documentation, it would not be possible to understand the thinking processes behind the conclusions 

drawn from the data, which would undermine the validation of the findings as based on the input from 

the participants rather than the interpreter's reasoning only. 

Transferability assesses how the study's findings can apply in other situations, locations, or populations. 

Although qualitative studies are not usually designed for generalization, the following strategies were 

implemented to increase transferability: 

1. Thick Description, substantiates the study by offering rich descriptions of the context, participants, 

and research process, enabling other researchers to gauge the transferability of the findings to other 

contexts or populations. Giving this kind of detail lets readers assess if these findings are generalizable 

to other communities, such as communities in similarly digital emergent areas. 
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2. Situating Findings in Context, Rather than making claims of universality (i.e., the finding would be 

the same for other groups), the researcher provided a rich description of the socioeconomic and cultural 

context surrounding the participants. This allows future researchers working in different health care 

delivery systems to understand the unique features of the study setting and consider how they may 

affect the generalizability of the results. 

3. Well-Defined Research Design , The research design, methodology, and the process of participant 

selection were well-defined, which allows for other researchers to replicate the study in various 

environments or with different cohorts of people. This further enhances transferability by making the 

procedural aspects of the study transparent and adaptable. 

Through the application of trustworthiness criteria: credibility, dependability, confirmability, and 

transferability, such high-level trustworthiness is reached in this study (Shenton, 2004; Thomas, 2006). 

The researcher's dedication to upholding rigorous, transparent, and ethical research practices enhances the 

credibility and dependability of the findings, allowing the study to deliver valuable insights on the 

socioeconomic implications of hacking and the need for proactive cybersecurity measures. 

 

Ethical considerations 

The study followed strict ethical standards to protect, respect, and uphold the dignity of all participants. 

The principles specified by the Ethics Review Committee, as well as a broader collection of ethical norms 

for qualitative research, guided compliance with research ethics. 

Potential participants received detailed information about the study, including, but not limited to, the 

purpose, procedures, potential risks, and benefits of participation. All participants signed an informed 

consent form before the start of the study. The informed consent form specified the voluntary nature of 

participation, the ability to opt-out at any moment without any penalty, and confidentiality and anonymity 

assurances. 

Pseudonyms were given to all participants in the study, eliminating any identifying information from the 

transcripts and the final report to protect their identities. The audio and transcripts were stored in password-

protected files that only the researcher had access to. Participants' confidentiality was maintained 

throughout the research process. 

Due to the sensitivity of hacking discussions and related impacts, efforts were made to mitigate 

psychological distress in participants. Interviews were carried out in a confidential and comfortable setting, 

and participants were made aware they could skip any questions or withdraw themselves from the 

interview if they wished. Details of the support resources were also identified and shared with participants 

who may need further support. 

The study was completely voluntary. Participants were made aware of their right to withdraw from the 

study and to refuse participation at any point with no loss of benefits. This helped to ensure their 

participation was an informed, free choice. 

The study did not require a formal ethics review process; however, the study was approved by the 

appropriate Ethics Review Committee. Ethical approval was obtained for this study 

(ACCOUNT078084), and compliance with ethical standards and principles was confirmed, including that 

participants’ rights and well-being were protected. What you are made of, if you will—virtue, ethics, and 

morals 

The researcher was open and truthful throughout the entire research process. Participants were informed 

about the objectives of the study, the procedures, and the use of the findings. There were no deceptive  
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practices, and the questions or concerns of participants were met in an immediate and thorough manner. 

Data will be kept for 10 years in accordance with the Ethics Review Committee guidelines, after which 

it will be securely destroyed. This prevents sensitive information from being misused or exposed once 

the study has ended. 

Recognizing the cultural context of the study, we were particularly careful to respect the participants' 

cultural values, beliefs, and practices. They used appropriate discernment in creating questions as well as 

interpreting responses. 

 

CHAPTER 3 

RESULTS 

The results of the study are reported in this chapter based on the extensive analysis of qualitative data 

obtained through in-depth interviews and focus group discussions with the participants. The findings have 

been structured around the research questions and thematic categories that emerged during the data 

analysis process. The results are captured in each section, which encapsulates an overall discussion of the 

participants' insights, experiences, and perspectives regarding the socioeconomic impacts of hacking and 

the need for proactive cybersecurity measures. These themes and sub-themes are expanded with 

supporting narratives to maintain an accurate representation of the voices of participants. 

This chapter will summarize the findings and provide a basis for the following discussion and 

recommendations in the next chapters. 

 

Research Question 1: What are the lived experiences of individuals affected by hacking? 

Emergent Themes 

 

Table 1 Lived Experiences of Individuals Affected by Hacking 

Core Idea/Essential 

Theme 

Significant Statement 

Emotional Impact The fear of losing more than just my savings kept me awake at night. 

Financial Loss It was devastating to see my account wiped out with no warning or chance 

to stop it 

Distrust in Technology Ever since the hacking, I can’t even trust the simplest online transaction. 

Disruption of Daily Life Resolving the issue took so much time; it disrupted my work and personal 

life 

Selected Narratives: 

“I felt violated, like someone had invaded my private space and taken something precious from me.” 

(Participant 3, Interview 1) 

“It’s frustrating because I always thought my passwords were secure enough, but apparently, they 

weren’t.” 

(Participant 7, Interview 2) 
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Research Question 2: How do affected individuals cope with the consequences of hacking? 

Emergent Themes 

Table 2 Coping Mechanisms of Individuals Affected by Hacking 

Core Idea/Essential 

Theme 

Significant Statement 

Seeking Support My family became my emotional support during this difficult time 

Increased Awareness Now, I use stronger passwords and enable two-factor authentication. 

Reporting Incidents Filing a report with the authorities gave me a sense of control over the 

situation.. 

Psychological Adaptation At some point, I just had to accept what happened and move forward 

Selected Narratives: 

“I realized how little I knew about cybersecurity, so I started learning more about how to protect myself 

online.” 

(Participant 5, Interview 3) 

“Talking to others who’ve been through the same thing helped me process my feelings.” 

(Participant 9, Interview 2) 

 

Research Question 3: What lessons and insights have individuals learned from their experiences 

with hacking? 

Emergent Themes 

Table 3 Lessons and Insights from Experiences with Hacking 

Core Idea/Essential 

Theme 

Significant Statement 

Importance of Vigilance Being more cautious about online activity is something I’ve learned the 

hard way. 

Role of Education People should be taught basic cybersecurity measures as early as 

possible. 

Call for Proactive Measures t’s clear that companies and governments need to do more to prevent 

cyberattacks 

Advocacy for Policy 

Changes 

Stricter laws against cybercrimes are essential to protect people from 

hackers. 

Selected Narratives: 

“I’ve started advocating for my workplace to conduct cybersecurity workshops for employees.” 

(Participant 12, Interview 4) 

“This experience taught me that cybersecurity is not just an individual responsibility but a collective one.” 

(Participant 8, Interview 1) 

The findings from the three tables will be discussed more broadly in the discussion part. This will allow 

me to analyze the participants’ experiences and solutions and compare them with the existing literature 

and theoretical frameworks. 
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CHAPTER 4 

DISCUSSION 

This chapter discusses the findings in relation to the themes identified through data analysis. Discussion 

of the results with relation to the research objectives and grounded in the literature/the theoretical frame. 

The conversation runs along research question lines, allowing each theme to shed light on its relevance, 

fit, or confrontation with previous work. 

Res Q1: What is the lived experience of being hacked/being the hacker? 

Theme: Emotion 

The experience of being hacked had a huge emotional impact on participants, whose stories were largely 

characterized by fear, anxiety, and helplessness. The uncertainty as to whether their personal information 

was compromised instilled long-lasting feelings of vulnerability. As one respondent put it, “It’s not about 

the money — it’s about the feeling that someone invaded my privacy.” Memes like this echo the 

psychosocial heavy-lifting cyberattacks require from their victims. 

These results are consistent with research conducted by Ponemon Institute (2023), which discussed the 

emotional impact of experiencing a breach, noting that victims report stress levels similar to major life 

events. Similarly, Jurgens et al. (2021) found that people also suffered long-term psychological effects 

from hacking, with anxiety levels remaining heightened despite the immediate problem being resolved. 

Theme: Loss of Money 

In both cases, participants told me, the effects on their finances were devastating: Accounts were emptied 

or fraudulent purchases drained their resources. These losses frequently destabilized their finances and 

took considerable work to fix. “I had to borrow money to get by because all my savings were gone,” one 

participant said. 

This theme supports the findings of Anderson and Moore (2022), which found that cybercrime victims 

often experience financial devastation that exacerbates pre-existing vulnerabilities. However, it is at odds 

with the work of Smith et al. (2021), which pointed out that forward-looking financial institutions could 

reduce these losses via rapid response systems. 

RQ2: How do those affected cope with the consequences of a hack? 

Theme: Brainstorming and Finding Support 

Participants sought emotional and practical support from family, friends, and community networks. As a 

participant noted, “Having someone to talk to who could understand made the experience bearable.” This 

reflects the critical role of social ties in dealing with the consequences of cybercrime. 

This is consistent with Lazarus and Folkman’s (1984) model of stress and coping, which identifies social 

support seeking as an important means of coping with stress. Studies by Rodriguez et al. (2022) also show 

that people with good social networks recover better from cyberattacks. 

Theme: Heightened Sensitivity 

The trauma of hacking acted as a driver in inspiring participants to improve their cybersecurity behavior. 

Many said they were taking steps like adopting two-factor authentication and more secure passwords. “I 

found that I really need to be more proactive on my online security.” 

This theme resonates with perceptions expressed by Singer and Friedman (2023), who write that when 

people personally experience cybercrime, they are often much more vigilant and advocate for education 

on cybersecurity. It is also in keeping with Nissenbaum’s (2020) strong promotion of greater digital 

literacy to protect individuals from technological threats. 
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Research Question 3: What lessons and insights have individuals learned from their experiences with 

hacking? 

Theme: Always Keep Your Eye Out 

“Participants emphasized that staying vigilant online must be done all the time.” As one said, “This 

experience taught me to double-check everything before clicking.” These insights reveal the transfrmation 

and lessons learned from their life circumstances. 

This finding is further corroborated by Dinev et al. (2022), which highlighted the transformative nature of 

adverse cyber events in shaping individuals’ security practices. But it starkly contradicts the findings of 

Rakowski et al. (2021), who argued that individual vigilance is not sufficient to succeed without support 

from an organization. 

Theme: Agitation for Policy Changes 

Participants widely called for stricter cybercrime regulations and policies. One wrote, “Governments need 

to do more to protect us from hackers.” The collaboration points to an increasing recognition of systemic 

vulnerabilities and the necessity of joint solutions. 

This is consistent with Westby's (2023) conclusion that strong legislative frameworks are needed for 

effective cybersecurity. It further echoes the position of Schneier (2020), who noticed that cyberattacks 

require that technical, legal, and social measures should be integrated to counter them effectively. 

The conversation highlights the diverse effects of hacking, from emotional and financial battles 

experienced by individuals to larger-scale ramifications affecting society as a whole. These insights not 

only reaffirm prior research but also underscore areas where future studies can fill gaps—especially 

regarding collective efforts in cybersecurity. If applicable, the thematic map of the study briefly visualizes 

these participants and their experiences, as well as the context in the form of cybercrime. 

 

Implication for Practice 

The results of this study on the socioeconomic impact of hacking and the need for proactive cybersecurity 

measures have far-reaching implications in several fields and disciplines. These implications have 

relevance across practice, standards, and policy, with the broader aim to improve resilience and reduce the 

impact of cyberattacks. 

The study highlights the need for individuals to implement strong personal cybersecurity, including the 

effective use of strong passwords, the adoption of two-factor authentication, and the need to comply with 

cyber hygiene in what they do online. Hence, organizations, especially those that manage sensitive data, 

must prioritize continued cybersecurity-related training for their employees, as well as their clients, not 

just to reduce vulnerabilities but also to foster a culture of shared responsibility in safeguarding digital 

assets. 

The study shows a continued need to update and bolster cybersecurity standards for both public and private 

sectors. These measures may include advanced encryption technologies, regular security audits, and 

compliance with internationally recognized cybersecurity frameworks like ISO/IEC 27001. Implementing 

organizational practices in accordance with these standards will help institutions protect data and minimize 

susceptibility to breaches. 

On the policy level, the results highlight the need for comprehensive cybersecurity legislation that includes, 

among other things, tougher penalties for cybercriminals, mandatory reporting of data breaches, and 

government support for public education campaigns about safe online behavior. When it comes to 

cybercrime, there is no denying the global aspect of this issue, which is why efforts must be collaborative 
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through support from governments, private organizations, and international bodies to create effective 

frameworks. 

This work also emphasizes the importance of cybersecurity education in schools, thereby preparing the 

next generation for an increasingly digital environment. The impact of the findings from this research 

extends beyond academia, addressing the gaps in practice and standards, contributing to the development 

of a safer, more resilient digital ecosystem for individuals, organizations, and society. 

 

Implications for Future Research 

The results of this study provide a foundation for future investigations into the socioeconomic impact of 

hacking and the importance of proactive cybersecurity measures. Several avenues for further research are 

suggested:   

Future research can employ mixed-methods designs to complement qualitative insights with quantitative 

data, offering a more comprehensive understanding of the issue. For instance, quantitative studies could 

measure the economic impact of hacking on different sectors, while qualitative methods could delve 

deeper into individual coping strategies and their psychological effects.   

Expanding the demographic scope of participants would enrich future studies. Researchers might explore 

how hacking impacts specific groups, such as small business owners, educators, healthcare professionals, 

or marginalized communities, to uncover unique challenges and tailored solutions. Including global 

participants could also reveal cross-cultural differences in the perception and management of 

cybersecurity threats.   

Advancements in data collection tools, such as digital ethnography or sentiment analysis on social media, 

could provide fresh insights into public perceptions and real-time responses to hacking incidents. 

Longitudinal studies could also track changes in cybersecurity behavior and policies over time, offering a 

dynamic perspective on the issue.   

Future research should investigate the impact of emerging trends such as artificial intelligence in hacking 

tactics, blockchain-based security solutions, and the role of decentralized networks in preventing 

cyberattacks. These investigations could provide actionable insights to shape the next generation of 

cybersecurity strategies.   

The results of this study offer a springboard for interdisciplinary collaborations and innovative 

methodologies, ensuring that future research continues to address the evolving nature of cybersecurity 

challenges and their far-reaching implications. 

 

Concluding Remarks 

We have been on a journey of discovery, conducting this research on the socioeconomic impact of hacking 

and the need for proactive cybersecurity measures. I learned about the deep emotional, financial, and 

societal toll that cyberattacks can have through the stories and journeys of the participants. Cybersecurity 

is not just a technical problem but a human-centric challenge that demands common awareness, resilience, 

and teamwork — and it is becoming well known. 

Through this research, the need for proactive measures to mitigate the impacts of hacking became all too 

clear, as did the necessity of a well-informed public, policy changes, and the involvement of communities. 

The study made me recognize the tremendous force that knowledge-sharing and advocating for a secure 

search-results environment can have in terms of safety. The knowledge acquired has fueled the passion 

within me to seek more avenues to develop this ever-growing field and advocate for a safer and healthier  
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world moving forward. 
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