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Abstract 

This study explores the psychological impact of fake reviews on consumer trust, decision-making, and 

emotional responses in e-commerce. As online reviews play a crucial role in shaping purchasing behavior, 

the rise of deceptive feedback has led to concerns about misinformation and market distortion. Through 

quantitative analysis using an online survey, this research examines how consumers perceive and react to 

fake reviews, highlighting their influence on shopping behavior and platform credibility. The findings 

emphasize the need for advanced detection systems, consumer awareness initiatives, and stricter 

regulations to maintain transparency and trust in digital marketplaces. 

 

INTRODUCTION 

The rise of online shopping has revolutionized the retail industry, providing consumers with unparalleled 

access to a vast range of products and services. In this digital landscape, consumer reviews have become 

one of the most influential factors guiding purchasing decisions. Product reviews, particularly those from 

other customers, offer a sense of trustworthiness and authenticity, helping potential buyers gauge the 

quality of a product or service. However, as the power of reviews has grown, so too has the prevalence of 

deceptive practices, with fake or misleading reviews becoming a growing concern. The psychological 

impact of fake reviews and how consumers perceive and react to such deceptive feedback is a critical area 

of research, as it directly influences purchasing behavior and online shopping experiences. 

 

The Growing Influence of Online Reviews: 

Online reviews are often considered a form of social proof, which is a psychological phenomenon where 

people look to others' behaviors and actions to guide their own. Research has shown that consumers 

increasingly rely on product reviews as a primary source of information when making purchasing 

decisions. A survey by Bright Local found that 91% of consumers read online reviews before making a 

purchase, and 84% trust online reviews as much as personal recommendations. This shift in consumer 

behavior has led businesses to recognize the power of reviews, with many incorporating customer 

feedback as a central part of their marketing strategies. With this rising reliance on reviews, the power of 

fake reviews has also surged. Fake reviews are often posted by businesses or individuals with the intent 

of promoting or damaging a product or company. These reviews may be fabricated by paid reviewers, 

competitors, or even automated bots designed to deceive potential buyers into making decisions based on 

inaccurate or exaggerated feedback. Fake reviews can take many forms, including overly positive reviews 

for a low-quality product or unfairly negative reviews for a competitor’s product. As a result, the integrity 

https://www.ijfmr.com/


 

International Journal for Multidisciplinary Research (IJFMR) 
 

E-ISSN: 2582-2160   ●   Website: www.ijfmr.com       ●   Email: editor@ijfmr.com 

 

IJFMR250137031 Volume 7, Issue 1, January-February 2025 2 

 

of online reviews has been questioned, leaving consumers in a difficult position, to discern what is true 

and what is misleading. 

 

The Psychological Impact of Fake Reviews: 

The psychological impact of fake reviews on consumers is profound, as deceptive feedback influences 

how consumers perceive a product or service and how they react to it. Cognitive biases, such as the halo 

effect, play a significant role in how consumers interpret reviews. For example, if a product has several 

glowing reviews, the halo effect may cause consumers to assume the product is of high quality across the 

board, even if only a handful of reviews are fabricated. Similarly, the bandwagon effect may lead 

individuals to adopt the opinions of others without critically evaluating the information. Fake reviews can 

exploit these biases, leading to skewed perceptions of a product’s quality and value. 

When consumers encounter deceptive feedback, their reactions can vary depending on their level of 

awareness and susceptibility to manipulation. Trust is a cornerstone of consumer behavior, and 

encountering fake reviews can erode that trust in both the product and the platform. Consumers who realize 

they have been misled may experience feelings of betrayal or frustration, which can negatively impact 

their future shopping behavior. In some cases, they may avoid certain platforms altogether or become more 

cautious, scrutinizing reviews with greater skepticism. Furthermore, the psychological toll extends beyond 

just the individual consumer. As fake reviews continue to proliferate, there is growing concern about 

market distortions, where businesses with better marketing budgets or unethical competitors can 

manipulate consumer perceptions unfairly. This undermines the overall integrity of eCommerce, 

potentially skewing purchasing behavior on a much larger scale and affecting consumer confidence in 

online platforms. 

 

The Consequences of Deceptive Feedback: 

The impact of deceptive feedback extends beyond individual consumer experiences, influencing the 

broader eCommerce ecosystem. When fake reviews distort perceptions, they can lead to significant 

consequences for both consumers and businesses. For businesses, fraudulent reviews can damage their 

reputation, either by inflating expectations through fake positive feedback or by unfairly tarnishing their 

image with negative reviews. In some cases, businesses may suffer financially from lost sales or customer 

loyalty, particularly if they are unaware of fake reviews until they affect their bottom line. 

For consumers, the consequences of encountering fake reviews can result in poor purchasing decisions, 

leading to dissatisfaction with products or services that do not meet expectations. This can lead to 

increased returns, negative word-of-mouth, and lower customer satisfaction rates. Moreover, the spread 

of fake reviews can result in an overall erosion of trust in eCommerce platforms, with consumers becoming 

more cautious or skeptical of the reviews they encounter online. This creates a challenge for businesses 

that genuinely rely on authentic feedback to build trust and credibility with their audience. 

 

Addressing the Problem of Fake Reviews: 

As the awareness of fake reviews grows, so does the need for solutions to combat them. Many eCommerce 

platforms and businesses are implementing stricter verification processes to ensure the authenticity of 

reviews. Some companies have adopted machine learning and natural language processing technologies 

to detect fraudulent activity, while others are using blockchain to verify the authenticity of feedback. 

Despite these efforts, the problem of fake reviews remains pervasive, and much work remains to be done  
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in educating consumers and improving online review systems. 

This research aims to explore the psychological effects of fake reviews on consumers and their decision-

making processes. By understanding how consumers perceive and react to deceptive feedback, businesses 

and eCommerce platforms can develop better strategies for protecting consumer trust and promoting 

transparency in online reviews. Additionally, this research will provide valuable insights into consumer 

behavior, helping to shape future policies and guidelines surrounding online reviews in the digital 

marketplace. 

 

STATEMENT OF THE PROBLEM 

With the rise of online shopping, consumer reviews have become essential for decision-making in 

eCommerce. However, the prevalence of fake and deceptive reviews is undermining their reliability and 

distorting consumer perceptions. These misleading reviews can exploit psychological biases, influencing 

purchasing decisions and eroding trust in online platforms. Despite growing concern, there is limited 

research on the psychological impact of fake reviews on consumers. This study aims to explore how 

deceptive feedback affects consumer trust, decision-making, and satisfaction, providing insights to 

improve the authenticity of reviews and enhance the online shopping experience. 

 

OBJECTIVES 

1. To explore how fake reviews affect consumer trust in online platforms. 

2. To examine the impact of fraudulent reviews on consumers' purchasing decisions. 

3. To understand consumer emotional reactions to encountering fake reviews. 

4. To evaluate how consumers differentiate between real and fake reviews. 

 

RESEARCH METHODOLOGY 

Primary Data: 

An online questionnaire was utilized to acquire primary data. To collect quantifiable information on 

consumer perceptions, trust, emotional reactions, and purchasing decisions about fraudulent reviews, the 

questionnaire only includes closed-ended questions. A convenience sampling method was used to choose 

the participants, who were online buyers. 

Secondary Data: 

Academic publications, magazines, and websites were the sources of secondary data. To provide context 

and enhance the findings of the primary data, this contains research on consumer behavior, fraudulent 

reviews, and their effects on eCommerce. 

 

REVIEW OF LITERATURE 

Mishra, A., & Singh, P. (2018) The Effect of Online Reviews on Consumer Purchasing Decisions in India. 

This study looks at how online reviews are increasingly influencing Indian customers' decisions to buy. It 

shows that although reviews have a lot of power, the existence of fraudulent evaluations can seriously 

erode customer confidence in e-commerce sites. Because consumer purchasing behavior is directly 

impacted by the perceived credibility of reviews, the authors argue that e-commerce companies should 

enforce more stringent steps to validate reviews. 

Kumar, P., & Jain, V. (2017) Consumer Perception Towards Fake Reviews in Online Shopping: An 

Empirical Study. Kumar and Jain investigated how Indian customers view phony reviews. According to 
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their results, customers are growing more skeptical when assessing product reviews because of their 

increased awareness of the existence of fraudulent reviews. According to the study's findings, genuine 

evaluations are essential for gaining the trust of customers, whereas fraudulent ones can result in discontent 

and a decline in repeat business. 

Sharma, R., & Sharma, A. (2020) The Role of Trust and Consumer Emotions in E-Commerce: Impact of 

Fake Reviews. This study investigates how consumer sentiment and confidence in Indian e-commerce 

platforms are impacted by fraudulent reviews. According to the study, phony evaluations cause consumers 

to feel betrayed and frustrated, which damages their engagement with the site. Customers are less inclined 

to trust a brand or platform in the future if they believe they have been misled by fraudulent evaluations. 

Patel, R., & Mehta, A. (2019) Fake Reviews and Their Impact on Consumer Decision-Making: A Study 

of E-Commerce Platforms in India. Patel and Mehta investigate how purchase decisions in the Indian 

market are directly impacted by fraudulent reviews. According to their research, customers are frequently 

swayed by the sheer number and positivity of reviews, even though they are aware that fraudulent reviews 

could exist. The authors advise e-commerce sites to put in place more robust systems to identify fraudulent 

reviews and encourage openness. 

Shukla, R., & Gupta, S. (2021) Influence of Online Reviews on Consumer Trust in India: Addressing the 

Fake Review Dilemma. Shukla and Gupta talk about how Indian consumers' faith in internet reviews is 

being eroded by the spread of fraudulent ratings. According to their research, the growing prevalence of 

phony evaluations has made many customers wary of depending on them. In order to restore customer 

trust and guarantee openness in online markets, the report recommends stronger regulatory regulations 

and a reassessment of verification procedures. 

These reviews underscore the need for more robust techniques to confirm the legitimacy of online 

feedback by highlighting the substantial influence that fraudulent evaluations have on Indian consumers' 

trust, decisions to buy, and feelings. 

 

RESEARCH GAP 

By concentrating on the distinct behavior of customers in reaction to fraudulent reviews, the study fills 

several gaps in the text of previous studies. This study explores the long-term consequences and emotional 

responses and how customers precisely distinguish between real and fake reviews, whereas prior studies 

focused on the immediate effects of fake reviews on trust and decision-making. This further investigation 

of behavioral and emotional reactions set this study apart from others that frequently ignore these factors 

 

ANALYSIS AND INTERPRETATION 

AGE OF RESPONDENTS AND EMOTIONAL REACTION TO FAKE REVIEWS 

NULL HYPOTHESIS: There is no significant relationship between the respondents’ emotional reactions 

to fake reviews and their age category. 

ALTERNATIVE HYPOTHESIS: There is a significant relationship between the respondents’ emotional 

reactions to fake reviews and their age category. 
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Correlations 

  Age Emotional reaction 

Age Pearson 

Correlation 
1 -1.0 

Sig. (2-tailed)  .0024 

   

Emotional 

reaction 

Pearson 

Correlation 
-1.0 1 

Sig. (2-tailed) .0024  

   

 

INTERPRETATION: 

The null hypothesis has been rejected due to the substantial p-value (0.0024), which shows a statistically 

significant correlation between age and emotional responses to fake reviews. This implies that people's 

emotional reactions to false reviews are influenced by age. According to the substantial association, age 

may have a significant impact on emotional responses, but this could also point to problems like a lack of 

diversity in the data. 

 

FREQUENCY OF ONLINE SHOPPING AND IMPACT OF FAKE REVIEWS ON TRUST OF 

RESPONDENTS 

NULL HYPOTHESIS: There is no significant connection between frequency of online shopping and 

impact of fake reviews on trust of the respondents. 

ALTERNATIVE HYPOTHESIS: There is a significant connection between frequency of online shopping 

and impact of fake reviews on trust of the respondents. 

ANOVA 

Trust      

 Sum of 

Squares 

df Mean 

Square 

F Sig. 

Between 

Groups 

4.083 17 1.021 0.613 .023 

Within Groups 4.167 33 0.521   

Total 8.250 50    

INTERPRETATION: 

The findings of the analysis reveal a significant p-value (0.023), indicating a substantial relationship 

between the influence of fake reviews on trust and the frequency of online purchase. The outcome supports 

the rejection of the null hypothesis by indicating that respondents' trust is influenced by how frequently 

they purchase online. This suggests that the degree to which fraudulent reviews impact customer 

confidence in e-commerce platforms varies with the frequency of online purchase. 
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TABLE DISPLAYING FAKE REVIEWS DETECTION BY THE RESPONDENTS 

PARTICULARS NO. OF 

RESPONDENTS 

PERCENTAGE OF 

RESPONDENTS 

I avoid making further 

purchases on the platform. 

27 58.3 

I leave a negative comment 

or review on the platform. 

24 33.3 

I tend to buy from verified 

or recommended sellers 

only. 

29 75 

I do nothing and continue 

shopping. 

23 25 

 

CHART DISPLAYING FAKE REVIEWS DETECTION BY THE RESPONDENTS 

 

INTERPRETATION: 

The table shows that most respondents (75%) prefer to buy from verified or recommended sellers to avoid 

fake reviews, while 58.3% stop making purchases on platforms with fake reviews. 33.3% leave negative 

comments to warn others, and 25% continue shopping without taking any action. These results highlight 

consumers' cautious approach when detecting fake review. 

 

1. FINDINGS 

▪ There is a significant relationship between the respondents’ emotional reactions to fake reviews and 

their age category. 

▪ There is a significant connection between frequency of online shopping and impact of fake reviews on 

trust of the respondents. 

▪ Most respondents (75%) prefer to buy from verified or recommended sellers to avoid fake reviews. 

2. SUGGESTIONS 

▪ Platforms should use modern technologies and machine learning to detect and flag reviews that might 

be fraudulent. By putting in place strong verification procedures such as ensuring that reviews are 
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from verified customers, it is possible to guarantee that feedback is genuine and lessen the possibility 

of manipulation. 

▪ It is essential for educating customers how to spot fake reviews. This may include offering advice on 

how to identify questionable trends, like feedback that is too favourable or ambiguous. Platforms 

might provide advice on how to read reviews critically, such as looking out thorough, fair comments 

that represent real experiences. 

▪ More stringent laws must be put in place to stop fraudulent reviews. To hold companies and individuals 

responsible for publishing false comments, legal frameworks can be created. Fake reviews would 

become less common if anyone found guilty of engaging in dishonest review techniques faced 

penalties. 

▪ Encouraging consumers to leave detailed reviews rather than just star ratings can help create more 

authentic and useful feedback. Platforms could incentivize customers by offering rewards for 

comprehensive reviews, which would be harder to manipulate than simple ratings. 

 

3. CONCLUSION 

Consumer trust, decisions to buy, emotions, and the capacity to distinguish between real and fake reviews 

are all greatly impacted by fake reviews. E-commerce platforms should use more stringent moderation 

and AI-driven verification to increase confidence. Misinformation can be decreased by offering verified 

purchase labels and educating customers on how to spot false reviews. The emotional discomfort brought 

on by misleading feedback might be lessened by prompt customer service. The integrity of online shopping 

will be further guaranteed by enhancing fraud detection and imposing penalties for fraudulent ratings, 

which will promote a more dependable and trustworthy online marketplace. 
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