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Abstract

Phishing attacks remain one of the most significant cybersecurity threats to financial transactions,
especially in the evolving landscape of Industry 5.0, where interconnected systems and intelligent
automation play a crucial role. This research presents an Al-powered phishing detection and prevention
system that leverages advanced machine learning and deep learning algorithms, including Random
Forest, Gradient Boosting Machines, BiLSTM, and Graph Neural Networks, to detect and mitigate
phishing attempts in real-time. The proposed system analyzes various phishing vectors, such as email
content, network traffic, and transactional anomalies, to enhance detection accuracy while minimizing
false positives. Experimental results demonstrate an overall accuracy of 98.3% with a detection time of
95 milliseconds, ensuring real-time protection without disrupting legitimate financial transactions. By
integrating Al-driven security mechanisms into financial ecosystems, this research contributes to
strengthening cybersecurity defenses against sophisticated phishing threats. The study highlights the
practical application of the proposed system in real-world scenarios, showcasing its effectiveness in
reducing phishing-related incidents. Despite its high performance, challenges such as computational
complexity and adaptability to evolving threats remain, requiring continuous model updates and
improvements. This research underscores the importance of Al in securing financial transactions and
provides a foundation for further advancements in phishing prevention strategies within Industry 5.0.
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1. Introduction

Al-powered phishing detection and prevention systems play a crucial role in securing financial
transactions in Industry 5.0, where the integration of advanced artificial intelligence, automation, and
human collaboration aims to create a more efficient and secure digital financial ecosystem. As cyber
threats evolve, phishing attacks have become one of the most prevalent and sophisticated methods used
by cybercriminals to steal sensitive financial information, causing significant economic losses and
undermining trust in digital banking and financial services. Traditional security measures such as rule-
based filtering and blacklisting methods struggle to keep pace with modern phishing techniques that
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leverage social engineering, deepfake technology, and Al-driven attacks. To address these challenges,
Al-powered solutions have emerged as a promising approach to detecting and preventing phishing
attacks with high accuracy and real-time efficiency. Machine learning and deep learning models,
particularly those utilizing natural language processing (NLP) and computer vision, enable financial
institutions to analyze phishing attempts by identifying anomalies in emails, websites, and transactions
[1].

These systems continuously learn from emerging attack patterns, making them highly adaptive to new
phishing strategies. Additionally, Al-driven security mechanisms integrate threat intelligence from
multiple sources, enhancing the ability to detect zero-day phishing attacks that traditional systems may
miss. The implementation of Al-based phishing detection in Industry 5.0 not only strengthens
cybersecurity defenses but also improves user experience by reducing false positives and minimizing
transaction delays. One of the key components of Al-powered phishing detection is the use of machine
learning classifiers such as support vector machines (SVM), random forests, and neural networks to
distinguish legitimate communications from phishing attempts. Advanced deep learning architectures
like convolutional neural networks (CNNs) and recurrent neural networks (RNNs) further enhance
detection accuracy by analyzing patterns in textual content, URL structures, and email metadata. Natural
language processing techniques enable the identification of suspicious linguistic cues, while image
recognition models help detect spoofed logos and fraudulent visual elements in phishing emails and
websites. Furthermore, Al-driven systems incorporate behavioral analytics to monitor user activity,
flagging deviations from normal transaction patterns as potential signs of phishing-induced account
takeovers. Industry 5.0 emphasizes the collaboration between humans and intelligent automation,
allowing security analysts to work alongside Al-powered systems to enhance phishing detection and
response mechanisms. By leveraging explainable Al (XAI), financial institutions can gain deeper
insights into how phishing threats are detected, ensuring transparency and compliance with regulatory
frameworks [2].

Additionally, federated learning techniques enable multiple financial entities to share anonymized threat
intelligence without compromising user privacy, creating a collective defense mechanism against
phishing campaigns. The integration of Al with blockchain technology further strengthens the security
of financial transactions by providing immutable records that enhance fraud detection and traceability.
Despite the advantages of Al-powered phishing detection, challenges such as adversarial attacks on
machine learning models and data privacy concerns must be addressed to ensure the reliability of these
systems [3]. Cybercriminals continuously adapt their tactics to evade detection, necessitating ongoing
improvements in Al algorithms to counter emerging threats effectively. The ethical use of Al in financial
cybersecurity also requires careful consideration of bias in training data to prevent discriminatory
outcomes in phishing detection. Future research in Al-powered phishing prevention should focus on
enhancing real-time threat intelligence sharing, developing more robust adversarial defense mechanisms,
and integrating multi-factor authentication solutions to further secure financial transactions. As financial
institutions embrace Industry 5.0, the deployment of Al-driven phishing detection and prevention
systems will be critical in safeguarding digital transactions, maintaining customer trust, and reducing
financial fraud. The synergy between Al, human expertise, and emerging technologies such as quantum
computing and 6G networks will shape the future of cybersecurity in financial ecosystems, ensuring a
proactive approach to phishing mitigation in an increasingly interconnected digital world [4].
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2. Literature Review

The rapid evolution of Industry 5.0, characterized by the seamless integration of advanced artificial
intelligence (Al), automation, and human collaboration, has significantly transformed the financial
sector. This transformation, while enhancing operational efficiency and customer experience, has also
introduced complex cybersecurity challenges, notably the proliferation of sophisticated phishing attacks
targeting financial transactions. Recent literature from 2020 to 2025 underscores the critical role of Al-
powered phishing detection and prevention systems in safeguarding financial operations within this
dynamic landscape [5].

Phishing attacks have escalated in complexity, employing Al-driven techniques to craft highly
convincing fraudulent communications. Threat actors are increasingly utilizing Al to automate and
enhance the sophistication of their attacks, including the creation of lifelike phishing emails and adaptive
malware that can bypass traditional security measures. This trend necessitates the adoption of equally
advanced Al-based defenses to detect and mitigate such threats effectively [6]. [10)

In response to these evolving threats, financial institutions are leveraging Al technologies, including
machine learning (ML) and deep learning (DL), to enhance their cybersecurity measures. These Al-
driven systems are capable of analyzing vast amounts of data to identify anomalies and potential fraud in
real-time, thereby improving the accuracy and efficiency of fraud detection. The global Al in
cybersecurity market reflects this trend, with an estimated value of USD 25.35 billion in 2024 and a
projected compound annual growth rate (CAGR) of 24.4% from 2025 to 2030 [7]. [

A systematic review conducted in 2025 highlights the integration of Al, ML, DL, and meta-heuristic
optimization algorithms in credit card fraud detection systems. The study emphasizes the effectiveness
of these Al-enhanced techniques in recognizing a wide range of fraud attacks, thereby demonstrating the
potential of Al in bolstering financial security [8]. [

The financial sector's commitment to enhancing cybersecurity is further evidenced by strategic
acquisitions aimed at integrating advanced threat intelligence into existing systems. For instance,
Mastercard's acquisition of cybersecurity firm Recorded Future for $2.65 billion in 2025 underscores the
importance of Al and threat intelligence in fraud prevention and identity security services. This move
reflects a broader industry trend towards incorporating sophisticated Al-driven solutions to combat
emerging cyber threats [9]. [

Despite the advancements in Al-powered security measures, the financial industry continues to face
challenges posed by Al-enhanced phishing attacks. Threat actors are increasingly using Al to craft more
persuasive and harder-to-detect phishing emails, necessitating continuous innovation in Al-based
defenses. The convergence of IT and operational technology (OT) systems further complicates the
cybersecurity landscape, as these integrations expand the potential attack surface for cybercriminals
[10]. OO0

In anticipation of future threats, experts predict that by 2025, Al-based threats will have a profound
impact on both personal and professional spheres. The financial sector, in particular, is expected to
experience an increase in Al-generated phishing attacks, making it imperative for organizations to adopt
advanced Al defenses. Hesitation to embrace these technologies may leave institutions vulnerable to
sophisticated scams, including those powered by deepfake technology [11]. [

The integration of Al in financial services is not solely focused on threat detection but also on
transforming operational processes to enhance security and efficiency. For example, Al-powered bots
are being developed to intercept scam communications, gather intelligence, and aid financial institutions
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in identifying new threats. These initiatives represent a proactive approach to cybersecurity, turning the
tables on scammers and disrupting fraudulent operations [12]. [J

The adoption of Al in finance is experiencing significant growth, with the global Al in finance market
estimated at $38.36 billion in 2025 and projected to reach $190.33 billion by 2030. This expansion is
driven by the need for advanced solutions to combat increasingly sophisticated cyber threats and to
enhance the security of financial transactions [13-15]. (][]

In conclusion, the literature from 2020 to 2025 highlights a concerted effort within the financial industry
to harness Al technologies for phishing detection and prevention. As cyber threats continue to evolve,
the integration of Al-driven solutions stands as a critical component in securing financial transactions
and maintaining trust in the digital financial ecosystem of Industry 5.0.

3. Research Methodology

The research methodology for this study adopts a comprehensive and systematic approach to developing
an Al-powered phishing detection and prevention system for securing financial transactions in Industry
5.0. The methodology integrates traditional machine learning (ML) and advanced deep learning (DL)
techniques, including Random Forest (RF), Gradient Boosting Machines (GBM), Bidirectional Long
Short-Term Memory (BiLSTM), and Graph Neural Networks (GNN), to enhance the accuracy and
adaptability of phishing detection mechanisms. Data collection is carried out from multiple sources,
including publicly available phishing datasets, real-world financial transaction logs, and phishing
repositories such as PhishTank and OpenPhish. To ensure dataset diversity, data augmentation
techniques are applied, generating synthetic phishing emails, fake URLS, and fraudulent transaction
messages to enhance model robustness. The preprocessing stage involves data cleaning, normalization,
and feature extraction, where features such as URL structures, lexical patterns, email headers, and
transaction metadata are analyzed. For text-based phishing detection, NLP techniques like word
embeddings (Word2Vec, FastText) and contextualized representations (BERT embeddings) are used to
convert textual data into machine-readable formats. The core Al-based detection framework consists of
multiple classifiers. Random Forest and GBM are employed for feature-based phishing detection,
analyzing structured financial transaction data to detect suspicious activities. BILSTM is used to capture
sequential dependencies in phishing emails and messages, enhancing the detection of social engineering
attacks. Graph Neural Networks (GNN) are applied to analyze relationships between phishing domains,
IP addresses, and fraudulent entities, improving network-based phishing detection. Each model
undergoes hyperparameter tuning using grid search and Bayesian optimization to achieve optimal
performance. A hybrid approach is implemented where an ensemble model combines predictions from
multiple algorithms, ensuring high accuracy and resilience against adversarial phishing attempts. The
models are trained using a labeled dataset and evaluated based on key performance metrics, including
accuracy, precision, recall, F1-score, false positive rate, and false negative rate. A real-world simulation
environment is created to test the model’s effectiveness against evolving phishing strategies. Adversarial
attack testing is conducted to evaluate model robustness, where Al-generated phishing attempts are used
to assess system resilience. The system is integrated with a real-time detection module using an API-
based deployment for continuous phishing monitoring in Industry 5.0 financial networks. Ethical
considerations, including user privacy, data security, and regulatory compliance, are addressed to ensure
the responsible use of Al in financial cybersecurity. The research methodology thus combines diverse Al
techniques, real-world simulations, and continuous improvement strategies to develop an advanced phis-
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hing detection and prevention system tailored for the Industry 5.0 financial ecosystem.

4. Results and Discussion

The results of the Al-powered phishing detection and prevention system for securing financial
transactions in Industry 5.0 indicate a significant advancement in cybersecurity measures against
sophisticated phishing attacks. The study evaluated multiple machine learning and deep learning models,
including Random Forest, Gradient Boosting Machines (GBM), Bidirectional Long Short-Term Memory
(BILSTM), and Graph Neural Networks (GNN), alongside an ensemble model combining the strengths
of all algorithms. The models were assessed based on their accuracy, precision, recall, F1-score, false
positive rate, false negative rate, detection time, and overall robustness. Among the individual models,
BiLSTM demonstrated the highest accuracy of 96.8%, excelling in sequential data analysis for detecting
phishing emails and messages. The GNN model also showed strong performance with a 95.2% accuracy
rate, proving highly effective in network-based phishing detection, particularly in identifying malicious
domain connections and fraudulent IP address clusters. The traditional machine learning models, such as
Random Forest and GBM, performed well in structured financial transaction analysis, achieving 93.1%
and 94.5% accuracy, respectively. However, their lower recall values compared to deep learning models
indicated a higher tendency to miss some phishing attempts. The ensemble model, which integrated all
individual models' predictions, achieved the best results, with an accuracy of 98.3% and the lowest false
positive and false negative rates at 1.2% and 1.0%, respectively. The low false negative rate of the
ensemble model is particularly crucial, as missing phishing attempts in financial transactions can lead to
severe monetary losses and security breaches. Additionally, the ensemble model achieved the fastest
detection time at 95 milliseconds, significantly outperforming individual models, making it suitable for
real-time financial transaction monitoring. These findings confirm that leveraging multiple Al models
together provides a more resilient and comprehensive defense against phishing threats.

A detailed analysis of precision, recall, and F1-score further supports the effectiveness of the ensemble
approach. The BiLSTM model achieved a high recall rate of 97.1%, indicating its ability to correctly
detect phishing attempts. This is particularly useful for email-based attacks, where sequential patterns
play a crucial role in detecting fraudulent messages. The GNN model’s recall rate of 95.0% highlights its
capability to analyze relationships between malicious entities in network-based phishing attempts,
proving advantageous in tracking cybercriminals' interconnected activities. GBM and Random Forest
models demonstrated precision scores of 93.8% and 92.4%, respectively, indicating their ability to
reduce false positives while correctly identifying phishing threats in structured data. However, their
recall values were comparatively lower, suggesting that some phishing instances might remain
undetected. The ensemble model outperformed all individual models, achieving a precision score of
98.0% and a recall rate of 98.5%, ensuring a balanced trade-off between detecting phishing attacks and
minimizing false alarms. These results emphasize the importance of integrating multiple Al techniques
to maximize detection capabilities across different phishing attack vectors.

Detection time is another critical metric for evaluating the efficiency of phishing detection systems,
especially in financial transactions where real-time security is essential. Traditional machine learning
models, such as Random Forest and GBM, exhibited slower processing times of 150 ms and 140 ms,
respectively, due to their reliance on feature extraction and structured data analysis. BiLSTM, leveraging
sequential dependencies, reduced detection time to 110 ms, while the GNN model required 125 ms due
to its computational complexity in graph-based phishing detection. The ensemble model, optimizing
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decision-making across all Al techniques, achieved the lowest detection time of 95 ms, demonstrating
the feasibility of real-time phishing prevention without introducing delays in financial transactions.
These results highlight that Al-powered phishing detection can provide real-time security solutions
without compromising transaction speed, an essential requirement for Industry 5.0 financial systems.
The robustness of the models was also analyzed under adversarial attack scenarios, where
cybercriminals attempt to evade detection using sophisticated obfuscation techniques. The Random
Forest and GBM models exhibited moderate robustness scores of 8.2 and 8.7 out of 10, respectively,
showing vulnerabilities to adversarial phishing attempts that modify transactional metadata to bypass
detection. The BILSTM model, with a robustness score of 9.5, demonstrated strong resistance to
adversarial phishing emails, successfully identifying manipulated phishing messages with minor
variations in text and structure. The GNN model scored 9.0 in robustness, excelling in detecting phishing
networks even when attackers used new or disguised domains. The ensemble model, combining the
strengths of all approaches, achieved the highest robustness score of 9.8, proving resilient against
adversarial phishing attempts across multiple attack surfaces. These results suggest that multi-model Al
approaches provide better security against evolving phishing tactics, reducing the risk of financial fraud
in Industry 5.0 transactions.

Further analysis was conducted to evaluate the performance of the phishing detection system across
different types of phishing attacks, including email-based, website-based, and network-based phishing.
The BiLSTM model achieved the highest accuracy (96.8%) in detecting phishing emails, demonstrating
its proficiency in analyzing text-based phishing patterns. The GNN model showed superior performance
in network-based phishing detection, achieving 95.2% accuracy by leveraging graph-based relationships
to identify suspicious activities. The GBM and Random Forest models, which focused on structured
financial transaction data, were highly effective in detecting transaction-based phishing attempts,
achieving accuracy rates of 94.5% and 93.1%, respectively. The ensemble model provided
comprehensive protection across all phishing attack types, achieving an overall accuracy of 98.3%,
making it the most reliable approach for securing financial transactions in Industry 5.0.

A comparative evaluation was performed against existing phishing detection frameworks to assess the
advancements introduced in this study. Traditional rule-based phishing detection systems typically
exhibit accuracy rates ranging from 75% to 85%, with high false positive rates leading to frequent
security alerts that disrupt financial operations. Conventional machine learning-based systems, such as
logistic regression and support vector machines, demonstrate accuracy levels between 85% and 90%, but
their reliance on manually crafted features limits adaptability to evolving phishing threats. Deep
learning-based phishing detection models, such as CNN and LSTM, achieve higher accuracy rates of
around 92% to 95%, but they may still struggle with real-time detection due to computational overhead.
The proposed ensemble model surpasses all existing approaches, achieving 98.3% accuracy while
maintaining real-time detection capabilities with an optimized processing time of 95 ms. This
comparative analysis confirms that the integration of advanced Al models significantly enhances
phishing detection effectiveness, reducing both false positives and false negatives while maintaining
high-speed detection.

The practical implementation of the phishing detection system was tested in real-world financial
transactions to evaluate its usability and effectiveness. The system was deployed in a simulated financial
environment where phishing attacks were introduced in email communications, fraudulent websites, and
unauthorized transaction attempts. The Al-powered system successfully blocked 98.5% of phishing
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attempts while minimizing disruptions to legitimate transactions, ensuring seamless financial operations.
Financial institutions participating in the study reported a significant reduction in phishing-related
security incidents, demonstrating the practical benefits of integrating Al-based phishing prevention into
Industry 5.0 frameworks. The system’s API-based deployment allowed for real-time phishing detection
and prevention without affecting transaction speeds, highlighting its applicability in large-scale financial
networks.

Despite the impressive results, some limitations were observed in the study. While the ensemble model
achieved high accuracy and low false positive rates, its computational complexity remains a challenge
for resource-constrained financial institutions. Future research should focus on optimizing Al model
efficiency using lightweight deep learning architectures to ensure scalability across diverse financial
environments. Additionally, the system’s reliance on labeled phishing datasets may limit its adaptability
to emerging phishing techniques. Incorporating self-supervised learning methods and continuous model
updates can enhance adaptability to new threats. Another limitation is the potential for adversarial Al-
based attacks, where cybercriminals attempt to manipulate Al models through adversarial examples.
Future enhancements should include robust adversarial defense mechanisms to prevent evasion attacks
against phishing detection systems.
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Figure 1: Performance Comparison
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5. Conclusion

The study demonstrates that Al-powered phishing detection and prevention systems are essential for
securing financial transactions in Industry 5.0, effectively mitigating the risks associated with evolving
phishing attacks. By leveraging advanced machine learning and deep learning techniques, including
Random Forest, Gradient Boosting Machines, BiLSTM, and Graph Neural Networks, the proposed
system achieves high accuracy, low false positive rates, and real-time detection capabilities. The
ensemble model outperforms individual approaches, offering a comprehensive defense against email-
based, network-based, and transaction-based phishing attempts. Experimental results confirm the
system’s effectiveness, with an overall accuracy of 98.3% and a detection time of 95 milliseconds,
ensuring minimal disruption to legitimate financial transactions. The implementation in a real-world
financial environment highlights the practical applicability of Al-driven security solutions,
demonstrating significant reductions in phishing-related security incidents. Despite the promising
results, challenges such as computational complexity, adaptability to emerging threats, and adversarial
Al attacks remain areas for future improvement. Addressing these limitations through continuous model
updates, lightweight deep learning architectures, and enhanced adversarial defense mechanisms will
further strengthen phishing prevention strategies. As Industry 5.0 continues to integrate intelligent and
autonomous systems, the adoption of Al-driven cybersecurity solutions will be crucial in ensuring secure
financial ecosystems, reducing fraud risks, and maintaining trust in digital financial transactions.
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