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Abstract

This paper introduces a methodology for a generalized anomaly detection model for DoS attacks using
supervised ML algorithms. This involves different MQTT-based IoT datasets using different MQTT
brokers. Anomaly detection is identifying data points, events, or observations that deviate significantly
from the expected pattern in a dataset. In loT, anomaly detection monitors the health, performance, and
security of devices and systems. It helps detect issues such as equipment malfunctions, security breaches,
and inefficiencies, allowing for timely interventions and reducing the risk of major failures. Some of the
anomalies are drop in signal strength, detection of unusual gateways and receiving messages without a
data packet. Anomaly detection in MQTT-based loT systems involves identifying unusual patterns or
behaviours in the data being transmitted by 10T devices. MQTT is a lightweight messaging protocol used
for sending data between 0T devices and servers. Data is usually transmitted in JSON or other lightweight
formats. Examples for anomaly attacks are DoS, Brute-Force, Malformed, flood etc. The approach in
paper will focus on generalized anomaly detection model for DoS attack.

Keywords: Internet of Things (1oT), MQTT (Message Queuing Telemetry Transport), Denial-of-service
(DoS), Machine learning (ML)

1. INTRODUCTION

In the 10T, ensuring the reliability, efficiency, and security of connected devices is critical. As 10T devices
generate massive amounts of data, detecting anomalies becomes increasingly important. Anomaly
detection helps to identify potential issues before they escalate, providing businesses with valuable
insights and the ability to improve operational efficiency if used correctly. DoS attack is a cyberattack that
makes a device or computer unavailable to its intended users. It is having maximum percentage in
frequency distribution of anomaly attack. The attacker usually achieves this by flooding the target with
requests until it can no longer process normal traffic. Supervised learning is a type of ML where algorithms
are trained on a labelled dataset. In supervised learning, we will train the model with data that includes
both normal and anomalous examples.
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Figure 1: Frequency distribution of anomaly attacks
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MQTT is an OASIS standard messaging protocol for the 10T. It is designed as an extremely lightweight
publish/subscribe messaging transport that is ideal for connecting remote devices with a small code
footprint and minimal network bandwidth. A publish-subscribe messaging protocol designed for
constrained devices communicating with low bandwidth (small overhead) over unreliable networks (e.g.,
high latency). Anomaly detection is the process of identifying data points, observations that deviate
significantly from the expected pattern in a dataset. Some of available 10T Datasets along with MQTT
broker

Table 1: MQTT brokers used in various 10T datasets

MQTT based loT dataset MQTT broker
MQTT-loT-1DS2020 Mosquitto, HiveMQ, Eclipse Paho
MQTTset Eclipse Mosquitto
MQTT-loT Mosquitto
BoT-loT Mosquitto, HiveMQ
DDoS-MQTT-I Mosquitto, HiveMQ
SENMQTT-SET Mosquitto

A ML model is a program that identify patterns or draw conclusions based on previously unknown data.

A ML supervised algorithm need to be selected. Some ML classifiers are decision trees (DT), k-nearest

neighbours (K-NN), kernel-support vector machines (k-SVM), logistic regression (LR), naive Bayes

(NB), random forest (RF), extreme gradient boosting (XGBoost), and artificial neural network (ANN).

The analysis can be done using confusion matrix and accuracy. Some of considerations that we need to

explore

e Data Imbalance: Anomalies are often rare, which can lead to imbalanced datasets. Techniques like
oversampling, under sampling, or anomaly score adjustments can help.

e Scalability: Ensure that the system can handle the volume and velocity of incoming IoT data.

e Real-Time Constraints: Anomaly detection should be efficient enough to meet real-time processing
requirements.

e Interpretability: Ensure that the model’s predictions are understandable and actionable, especially in
critical systems where understanding the cause of anomalies is important.
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2. Literature review

Ongoing research on anomaly detection for the 10T is a rapidly expanding field. This growth necessitates
an examination of application trends and current gaps. The vast majority of those publications are in areas
such as network and infrastructure security, sensor monitoring, smart home, and smart city applications
and are extending into even more sectors. Recent advancements in the field have increased the necessity
to study the many loT anomaly detection applications. Recent research has seen notable progress in the
field of anomaly detection through the use of machine learning algorithms. A potential methodology
involves the use of generative models and neural networks to convert the unsupervised task of anomaly
detection into a supervised task. The most recent anomaly detection technique is Double Adversarial
Activation Anomaly Detection (DA3D), which creates synthetic anomalies for training using adversarial
autoencoders. This methodology generates synthetic anomalies by leveraging average data and
outperforms existing cutting-edge techniques solely through data-driven means. In the authors’ discussion
of DA3D, adversarial autoencoders are used to create anomalous counterexamples based solely on normal
data, enabling the identification of actual but unnoticed abnormalities. The method used includes adaptive
auto-encoders and double adventuring activation anomaly detection. Supervised machine learning
methods are currently employed as the predominant approach for anomaly detection in high-performance
computing systems. The authors have presented a methodology for detecting anomalies in high-
performance computing systems using ML techniques. The proposed methodology employs autoencoders
as a means of detecting anomalies. Future objectives include conducting tests on a more extensive range
of anomalies and integrating the findings into a functional prototype capable of real-time operation. The
accuracy values show a range of 88% to 96%. Novel anomalies that have not been previously observed
are identified. This article makes two significant contributions: first, it achieves a high level of accuracy
(ranging from 88% to 96%) in detecting anomalies with precision; second, it identifies novel categories
of anomalies. Another contribution that used autoencoder in its methodology suggests the use of federated
learning within a neural network autoencoder framework to detect anomalies in financial transactions.
This study explores the implementation of federated learning within the neural network autoencoder model
for anomaly detection in a provided data stream. Federated learning facilitates the implementation of
robust and efficient anomaly detection mechanisms while ensuring data security. The application of
federated learning in the context of anomaly detection aims to mitigate online theft and scams through the
use of ML techniques. In a supervised machine learning technique was used for anomaly detection. The
study proposes a model that incorporates Naive Bayes and SVM algorithms for anomaly detection. In
addition, an ensemble approach is suggested to address limitations and improve the accuracy of anomaly
detection results. The findings indicate that the Naive Bayes classifier demonstrates favourable results.
The ensemble approach shows promising results in the field of detection. Another assemble method was
used. The study presents a novel approach to anomaly detection in multidimensional datasets containing
both numerical and categorical features. The proposed method, known as Out-of-Bag anomaly detection,
aims to improve the accuracy and reliability of ML systems by incorporating it as a data pre-processing
step. To evaluate its effectiveness, a case study on home valuation is conducted. The method proposed in
this study demonstrates exceptional performance on widely recognised benchmark datasets, surpassing
existing approaches in the field. The proposed model enhances the precision and dependability of the
machine learning system.
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Table 3: Challenges described in anomaly detection for MQTT-based 10T data
S | Title of the Link Summary | Challenge
r paper S
n
0
1 | SENMQT | https://ieeexplore.ieee.org/document/9739734 The The
T-SET: An SENMQTT- | multi-
Intelligent SET dataset | context
Intrusion has been | feature
Detection generated gene-
in loT- and ration
MQTT analyzed for | from the
Networks MQTT raw
Using attack dataset
Ensemble detection in | using
Multi loT algorithm
Cascade contexts. [3]
Features The
intrusion
detection
testbed
includes
three
scenarios:
no  attack,
attack on a
subscriber,
and attack
on a broker,
which  has
been
designed to
record
regular
traffic and
attack
characteristi
cs
2 | Anomaly | https://www.sciencedirect.com/science/article/pii/S2542 | An analysis | The
detection 660524000374 of the | model
system for characteristi | aims to
data cs of the 10T | perform
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quality data packets | broad
assurance has also | spectrum
in loT been carried | detection
infrastruct out choosing | s that is to
ures based the detect
on machine parameters | packets
learning to be | that are
considered | not
for anomaly | correct,
analysis remove
after the | them
correlation | from data
study. The | ingestion
model aims | in the
to perform | applicatio
detections ns  that
i.e to detect | use loT
packets that | and then
are not | analyse
correct, them and
remove extract
them from | the
data anomaly
injection [26]
flow,
analyze
them &
extract the
anomalies
A Novel | https://thesai.org/Downloads/VVolumel4No4/Paper_24- | MQTT- Most  of
Network A_Novel_Network_Intrusion_Detection_System.pdf driven 10T | the
Intrusion systems that | existing
Detection combine IDS
System unsupervise | schemes
Based on d and | are
Semi- supervised specific
Supervised learning to a
Approach techniques. | particular
for loT This scenario
information | and may
creates not be
supervised adaptive
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multiple test
cases on the
IoT dataset
MQTTIOT2
020 that are
conducted to
demonstrate
the potential
of the
proposed
model

to detect
unknown
attacks
and

multi-
class
Intrusions
[31]

Denial of
service
attack
detection
through
ML for the
loT

https://www.tandfonline.com/doi/full/10.1080/24751839
.2020.1767484

A DoS
attack
detection
framework
for MQTT
attack
detection in
loT
environment
was
proposed
and
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The attack
detection
testbed was
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capture
normal and
attack traffic
and  count
based
statistical
flow
features

Features
based on
the TCP
protocol
analysis
that do
not
provide
sufficient
informati
on on the
MQTT
protocol
parameter
S

Machine
Learning
Approache
S for
Anomaly

https://link.springer.com/article/10.1007/s11277-021-
08994-z

The vast
majority of
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publications
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The need
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Detection such as |,
in 1oT: An network and | multivari
Overview infrastructur | ate, as
and Future e security, | well as
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and are | Anomaly
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Recent sensor
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many 10T | network
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detection
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Detection integrates address
and two machine | the
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on of algorithms, | risk of the
MQTT- namely MQTT
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91% and
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respectively

3.

Research gaps

Here are some potential research gaps in the field of supervised anomaly detection models for MQTT-
based IoT data targeting DoS attacks:

4

Limited Scalability of Supervised Models [3]

Dataset Challenges - The lack of publicly available, comprehensive datasets that include labeled DoS
attack instances specific to MQTT protocols

Feature Selection and Engineering - Insufficient exploration of MQTT-specific features that can
effectively differentiate between normal and attack behaviors. Dynamic feature selection methods
tailored for MQTT traffic patterns are underdeveloped

Model Generalization- Models often face difficulties in generalizing to different 10T environments or
unseen types of DoS attacks, leading to poor performance in cross-domain applications [33]

Scarlet of labelled data — Insufficient exploration of MQTT-specific features that can effectively
differentiate between normal and attack behaviors. It provides labelled 10T overcoming the issue of
unlabelled data [23]

The nurture of data in 10T is rapid fast and the data is formed as rows without classes. The unlabeled
data in 10T represents a significant challenge, due to the cost of manual labelling, which requires time
and experts

loT benchmarking - The term ‘benchmarking’ is used in machine learning to evaluate and compare
different solutions based on different criteria, such as performance or computational time, with
publicly available datasets [24]

Proposed methodology

The possible DoS attack model involves attacks that can overwhelm server resources and to deny access
by legitimate clients. According to Little's Law (Little & Graves, Citation2008), the average number of
items in a queuing system can be defined as: [3]

L=AxW (1)

where A is the arrival rate of items into the system

W is the average time spent by an item in the system
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DoS attacks aim to fill-up the system queue, thus denying service to legitimate clients. These attacks can

either increase arrival rate of packets or increase the per-packet processing time by forcing complex

computing operations at the victim device. An attacker without valid credentials can only vary the

parameters of a CONNECT packet as clients cannot publish or subscribe without successful connection

to the broker. However, after a successful connection using valid credentials but without valid

authorization to publish and subscribe to topics in MQTT, the attacker can vary PUBLISH or

SUBSCRIBE control packet parameters. Various attack metrics were measured to assess the impact of

DoS attacks against the MQTT brokers. Possible DoS attack metrices may include CPU utilization,

bandwidth and memory utilization

e Process CPU (pCPU): Measured using bash script fetching the CPU utilization associated with broker
process ID using top Linux command

e Bandwidth: Total bandwidth consumed during the attack (kbytes)

e Memory: Percentage of memory consumed during the attack

The implementation steps involved in proposed methodology are as follows

e For supervised anomaly detection labeled data will be used. This would involve manual labeling or
using domain knowledge to identify constituents. This labelled data includes both TCP and MQTT
traffic data

e Preprocess the data and feature extraction — Extract relevant features from MQTT messages. This
might involve time-series data, categorical variables or other type of feature. [Tools like wireshark ,
tcpdump can be used]

e Normalization - The min-max normalization, also known as feature scaling techniques can be used to
linearly transform data to a range of O to 1.

e Data splitting — Split your data into training and test sets

e Investigate ML classifier suitable for MQTT-based l0oT data

e Modelling of DoS attacks for MQTT brokers

e Evaluate the model — Evaluate the model using matrices like accuracy, precision, recall, F1 score and
confusion matrix

e Deploy the model and monitor the status of the model

The supervised machine learning algorithms offer effective means of detecting, identifying, and

classifying anomalies [16]. The benefit of this approach is the capability of learning from data that is freely

and widely available in the environment of the 0T, though class labels (normal or anomalous) for loT

data are rarely available. Thus, it is a challenge to construct an anomaly detection model that is wholly

reliant volume of 10T data that is expanding at a rapid rate and the model must be able to predict anomalies.
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Figure 2 — Flowchart of anomaly detection model for DoS attacks
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5. Conclusion

This paper proposed a methodology of generalized anomaly detection model for DoS attacks specific to
MQTT-based loT data. Various supervised ML algorithms need to be explored and studied to provide a
generalised ML model for DoS attack. These supervised ML algorithms need to be analyzed and
compared.[31] The new future research directions have been proposed and discussed from the perspective
of the different MQTT-based 10T datasets. Overall, the proposed approach can be a valuable addition to
the existing DoS detection techniques, providing a more efficient and effective solution to combat DoS
attacks.
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