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Abstract 

RegTech has developed into an important bridge that connects the enormous gaps in innovation and 

regulatory compliance in the finance sector. Therefore, the goal of this study is to find out how effective 

RegTech is at preventing fraud, money laundering, and the funding of terrorists in banking institutions.By 

decreasing human error and enhancing the appropriateness of regulatory reporting, it uses cutting-edge 

technology like blockchain, artificial intelligence, and machine learning to improve its performance in 

compliance matters. This study has analyzed the extent of RegTech implementation in core areas such as 

AML and fraud prevention mechanisms through an enabling agility over shifting regulations and cyber 

threats. It also probes the challenges that may be a part of full RegTech implementation, from data privacy 

to cybersecurity risks, and points toward some possible solutions. These results therefore put together that 

RegTech distinctly improves compliance outcomes, reduces operational risks, and drives innovation—

hence making it an indispensable part of the future of financial oversight. 
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1. INTRODUCTION 

The recent 2008 financial crisis brought substantive regulatory scrutiny into focus and made banks take 

firm measures against financial crimes such as money laundering and fraud. Elaborately, this is a complex 

process of compliance with evolving regulations that drives financial institutions to seek ways to adapt 

advanced technologies in such a way as to improve compliance processes and minimize risks. In Insets, 

one of the key innovations is Regulatory Technology, generally known as RegTech, which enables 

frictionless compliance powered by technologies such as blockchain, AI, and ML. The RegTech market 

has emerged to become such a vital tool in helping financial institutions navigate through a dynamic 

regulatory landscape with minimal human error. According to recent studies, RegTech is helping in 

improving the AML protocol, KYC process and fraud detection mechanism. Such technologies, help 

bank's concerned authorities to find out such malicious activates within no time and ultimately reduced 

their operation risk by assuring full legislation on the basis of global financial regulations (Saha, Sabuj, et 

al.2024) .  

Money laundering, corruption, and terrorism financing are the major risks for which the financial sector  
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of almost every country of the world has been suffering for a long time. Cyber threats are increasingly 

complex, and online banking is similarly increasing; thus, the demands on regulatory frameworks have 

grown correspondingly. RegTech solutions successfully address these challenges with innovative, 

automated compliance mechanisms to assure that institutions can stay agile in the face of both changed 

risks and changed regulations. For example, blockchain technology grants excellent transparency and 

immutability of transactions, while AI-powered algorithms analyze large datasets for patterns indicative 

of fraud or any other illicit activity. Given this backdrop, demand for RegTech is likely to surge with every 

evolution of financial regulations. Basically, RegTech decreases costs due to manual processes by 

automating compliance processes and increases the speed and accuracy of regulatory reporting. However, 

full use of RegTech's potential should be seamlessly joined to a more general compliance framework. 

Such an integration would enable finance institutions to be agile and adaptive accordingly to each change 

within regulations and new threats. Furthermore, the continuous development of SupTech enables 

supervisors to keep track in real time, making the compliance strategy more effective (Abikoye, Bibitayo 

Ebunlomo, et al.2024). 

The study aims at finding the extent to which RegTech has fared in an attempt to resolve challenges 

pertaining to financial crime compliance, such as AML, KYC, and fraud detection. It looks to identify 

how RegTech solutions have been able to impact the ability of banks to comply with increasingly stringent 

regulations, and also go on to explore the dynamics that push its adoption. This paper will further 

deliberate on the challenges that may impede the full implementation of RegTech, such as data privacy 

and cybersecurity concerns, and give ways in which these can be surmounted. RegTech is a game-changer 

in the quest by the financial sector to curb financial crimes. It is a provider of increased efficiency and 

effectiveness to accomplish regulatory compliance by automating it, hence helping to decrease various 

risks related to financial malfeasance. The role of RegTech is expected to be all the more pivotal for 

sustaining innovation and compliance as the banking industry marches ahead in its digital transformation.  

 

2. REVIEW OF LITERATURE 

Background of the Study 

Over the last decade, the financial industry globally has also experience enhanced regulatory scrutiny, and 

more so after the credit crunch that started in 2008. Banks have become very sensitive to money 

laundering, fraud and terrorism financing amongst other financial crimes. This has led to the global 

financial sector having to shift to more rigorous compliance systems but these systems have been 

associated with more procedural work and therefore, likely to be prone to human intervention (Guynn et 

al., 2010).  Regulatory Technology (RegTech) has surfaced as a strong tool meant to facilitate the delivery 

of efficient innovation and management of the associated risks in a more systematic approach. Some of 

these key enabling technologies include; Artificial intelligence (AI), blockchain, and machine learning 

where RegTech apply these technologies help to automate the compliance processes and enhance accuracy 

in reporting (Sarabdeen et al., 2024). The aforementioned gadgets are gradually being integrated in the 

financial industry especially the banking industry, to deal with AML and KYC. Through the use of 

RegTech, the banking industry can easily prevent illicit transactions,Minimize operational risks and 

adhere to the rules advanced by the various global regulatory bodies (Arner et al.,2016).  

 New forms of threat, the use of financial services Internet channel, and emergence of new compliance 

requirements have increasing the need for the flexible compliance solutions. RegTech is capable of 

fulfilling these demands through helping institutions respond effectively to evolving risks or regulations. 
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For instance, blockchain technology gives unaltered trails of all the financial transactions, while AI 

algorithms check massive databases and identify frauds (Zavolokina et al., 2016). Thus, flexibility and 

effectiveness of the RegTech concept make it a key element of the confrontation with financial offences. 

Notwithstanding, the application of RegTech exposes constraints in its significantly scaled 

implementation particularly on the matters of data protection and cyber security. Such challenges have to 

be overcome for the financial institutions to achieve the optimum level of RegTech and incorporate it in 

their overall compliance solutions (Olawale et al., 2024).The future of financial regulation is at an ever-

changing capacity which shows that RegTech holds the future key to improved compliance as well as 

encouraging innovation on financial regulation.  

The Gap in the Research 

Whereas the efficiency of RegTech in improving regulatory compliance has received extensive attention, 

comprehensive research focusing on its role in financial crime preventive measures, such as money 

laundering and fraud, is still wanting. Most of these studies have looked into merely the technical aspects 

dealing with how AI, blockchain, and machine learning in RegTech have automated the tasks related to 

compliance (Perez-Saiz et al., 2019). However, beyond that, few studies focus on how such technologies 

are actually used within financial institutions in practice, especially with regard to fighting financial crime. 

Moreover, most of the literature preceding these does not consider any of those challenges of 

implementing RegTech solutions, such as data privacy concerns, cybersecurity exposures, and high costs 

of integrations into existing compliance structures, which often receive mention but little more. This 

therefore causes a great knowledge gap in understanding how financial institutions can overcome these 

impediments to the fullest realization of the potential offered by RegTech. Moreover, while it is clear what 

benefits RegTech has in reducing operational risks and driving compliance outcomes, there has been little 

research focusing on its long-term impacts for the one prevention of financial crimes. For instance, how 

does the integration of RegTech impact the overall risk profile of financial institutions?( Kurum, 2024). 

Are there other, less-expected consequences or risks due to reliance on automated technologies for 

compliance? Most of these questions have hitherto remained unanswered. It is against this backdrop that 

the present study has sought to fill these lacunas by providing a critical analysis of how RegTech can be 

utilized in the effective prevention of financial crimes, while exploring various challenges faced by 

financial institutions in implementing the same. By addressing these problems, this research hopes to 

provide practical recommendations for policy makers and FIs in search of ways to improve their 

compliance frameworks within the ever-increasing digital and regulated financial landscape (Jeyasingh et 

al., 2023). 

 

3. Problem Statement 

Money laundering, fraud and other financial crimes as well as terrorism financing are among the 

significant threats in financial industry today due to innovation and growth in technology and crime. Banks 

and other financial institutions are under a lot of pressure to harmonize with the numerous compliance 

needs that have in the past been a very time-consuming and expensive process. But at the same time, these 

institutions want to explore technologies in their fields as artificial intelligence, blockchain, or machine 

learning. RegTech as a concept is identified as a solution that helps recreate compliance and minimize 

risks while adapting to advanced innovation. Still, there are some research voids concerning RegTech’s 

ability to fight financial crimes and handle other issues, including data protection, cybersecurity, and costs 

of application. The signatory of this research therefore seeks to assess and determine the effectiveness of  
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RegTech in compliance and fighting of financial crimes. 

 

4. Methodology 

The study employs a comprehensive approach to evaluate RegTech's role in financial crime prevention 

and regulatory compliance. It analyses data from sources like the EBA and other relevant databases to 

assess the adoption and applicability of RegTech in areas such as AML, fraud prevention, and prudential 

reporting. The methodology includes evaluating current implementation levels across industries, 

identifying the benefits and limitations of RegTech solutions, and exploring challenges related to data 

privacy, cybersecurity, and integration costs. This approach provides a detailed understanding of how 

financial institutions balance innovation with regulatory demands and how they can effectively adopt 

RegTech to mitigate financial crimes. 

 

5. Analysis and Discussion 

The analysis reveals that RegTech significantly improves compliance outcomes by reducing human errors, 

lowering operational risks, and enhancing the speed and accuracy of regulatory reporting. Technologies 

like AI, machine learning, and blockchain play pivotal roles in automating compliance processes and 

enabling real-time risk assessments. RegTech solutions also facilitate efficient transaction monitoring, 

secure customer onboarding, and improved fraud detection, especially in banking, where adoption rates 

are high (Barefoot et al., 2020; McCarthy, 2023). 

However, challenges such as data privacy concerns, cybersecurity threats, and high implementation costs 

hinder the broader adoption of RegTech. For instance, the increasing use of real-time data monitoring 

exposes institutions to cyber threats, necessitating robust security measures to protect sensitive financial 

information. Additionally, reliance on AI and machine learning raises concerns about algorithmic bias and 

the potential loss of human judgment in compliance decision-making (Kalai et al., 2024). 

Despite these challenges, the future of RegTech appears promising. By integrating advanced technologies 

and fostering collaboration between regulators and financial institutions, RegTech can provide scalable 

and flexible solutions to evolving compliance demands. Initiatives like international regulatory sandboxes 

and machine-coded regulations offer potential pathways for overcoming current limitations and ensuring 

effective implementation of RegTech in combating financial crimes. 

 

RegTech Adoption rates Across financial Sectors 

 
Graph-1 RegTech Adoption rates Across financial Sectors 
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Source-(Barefoot et al., 2020, McCarthy 2022, McCarthy 2023) 

Banking (2020 - 60% adoption rate 

The banking industry has led the way in adopting RegTech solutions to meet rising demands for 

compliance in areas like AML, fraud prevention, and prudential reporting. RegTech helps banks manage 

regulatory risks more effectively, reducing human error and improving efficiency, with common 

applications including transaction monitoring, secure customer onboarding, and enhanced ICT security. 

Insurance (2021 - 45% adoption rate): 

 RegTech adoption within the insurance industry is steadily growing and is mostly implemented to curb 

fraud, manage risks and regulatory compliance. This adoption is on the rise, where insurers are employing 

the automated behaviour monitoring systems to help curb fraudulent activities and enhance operation 

efficiencies. 

Fintech (2022 - 75% adoption rate): 

Fintech has the highest adoption rate of RegTech due to its dynamic nature and stringent regulatory 

requirements. Key use cases include creditworthiness assessments, digital onboarding, and transaction 

monitoring. Fintech companies rely on RegTech to navigate evolving regulations, ensuring agility and 

compliance in a technology-driven market. 

Asset Management (2023 - 55% adoption rate): 

Asset management firms are increasingly adopting RegTech solutions for risk management, compliance 

automation, and data management. Regulatory scrutiny has prompted this adoption, aiming to streamline 

reporting requirements and improve operational transparency. Fintech leads the way with a 75% adoption 

rate in 2022, while the banking sector has a strong trend of 60% in 2020. Insurance and asset management 

sectors show slower growth, but are increasingly recognizing the benefits of RegTech in streamlining 

compliance processes, reducing human errors, and improving operational efficiency. RegTech's growing 

importance across various financial sectors is emphasized by the EBA analysis and RegTech factsheet. 

 

Table-1 Comparison Between Traditional Compliance and RegTech 

Aspect Traditional 

Compliance 

RegTech Authors & Year 

Cost High costs due to 

manual processes, 

periodic reviews, and 

paper-based systems.           

Lower costs due to 

automation, real-time 

data processing, and 

reduced reliance on 

manual input.               

EBA (2021), Jo Ann 

Barefoot (2020) 

Efficiency Slower, process-

driven, and requires 

regular updates, often 

resulting in delays.             

Faster and more 

efficient through real-

time monitoring, 

automation, and 

predictive analysis.                 

Jo Ann Barefoot 

(2020) 

Scalability Limited scalability, 

requires more 

resources to handle 

large volumes of 

compliance tasks.    

Highly scalable, can 

adapt to large data 

volumes and 

increased regulatory 

EBA (2021) 
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requirements without 

additional overhead 

Flexibility to 

Regulatory Change 

Slow to adapt to new 

regulations due to 

manual processes and 

periodic updates.               

Quickly adapts to new 

regulations with built-

in systems that update 

continuously.                            

Becker (2018) 

Accuracy Prone to errors due to 

human involvement 

in manual tasks like 

data entry and 

reporting.   

Higher accuracy with 

automation, AI, and 

machine learning 

tools detecting 

patterns and 

anomalies.            

EBA (2021) 

Data Management Relies on paper-based 

or legacy systems that 

often lag behind in 

real-time data 

analysis.   

Uses advanced data 

analytics and cloud-

based solutions for 

real-time data 

integration and 

optimization.       

Jo Ann Barefoot 

(2020), EBA (2021) 

Risk Management Risk detection 

happens post-event 

due to batch reporting 

and manual audits.                  

Real-time monitoring 

and predictive risk 

assessment through 

AI and machine 

learning.                     

EBA (2021) 

This table gives a clear comparison between the two approaches in terms of efficiency, cost, and 

adaptability, among other factors. 

 

5.1 Bridging Compliance and Innovation 

• Real-time Data Processing: AI and machine learning are integral parts of RegTech solutions, given 

the amazing scale of data these solutions process in real time. This, in turn, empowers organizations 

to monitor transactions and flag suspicious activities on a real-time basis while shrinking manual 

compliance checks down to a fraction of the time they normally take (Khalatur,et al.,2022). 

• Faster Response to Regulatory Changes: As the regulatory ecosystem has developed and evolved, 

the need for financial institutions to respond quickly has grown even greater. This is where RegTech 

comes in, enabling automated systems to be updated more effectively and efficiently than traditional 

compliance programs, allowing an organization to remain compliant without extended adjustment 

periods (Khalatur,et al.,2022). 

 

5.2 The Role of Data in RegTech Systems 

• Real-Time Monitoring and Compliance Discovery: RegTech systems create an avenue for real-time 

monitoring of financial institutions by regulatory bodies through large datasets to identify non-

compliance with speed. This will ensure that responses from the regulatory bodies to issues arising 

would be timely, hence solidifying this pervasive compliance oversight. (Basilico, Pietro, and Raffaele 

Attanasio, 2017). 
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• Data Ecosystems for Enhanced Supervision: Data coming from banks, regulators, and other sources 

are brought together into one data ecosystem. Such ecosystems will help improve the effectiveness of 

the process of regulation. The regulation development should be automation-supported, with rules 

specified and having direct access to raw data from financial institutions' systems; this will assist 

regulatory authorities in moving quickly with their tasks on specific supervisory functions—efficient 

execution of supervision, in other words. (Johansson et al., 2019). 

 

5.3 Key Applications of RegTech in Compliance and Risk Management 

• Compliance Automation: RegTech automates the processes for compliance control, resulting in a 

significant reduction of time and resource investment traditionally needed for compliance tasks. 

Besides reducing operational costs, it greatly minimizes human error, delivering more accurate 

compliance outcomes. Technologies like smart contracts and API-driven systems enable real-time 

compliance checks, ensuring financial institutions remain compliant with regulatory requirements. 

(Dill et al., 2019). 

• Risk Assessment Enhancement: Advanced analytics and machine learning algorithms enhance risk 

assessments by financial institutions. RegTech solutions analyze vast amounts of data to identify 

potential risks and compliance issues, enabling organizations to address vulnerabilities proactively and 

develop innovative risk management strategies. 

• Regulatory Reporting Improvements: RegTech allows improving the process of regulatory 

reporting by automating data collections and analyses. In this way, reports for regulatory authorities 

can be prepared and submitted more quickly and accurately, ensuring the timely fulfillment of financial 

institutions' obligations. The integration of DLT further promotes transparency and traceability in 

reporting processes. 

 

5.4 Risks Associated with RegTech Adoption 

• Information Privacy Risks: The increasing utilization of data dissemination and real-time tracking 

in RegTech means that exposures to cyber threats and unauthorized access by financial institutions are 

very high. As more sensitive data is gathered and shared, the risk of data breaches continues to rise, 

necessitating robust cybersecurity measures to protect client information. 

• Algorithmic Bias: One possible consequence is that the algorithms could reflect or even accentuate 

biases, leading to imprecise risk assessments. This could result in an uneven playing field, particularly 

when certain demographics are disproportionately affected by automated decision-making processes, 

raising concerns about equity in compliance evaluations. 

• Dehumanization Over-reliance on AI and machine learning for compliance functions raises serious 

ethical concerns, particularly in decision-making. As compliance roles become increasingly 

automated, there is a risk that the nuanced judgment and discretion of compliance specialists may be 

lost. The "black box" nature of AI systems could lead to suboptimal compliance outcomes, as such 

automated systems might not fully consider the complexities of each case. (Kalai et al., 2024). 

 

5.5 Future Prospects of RegTech in Financial Crime Prevention 

In the future, RegTech is also anticipated to remain an emerging field in which new manufacturing, 

artificial intelligence, and data analytical systems will contribute greatly to the growth in the prevention 

of financial crimes. Thus, the cooperation of financial institutions and regulators while creating the 
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RegTech solutions could make the integration of such systems into the regulatory environment smoother. 

This change should enhance the international synergies in the fight against financial crime with reference 

to multilateral endeavours like the Global Financial Innovation Network (GFIN)( Ramlall et al., 2018).   

The use of regulations that are implemented in machines, so that the rules set by regulators are coded are 

the future trends that may transform compliance. Such solutions will make it possible to monitor and 

change compliance processes in real time, and thus supply f inancial institutions with adaptations to the 

dynamics of continually emerging regulations(Akartuna et al., 2022).  

 

6. Proposed Conceptual Framework for Understanding the Effectiveness of RegTech in Financial 

Crime Prevention 

The research framework proposed in this paper is centered on the usage of RegTech for mitigating 

financial crimes including money laundering & fraud in the financial sector. Due to the integration of the 

so-called cutting-edge technologies including AI, ML, and block chain RegTech optimizes regulation and 

operation. This framework discusses drivers affecting the use of RegTech, issues encountered when 

deploying RegTech, and benefits of adopting the technologies on compliance activities in financial 

organizations.  

 6.1. Key Variables and Relationships  

 The following is the list of the variables, which have been incorporated in the conceptual framework 

highlighting the relationships between them and RegTech in the prevention of financial crime: The extant 

research is based on the following independent variables: _degree of RegTech adoption_, _level of 

regulatory complexity_, and _technological advancement_. RegTech readiness means how far financial 

firms have evolved regarding the utilization of innovative solutions such as AI and blockchain in 

compliance and related fraud prevention. Regulatory overheads can be defined as the issues arisen out of 

the need to operate in accordance with the constantly changing environment of the regulations. 

Technological advancement on the other hand entails the development of AI, ML, and blockchain 

solutions that augments RegTech performance.  The dependent variables include; financial crime 

prevention, compliance effectiveness and Operational Efficiency. The issue of financial crime prevention 

lies on how well institutions are able to identify cases of fraud such as money laundering. Compliance 

effectiveness can be defined as the extent to which an institution is able to fulfill the compliance 

regulations it has to meet while at the same time mitigating for non-compliance dangers. Protection 

efficiency is about decreasing of such hazards, as people mistakes, improve speed & accuracy of the 

reporting systems, optimization of the remarkable compliance.  

 

 
Fig- Variables and Relationships(Li et al.,2023). 
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The framework also consist of moderating factors for the case which are data privacy and security, cost 

of the implementation, as well as regulation of the practice. Two major factors that are relevant to the 

initiation of the adoption of RegTech are data privacy and security since institutions have to meet various 

privacy laws and protect such delicate financial data. Implementation cost can act as a hindrance to the 

complete adoption of RegTech solutions by financial institutions, let alone the small and mid-sized firms. 

Legal scrutiny helps the adoption of RegTech to support the existing laws’ enforcement and direct their 

implementation.  

 

7. Conclusion 

What can be seen from the information shared above is that RegTech is an integral component in today’s 

fight against financial crimes and compliance. Through the application of RegTech, it has been realized 

that the operational risks could significantly be reduced, the processes of compliance might be made more 

accurate, and the leading financial institutions could gain the flexibility necessary for facing changing 

environments rapidly. RegTech employs set technologies such as AI and blockchain, which leads to real-

time processes like monitoring, fraud detection, and risk assessment and hence it minimizes money 

laundering and terrorism financing risks.  

Nonetheless, there are a number of obstacles that must be overcome in order to unlock RegTech’s full 

potential. The challenges that currently hinder broad adoption of RegTech solutions include cybersecurity 

threats, issues to data privacy, and high costs associated with deployment of high end technologies. Hence, 

financial institutions and regulatory authorities need to work together for the institution of a system that 

supports innovation as well as compliance with robust measures. It will also assist institutions in 

unearthing these challenges and achieve the optimum value proposition of RegTech in combating financial 

crimes.   In conclusion, one can state that RegTech is on the edge of changing the financial services 

drastically, and its importance will only become paramount as far as the fin serv continues to shift to digital 

platforms. As the quality of risk management, the accuracy of compliance with the norms, and the 

effectiveness of the operations performed, RegTech will become an essential means to protect the financial 

sector from crimes and become a key to innovation and compliance at the same time.  

 

8. Recommendations 

Recommendations From the observation made from this study, the following recommendation can be 

made. RegTech is a potent instrument in enhancing the operation of financial companies and facilitating 

better regulation, and monetary organizations should concentrate on the use of solutions based on AI and 

blockchain technologies. And for RegTech to work as an independent system it has to be processed to fit 

the current models of regulations in the system to work under observation by people. This is the reason 

why one has to have a very tight cooperation with RegTech solutions providers to make sure that the 

solutions which are being offered correspond with the needs of the particular institution and on the other 

hand, are capable to address any new regulation which might be introduced in the future. To the regulators, 

there is a need to harmonise best practices on the use of RegTech that will address provisions of the data 

privacy and cybersecurity laws passed currently. Jian and risks should be awarded in cooperating with the 

private sector implementing the idea of implementation of proper and effective RegTech through regulated 

and controlled environment as the regulatory sandboxes. Finally, because financial crime is a modern 

trend affecting the world today, the regulators should back the creation of an international collaboration 

in advancing standard approaches for implementing the RegTech solutions, where the implementation 
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process becomes straightforward. In light of this, whatever RegTech solution providers take to the market 

has to be efficient in data privacy and Cyber Security to ensure that the financial institutions implementing 

the solutions have adequate protection of information. All these providers must also focus on increasing 

the value of customer experience and make their solutions more affordable so that they can suit small to 

mid-size institutions. New solutions’ creation is a key factor in RegTech because the regulatory changes 

are continuous, and businesses need to be ready.  

 

9. Future Research Directions 

Nonetheless, this study has provided more information on what RegTech currently is and how it looks like 

in the future, future studies could expand on the effects of RegTech on the risk and compliance 

performances of financial institutions. It will also be useful to look at some of the case studies where 

implementation of RegTech solutions has been effective as well as some of the instances where it has not 

been effective. Moreover, the next studies could focus on the potential of SupTech solutions, which have 

not been comprehensively examined yet, with the ability of SupTech solutions to support the supervision 

capacities of the relevant authorities and their synergy with RegTech in the sphere of compliance and 

fighting financial crime.  
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