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Cross-Border Data Transfers: International
Cooperation And Conflicts
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ABSTRACT

In a globally connected digital economy, cross-border data transfers are pivotal for trade, innovation, and
communication. However, they are also a source of significant legal and geopolitical tension due to
differing privacy and data sovereignty standards. This paper examines these conflicts, focusing on the
European Union’s General Data Protection Regulation (GDPR), which has set a high bar for data privacy
globally. By allowing data transfers only under stringent conditions, such as the adoption of GDPR-
equivalent laws or the use of mechanisms like Binding Corporate Rules (BCRs) and Standard Contractual
Clauses (SCCs), the GDPR imposes substantial compliance burdens, particularly on developing nations.
These requirements complicate efforts to balance the preservation of digital trade opportunities with
respect for national privacy standards.

The study explores alternative frameworks, such as bilateral and regional agreements exemplified by the
EU-US Privacy Shield and the Comprehensive and Progressive Agreement for TransPacific Partnership
(CPTPP). It also underscores the potential for multilateral solutions based on common privacy principles
developed through organizations like the OECD and APEC. By analyzing these approaches, this paper
highlights the need for harmonized international standards that facilitate secure and equitable data flows
while respecting the diverse regulatory preferences of nations. The findings emphasize that fostering
cooperation is essential to addressing the challenges and conflicts in global data governance.

Keywords: Cross-border data transfers, General Data Protection Regulation (GDPR), Data privacy and
protection, International data governance, Binding Corporate Rules (BCR), Standard Contractual Clauses
(SCC)

INTRODUCTION

Data movement across national borders is referred to as cross-border data transfer. Cross-border data
transfer has become increasingly necessary as a result of globalization and the growth of the digital
economy. For multinational corporations, international organizations, and even individuals functioning in
a globalized environment, this transfer is essential. It facilitates the smooth flow of information, allowing
people to interact with others from various backgrounds and cultures and businesses to grow their
operations.

Cross-border data transfers, the movement of digital information across national boundaries, are vital to
the modern global economy. These transfers involve personal data, business records, financial
transactions, and digital communications, enabled by technologies like the Internet and cloud computing.
They underpin global trade, powering e-commerce platforms, financial transactions, and supply chain
management, making international commerce more efficient and accessible.

Beyond trade, cross-border data flows drive technological innovation by providing access to diverse
datasets essential for artificial intelligence (Al), cloud computing, and big data analytics. They facilitate
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international research and development (R&D), fostering collaboration to address global challenges.
Multinational corporations rely on seamless data transfers for operations like customer management,
workforce collaboration, and regulatory compliance, enhancing efficiency and service quality.

These data flows significantly impact economic growth by reducing transaction costs and enhancing
productivity, enabling businesses to innovate and expand. Consumers benefit from improved access to
digital services like streaming, social media, and online banking, while personalized services enhance user
experiences.

However, challenges persist, including concerns about privacy, security, and regulatory compliance, which
often spark international tensions. Balancing economic benefits with data sovereignty and protection is
critical to ensuring the continued success of cross-border data transfers in a globalized digital economy.

Scope

The volume of cross-border data flows has surged exponentially in recent years, driven by globalization,
digital transformation, and technological advancements. Data now flows seamlessly across borders
through e-commerce platforms, financial transactions, cloud computing, and social media, forming the
backbone of global trade and economic integration. These data flows enhance international commerce by
facilitating real-time transactions, optimizing supply chains, and enabling businesses to operate in multiple
markets.

Beyond trade, cross-border data flows are central to innovation. Technologies like artificial intelligence
(AI), machine learning, and big data analytics thrive on the availability of diverse datasets from around
the world. They also support global research collaboration, advancing breakthroughs in medicine,
technology, and environmental sustainability.

However, this growth raises significant concerns about privacy and security. The movement of personal
data across jurisdictions with differing legal frameworks intensifies debates over data protection,
sovereignty, and ethical use, highlighting the need for balanced global governance.

Research Objectives

This paper aims to explore the complexities of cross-border data transfers by addressing the following key

questions:

1. What are the legal, political, and economic challenges associated with cross-border data
transfers?

This includes examining issues such as conflicting data protection regulations, the economic burden of

compliance on multinational corporations, and the geopolitical implications of data sovereignty. The paper

will also assess how these challenges impact global trade, innovation, and privacy.

2. How do nations cooperate or conflict over data transfer policies ?

The research will investigate the mechanisms of international cooperation, such as bilateral agreements,

regional frameworks, and global initiatives aimed at harmonizing data transfer regulations. Conversely, it

will analyze sources of conflict, including data localization laws, national security concerns, and differing

cultural attitudes toward privacy and freedom of information.

HISTORICAL EVOLUTION
The evolution of cross-border data transfers has paralleled the rapid development of digital technologies
and the internet. In the early days of the Internet during the 1990s, data transfers were limited by
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infrastructure and the absence of formal regulations. As global connectivity expanded, businesses and
governments began to recognize the economic potential of seamless data flows, which became integral to
international commerce and communication.

The 2000s marked a significant turning point with the rise of e-commerce and the advent of global
platforms like Amazon and Google, which depended heavily on cross-border data movement.

During this period, initial regulatory frameworks, such as the EU’s Data Protection Directive, sought to
safeguard privacy while enabling data transfers. However, the lack of global alignment in regulations led
to tensions between regions like the EU and the US.

In the 2010s, the proliferation of cloud computing and artificial intelligence revolutionized data usage.
The General Data Protection Regulation (GDPR) set a global benchmark for data protection, influencing
regulations worldwide. Simultaneously, issues such as data localization laws and national security
concerns emerged, reflecting growing geopolitical complexities.?

Today, cross-border data flows are central to innovation and global trade, but they face challenges from
fragmented regulatory approaches and the tension between privacy and economic growth.

Key Stakeholders in Cross-Border Data Transfers

The dynamics of cross-border data transfers involve a wide array of stakeholders, including nations,
multinational corporations (MNCs), and international organizations. Each plays a critical role in shaping
the policies, regulations, and practices governing data flows across borders.

1. Nations:

Countries are primary stakeholders, crafting laws and regulations that dictate how data flows across their
borders. For instance:

The United States emphasizes a market-driven approach, prioritizing innovation and economic growth.
The European Union is known for stringent privacy protections, exemplified by the General Data
Protection Regulation (GDPR).

Nations like China and Russia enforce data localization laws, citing national security and sovereignty
concerns.

2. Multinational Corporations (MNCs):

Companies operating globally rely on cross-border data flows for their operations. Key players include:
Tech giants like Google, Amazon, and Microsoft, depend on data mobility for cloud computing and Al
development.

E-commerce platforms such as Alibaba and Shopify, rely on real-time data exchange to enable global
trade.

Financial institutions that require seamless data sharing for international transactions.

3. International Organizations:

These entities advocate for standardized policies and frameworks to facilitate data flows while ensuring
privacy and security:

1 Trade: Impacts of Data Governance Frameworks on Global Markets (2023),
https://unctad.org/system/files/officialdocument/dtlecdc2023d1_en.pdf.

2 Paul M. Schwartz & Karl-Nikolaus Peifer, Transatlantic Data Privacy Law, 53 N.Y.U. J. Int'1 L. & Pol. 1 (2020),
https://www.nyujilp.org/wp-content/uploads/2020/10/NYI307-1.pdf.
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World Trade Organization (WTQO): Works on e-commerce negotiations and removing barriers to digital
trade.

Organisation for Economic Co-operation and Development (OECD): Promotes principles for privacy
and data governance.

United Nations (UN): Addresses digital governance through initiatives like the Internet Governance
Forum (IGF).

Together, these stakeholders influence the development of global data governance frameworks, balancing
economic benefits with ethical, legal, and geopolitical concerns.®

Regulatory Frameworks in Cross-Border Data Transfers

1. General Data Protection Regulation (GDPR) — European Union
(EU): Implemented in 2018, the GDPR sets a global standard for data protection and privacy. It regulates
how personal data is collected, processed, and transferred, ensuring individual rights. Cross-border data
transfers are allowed only if the receiving country guarantees equivalent data protection, which may
involve mechanisms such as adequacy decisions, standard contractual clauses, or binding corporate rules.
Non-compliance can result in severe fines, up to €20  million or 4%  of
annual global turnover.

2. CLOUD Act (Clarifying Lawful Overseas Use of Data Act) — United States: Enacted in 2018, the
CLOUD Act allows US law enforcement to access data stored by US-based companies, regardless of the
data’s physical location. It also enables bilateral agreements with other countries for cross-border data
access under mutual legal frameworks. While facilitating criminal investigations, the Act raises concerns
about conflicts with foreign data protection laws, such as the GDPR.

3. Data Localization Policies — India, China, and  Others: Countries like India
and China enforce strict data localization laws, mandating that specific types of data (e.g., personal,
financial, or critical data) be stored within national borders. India’s draft Data Protection Bill focuses on
protecting personal data, while

China’s Cybersecurity Law emphasizes state control and national security. Critics argue that localization
policies hinder global trade, increase costs, and fragment the internet.*

AREAS OF INTERNATIONAL COOPERATION IN CROSS-BORDER DATA TRANSFERS
Cross-border data transfers involve complex legal, economic, and technological challenges. Despite these
complexities, nations, organizations, and corporations are increasingly working together to develop
frameworks that balance privacy, security, and economic benefits.

Mutual Agreements and Frameworks

1. Privacy Shield

The EU-US Privacy Shield was a framework established in 2016 to facilitate transatlantic data transfers
while ensuring compliance with the EU’s strict data protection standards. It replaced the earlier Safe
Harbor agreement, which the European Court of Justice invalidated in 2015 due to concerns over
inadequate privacy protections under US law. The Privacy Shield provided mechanisms for companies to
self-certify adherence to privacy principles while addressing EU concerns about surveillance.

3 Cyril Amarchand Mangaldas, Client Alert: Cross-Border Data Transfer Regulations (Aug. 2023),
https://www.cyrilshroff.com/wp-content/uploads/2023/08/Client-Alert-Cross-Border-Data-Transfer.pdf.

4 InCountry, Data Residency Laws by Country: An Overview (Aug. 15, 2023), https://incountry.com/blog/dataresidency-
laws-by-country-overview/.
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However, the Privacy Shield was invalidated in 2020 by the "Schrems II" ruling, which found US
surveillance laws incompatible with GDPR requirements. Since then, efforts have focused on negotiating
a new framework to restore trust and enable seamless data transfers.

2. APEC Cross-Border Privacy Rules (CBPR)

The APEC CBPR system fosters data privacy cooperation in the Asia-Pacific region. Launched in 2011,
this framework aims to ensure that companies transferring data across APEC economies adhere to
consistent privacy standards. Participating businesses are assessed by accredited accountability agents to
ensure compliance, providing consumers with confidence in data protection practices. The CBPR system
promotes regional economic integration while addressing the diverse legal frameworks across APEC
economies.

DATA STANDARDIZATION AND SECURITY PROTOCOLS

Role of ISO Standards and Cybersecurity Frameworks

Global cooperation in data transfers also hinges on standardized practices for data protection and security.

The International Organization for Standardization (ISO) has developed various standards, such as

ISO/IEC 27001, which offers a comprehensive approach to managing information security. These

standards create a baseline for global interoperability, ensuring that organizations across jurisdictions

maintain robust cybersecurity measures.®

Additionally, frameworks like the NIST Cybersecurity Framework from the US provide best practices

for managing and reducing cybersecurity risks. International collaboration on such frameworks promotes

trust and security, enabling smoother data exchanges between countries.

The economic benefit of cooperation refers to the fact that cooperation leads to efficiency advantages that

can also be duplicated by competitors.

Easy cross-border data transfers guarantee numerous economic benefits through supply chain, ecommerce,

and innovation. Here’s how cooperation amplifies these benefits:

1. Global Supply Chains
The globalization of operations implies that data should be shared in real time to meet the demands of
long and intricate SCM chains. Through the provision of conduits for the flow of logistics data,
countries and businesses keep supply chain in motion. For instance, integrated platforms driven by
cross-border data sharing enable a company to monitor the shipment of goods, control routes, and
avoid delays.

2. E-Commerce Expansion

3. The legal structures enable the electronic business to facilitate payments for products, confirmation of
customer identity, and customer information within different geographical locations. It is especially
crucial for SMEs through which a company can significantly expand its operations through global
markets. Straight-forward regulations and harmonized data protection rules make it possible to
decrease firms’ operational expenses and increase public confidence in digital platforms.

4. Driving Innovation
The availability of many datasets across the globe continues to drive innovation such as artificial
intelligence, machine learning, and big data. This makes it easy for research and development scholars

5 ISMS.online, ISO 27001: Information Security Management System (ISMS), https://www.isms.online/iso-27001/.

IJFMR250241439 Volume 7, Issue 2, March-April 2025 5



https://www.ijfmr.com/

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

from different countries to combine their efforts in combating some of the worldwide problems such
as inequality in the facility of health, climate change, and cybersecurity.

SOURCES OF CONFLICT AND CHALLENGES IN CROSS-BORDER DATA TRANSFERS

The transfer of data across national borders is fraught with challenges stemming from geopolitical

tensions, regulatory disparities, and cultural differences. These conflicts shape the dynamics of

international data governance and create barriers to seamless digital cooperation.®

Geopolitical Tensions

Differences in data sovereignty and privacy philosophies often lead to conflicts between nations.

For example:

e USA’s Market-Driven Model vs. EU’s Rights-Based Approach: The United States
prioritizes innovation and free market principles, allowing companies to handle data with fewer
restrictions. In contrast, the European Union’s General Data
Protection Regulation (GDPR) emphasizes the protection of individual rights, enforcing strict controls
on how personal data is collected, processed, and transferred. These opposing philosophies complicate
negotiations for data transfer agreements, as seen in the invalidation of the EU-US Privacy Shield
framework’.

e (Case Studies of Conflicts:

TikTok Ban: The US government has raised concerns over TikTok, alleging that its parent company,

ByteDance, shares user data with the Chinese government. These accusations led to executive orders

attempting to ban TikTok’s operations in the US, sparking legal disputes and debates about data security

and censorship.

Huawei Restrictions: Many Western nations, including the US and EU members, have imposed

restrictions on Huawei due to alleged links to the Chinese government and potential cybersecurity threats.

These measures disrupt global telecom markets and intensify geopolitical rifts.

Data Localization Laws

Forced data localization, where governments mandate that specific data types be stored within national

borders, creates significant operational challenges for multinational corporations (MNCs).®

1. Disruption to Global Operations:

2. Data localization laws raise the level of infrastructure investment because companies need to set up
localized server and data facilities in different locations. For Instance, the Personal
Data Protection Bill, proposed by India compels companies to store critical data within the country,
thus changing global firm's data storage and management strategies.

3. National Security vs. Trade Liberalization:

6 Shalini Khemka, Data Governance: Asian Alternatives—How India and Korea Are Creating New Models and Policies,
CARNEGIE INDIA (Aug. 2022), https://carnegieindia.org/research/2022/08/data-governance-asianalternatives-how-india-
and-korea-are-creating-new-models-and-policies?lang=en&center=india.

7 William Alan Reinsch, Developing an Economic Security Strategy: EU and US Approaches, CENTER FOR STRATEGIC
& INTERNATIONAL STUDIES (Aug. 4, 2022), https://www.csis.org/blogs/geoeconomics360/developing-economic-
security-strategy-eu-and-us-approaches.

8 What is Data  Localization: Pros & Cons: Imperva (2023) Learning Center. Available
at: https://www.imperva.com/learn/data-security/data-
localization/#:~:text=Data%?20localization%200r%?20data%?20residency,occur%20within%20their%20country’s%20 borders.
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Currently, data localization is being defended by countries in the global community through the mantra
of protecting national security, as well as the sovereignty of data in the respective countries. However
such measures /are often inconsistent with the principles of liberalization of world trade, which causes
tension in relations between countries. Alas, it turned out that the WTO cannot effectively tackle these
problems, as countries value security more than integrated digital trade.
Compliance Costs and Legal Disputes
MNCs face mounting challenges in complying with conflicting data transfer regulations across
jurisdictions®.
1. High Compliance Costs:
Today, it is challenging to grasp all the regulations regarding data protection because there are many of
them, starting with GDPR in Europe, the CLOUD Act in the USA, with data localization in China, India,
and Russia. These parallel regulations impose costly requirements to the companies, including the
necessity to create regional data centers and check legal requirements by legal audit.
2. Legal Disputes and Penalties:
This reality is one of the most apparent, as differences in regulating authorities often become the initiators
of legal battles. For example, organizations based in Europe may suffer GDPR fines due to the transfer of
data to the US under the CLOUD Act. The
violation of such laws may lead to penalties that a company can ill afford, such as Google suffering a €50
million slap on the wrist under GDPR for lacking transparency.
Cultural and Ethical Disparities'°
Cultural and ethical differences further exacerbate conflicts in cross-border data governance.
1. Differing Views on Privacy:
Privacy is culture sensitive hence various cultures perceive it in differently. Western people have a notion
of privacy as personal, while some of Asian people might have the concept of the collective good
depending on certain situations above personal information protection. These cultural differences affect
regulations and make the work of setting up an international framework difficult.
2. Censorship and Free Speech:
Some countries, for example, China and Russia that have implemented more severe laws in connection
with censorship, make demands to international TP providers requesting the latter to filter politically
sensitive content. For instance, service providers such as Google Facebook and others have been accused
of not obeying censorship laws in these countries, and yet as a result of this, they have been banned from
or restricted from operating in these countries.

CASE STUDIES IN CROSS-BORDER DATA TRANSFER CONFLICTS
1. EU-US Data Transfer Conflicts: Privacy Shield and Schrems IT*!

9 Compliance Costs (no date) Compliance Costs - an overview | ScienceDirect Topics. Available at:

https://www.sciencedirect.com/topics/economics-econometrics-and-finance/compliance-costs (Accessed: 9 December 2024).
10 Mohd Mustamil, N. (2010) The influence of culture and ethical ideology on ethical decision making process of

Malaysian managers, espace Home. Curtin University. Available at:
https://espace.curtin.edu.au/handle/20.500.11937/646#:~:text=The%20most%20generally%20accepted%20concept,
practices%20are%20appropriate%20and%?20acceptable. (Accessed: 9 December 2024).

11 Aleksandr (no date) Schrems II and Beyond: EU-US International Data Transfers, Cookiebot. Available at:
https://www.cookiebot.com/en/schrems-ii-privacy-shield/ (Accessed: 9 December 2024).
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EU-US Privacy Shield agreed in 2016 was such a mechanism that aimed at allowing data transfer while
following the rigorous EU’s General Data Protection Regulation. But the ruling of the case Schrems II in
the European Court of Justice in 2020 annulled the shield, claiming that there were no proper protections
for EU citizens' data that are transferred to the US. This is a radical case and the court was worried by
surveillance practices carried out in the US, which contravened EU privacy rights.

This decision impacted transatlantic data transfers and generated business insecurity for the thousands of
companies using the framework. Companies were forced to resort to the mechanisms of Standard
Contractual Clauses (SCCs) but that also came under criticism. This case epitomizes the conflict between
the US which relies on surveillance to control data access and the EU Charter of Rights. Formal to reach
a new framework but the trust between the two regions is still a question mark for global business.

2. China’s Cybersecurity Law'?

The Chinese Cybersecurity Law enacted in 2017 provides control to the localization of personal data and
cybersecurity rules concerning firms operational in China. Specified types of data for example personal
or sensitive data should be stored within the national territory. However, transferring data across borders
is challenging, and one requires government permission, making it a cumbersome process with lots of
paperwork.

Under the legal mandate, data sovereignty politics is pushed forward, and China aims to regain sovereignty
over information in its proximity. However this results in the occurrence of many difficulties to the
operation of MNCs due to various aspects such as having to establish local data centers which is very
costly hence they are subjected to many regulations. For example, global players in cloud computing must
partner with Chinese companies to conduct business in this market and this restricts the strategies adopted
in the market. It extends to matters of national security and a host of foreign companies have experienced
pressure regarding risks to data. This has brought conflict in diplomacy and the commerce with US which
labeled the law as a trade restriction.

3. India’s Data Localization Debate

The PDPB currently proposed by the Government of India has raised discussions on freedom of privacy
and data security, national security, and the openness of the economy. The bill provision states that personal
data that raises sensitivity issues must be stored inside India, and sensitive personal data must be stored
only in India. According to its objectives, it seeks to increase privacy safeguards and encourage the
advancement of local data networks, but opposition to it has come from worldwide technology companies
and trade organizations.

Opponents of data localization also believe that the so-called legislation will make it too expensive for
foreigners, especially small enterprises, beyond reasonable compliance levels, and will stifle innovation.
Moreover, they fear that such measures pose threats to global data freeness by fragmenting data ownership
on the international level. Some defences on the other hand embrace data sovereignty® and the fact that
Indian citizens’ data should not fall prey to foreign spying and misuse.

Data localization has also played a role in policy formulation and bargaining policy for India, especially
in WTO negotiations. Even though the said bill is still at the approval stage, the implementation of the bill

12 Translation: Cybersecurity Law of the People’s Republic of China (Effective June 1, 2017) (2022) DigiChina. Available at:
https://digichina.stanford.edu/work/translation-cybersecurity-law-of-the-peoples-republic-of-chinaeffective-june-1-
2017/#:~:text=Article%201%3 A%20This%20Law%20is,0f%20the%20informatization%200f%20the (Accessed: 9 December
2024).
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will be felt in the doors of foreign investment into India and those multinational companies that already
have operations in the country.

CONCLUSION

Data transfers are today necessary for a global digital economy, that gives benefits to various fields like
commerce, research, and diplomacy. But they are proven to be associated with challenges that stem from
differences in geopolitical interests, policies, and cultures respectively. This paper discusses the challenges
viewed through the lens of data governance and demonstrates how the concept of data governance is a
combination of the best of both worlds — the desire for global interconnectedness and the need to protect
national sovereignty, privacy, and security.

The analysis shows that international cooperation should be used to solve these conflicts. There is an
understanding that cooperation is possible even if there are disagreements as it was shown by the
framework of the EU-US Privacy Shield and the APEC Cross-Border Privacy Rules. Schrems

II decision, China’s Cybersecurity Law, and India’s data localization debate are some of the tension-filled
and operational challenge pictures of global businesses and nations.

However, to achieve the advantages that come with the smooth flow of data including improving the global
value chain, facilitating e-commerce, and spurring advances in technology all support collaborative
efforts. The government and the parties' interest policy must act to ensure that they have the same standards
of regulation that are acceptable but with different cultures and legal systems.

Actionable Recommendations:

Develop Globally Accepted Standards: Multilateral formations including WTO, OECD, and UN should
take the role of developing common data protection and cybersecurity standards to close the existing legal
divide.

Strengthen Bilateral and Multilateral Agreements: APEC, Members Consumer Privacy, Crossborder
privacy, and Cross-border data flows Countries should progress forward on the effective framework such
as the APEC CBPR that data transfers must be according to jointly set privacy and security standards.
Encourage Transparency and Accountability: The people who gather the data, be it government agencies
or corporations, should ensure that they practice high levels of data integrity: explaining themselves to
stakeholders.

Invest in Digital Infrastructure: Thus, developed as well as developing countries must ensure that they
invest in secure and efficient electronic systems for integration.

All in all, it is seen that the conflicts in cross-border data transfers cannot be resolved individually and
agreeably with economic liberalization, privacy as well as sovereignty. Through the promotion of dialogue
and cooperation, the international society should guarantee a safe, inclusive, and innovative digital future.
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