~ Y International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

The Right to Privacy in India: Evolution and
Developments

Kshitiz Dubey?!, Dr. Jyotsna Singh?

YIm Student Amity Law School, Amity University Lucknow Campus
Zassistant Professor Amity Law School, Amity University Lucknow Campus

Abstract

The right to privacy in India has undergone a transformative evolution, progressing from judicial neglect
to constitutional prominence. Initially absent from the express text of the Indian Constitution, privacy was
denied recognition in early rulings such as M.P. Sharma v. Satish Chandra and Kharak Singh v. State of
U.P. Over time, however, the Supreme Court of India expanded the interpretation of Article 21, which
guarantees the right to life and personal liberty, to include unenumerated rights such as privacy.

This paper traces the jurisprudential development of the right to privacy, with special emphasis on the
landmark judgment in Justice K.S. Puttaswamy (Retd.) v. Union of India (2017), which unequivocally
recognized privacy as a fundamental right inherent in human dignity and autonomy. The judgment laid
down a broad framework for understanding privacy as a multifaceted right, encompassing informational,
decisional, and bodily privacy.

The paper also explores contemporary challenges in enforcing this right, particularly in the context of the
Aadhaar identification project, digital surveillance, and the growing role of private tech corporations in
data collection. The inadequacy of India’s current data protection regime is highlighted, especially in
comparison to international standards such as the European Union’s General Data Protection Regulation
(GDPR).

By situating Indian privacy jurisprudence within a global context, this study underscores the urgent need
for a robust legal framework that balances individual liberties with legitimate state interests. Ultimately,
the paper advocates for privacy to be treated not merely as a legal entitlement but as a cornerstone of
democratic society in the digital age.
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1. INTRODUCTION

The right to privacy is a cornerstone of human dignity, autonomy, and personal freedom. It allows people
to control their personal information, protect themselves from unnecessary interference, and maintain their
independence in an increasingly connected world. While privacy has deep roots in the philosophy of
individual liberty championed by thinkers like John Stuart Mill and in global declarations such as the
Universal Declaration of Human Rights, it is more than just a legal principle. It is essential for any
democratic society to function properly.

Today, however, privacy is under serious threat. Rapid technological developments like mass digital
surveillance, advanced data collection techniques, and widespread use of social media have blurred the
line between what is public and what is private. These changes raise critical questions about whether
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current privacy laws are strong enough to protect people in a world where personal data has become both
highly valuable and vulnerable.

In India, the concept of privacy as a legal right has gone through a significant transformation. For many
years, privacy was seen as a part of other fundamental rights under the Constitution but was not explicitly
recognized on its own. This changed with the landmark Supreme Court judgment in K.S. Puttaswamy v.
Union of India® , which declared privacy a fundamental right under Article 21 of the Constitution. This
ruling was a major turning point. It confirmed that privacy is central to individual dignity and freedom
and sparked a national conversation about privacy in the age of surveillance and digital data.

However, as technology continues to advance illustrated by India’s Aadhaar program, one of the largest
biometric ID systems in the world the struggle to balance innovation with the protection of individual
rights has only intensified.

This chapter sets the stage for a deeper study of privacy laws, both globally and within India, in the context
of ongoing technological disruption. Around the world, the right to privacy has grown from protecting
against physical intrusions (such as through the Fourth Amendment in the U.S.) to embracing complex
data protection systems like the European Union’s General Data Protection Regulation (GDPR). In India,
privacy protections have evolved primarily through court rulings and social movements, eventually
leading to its constitutional recognition.

Despite this progress, new threats like government surveillance programs (e.g., the Central Monitoring
System) and the unchecked data collection by private companies pose serious challenges. The lack of a
strong, comprehensive privacy law in India makes the situation even more difficult.

2. Objectives of the Study

This chapter outlines the primary objectives that guide the research paper, framing the study's focus and

aims. The objectives are critical for understanding how this paper will contribute to ongoing discussions

about privacy protection in India.

Key objectives include:

1. Examining the Historical Evolution of Privacy Rights in India: This objective focuses on tracing
the legal journey of privacy from its limited recognition in early judicial rulings to its current status as
a fundamental right.

2. Assessing the Impact of Modern Technologies on Privacy: With advancements in digital
surveillance, biometrics, and data analytics, this paper will explore how new technologies challenge
existing privacy protections in India.

3. ldentifying Key Challenges to Privacy Protection: This will focus on the legal, societal, and
technological challenges that prevent effective privacy protections.

4. Proposing Legal and Policy Solutions: The research will suggest reforms in India’s legal and
regulatory frameworks to address modern privacy concerns.

5. Exploring the Relationship Between Privacy and Other Fundamental Rights: This objective will
analyze the tension between privacy and other constitutional rights, such as free speech and national
security.

These objectives provide a roadmap for the paper, guiding the exploration of privacy issues in India and

their legal implications.

1 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2019) 1 S.C.C. 1 (India).
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Research Methodology and Scope

This chapter explains the research methodology used to analyze the right to privacy in India, detailing the

approach, sources of data, and the scope of the study.

Research Methodology: The paper adopts a doctrinal legal research methodology. This approach

involves analyzing judicial decisions, constitutional provisions, and statutes to understand the

development of privacy law. Additionally, the paper will use qualitative analysis of case laws, statutes,
and secondary sources like academic journals and books.

Sources of Data:

e Primary sources include Supreme Court judgments, constitutional texts, and relevant laws.

e Secondary sources involve books, articles, and reports on privacy and digital rights.

Scope of Study:

e The research will focus primarily on India but will also draw comparisons with international
frameworks, such as the European Union’s General Data Protection Regulation (GDPR), to offer a
broader perspective.

e The study will cover the legal, technological, and societal aspects of privacy, with particular attention
to the digital era's influence on privacy rights.

3. Historical Evolution of the Right to Privacy in India with Landmark Cases

The development of the right to privacy in India has been a gradual and evolving process, shaped not by
explicit legislative enactments but through judicial interpretations, constitutional values, and changing
societal needs. Unlike countries that have enacted specific privacy laws, India’s legal system has had to
extract privacy protections from broader constitutional guarantees, particularly Article 21 of the
Constitution, which safeguards life and personal liberty. This evolution has involved a persistent tension
between state authority and individual freedoms—a struggle that has deep roots in India’s colonial past
and has continued into the digital age.

From early judicial decisions that hesitated to recognize privacy as a fundamental right to the landmark
ruling in K.S. Puttaswamy v. Union of India (2017), which firmly established privacy as a constitutional
guarantee, India’s privacy jurisprudence has undergone significant transformation. This chapter explores
the historical development of privacy rights in India, highlighting key legal milestones that have shaped
its contemporary framework.

4. Early Foundations of Privacy in India

A. Privacy in the Pre-Independence Era

During British colonial rule, the concept of privacy had little legal recognition in India. The legal system
imposed by the British primarily served the purpose of governance and control rather than the protection
of individual freedoms. Colonial-era laws, such as the Indian Penal Code (IPC) of 1860 and tort law
principles, provided limited privacy protections but primarily focused on issues like trespass, defamation,
and unlawful intrusion. These laws did not safeguard individuals from state surveillance or arbitrary
interference.

One of the defining characteristics of British rule was the extensive use of surveillance mechanisms to
monitor and control the population. Intelligence networks, such as those used by the Thuggee and Dacoity
Department, were established to track dissidents and criminal elements, reinforcing a culture of state
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oversight rather than personal autonomy. The colonial administration’s focus on maintaining control left

little space for recognizing privacy as an individual right.

Legal Framework and Limited Protections

« Indian Penal Code, 1860: The IPC contained provisions against offenses like defamation (Sections
499-502) and criminal trespass (Sections 441-462), which indirectly addressed aspects of privacy.
However, these provisions were designed more to maintain public order than to protect individual
privacy.

e Tort Law: Common law tort principles, such as protection against intrusion and defamation, provided
some civil remedies. However, tort law was underdeveloped in India, and individuals rarely pursued
privacy-related claims in court.

Overall, the colonial legal framework fostered a system where privacy was not a recognized legal right

but rather an incidental concern addressed through specific offenses.

B. Post-Independence Constitutional Developments

The adoption of the Indian Constitution in 1950 marked a paradigm shift, as it introduced a rights-based
approach to governance. However, the Constitution did not explicitly mention privacy as a fundamental
right. Instead, the judiciary played a critical role in interpreting the right to life and personal liberty under
Article 21, gradually expanding its scope to include privacy protections.

C. Early Judicial Interpretations

In the early years of post-independence jurisprudence, courts interpreted Article 21 narrowly, focusing on

procedural safeguards rather than substantive rights. Privacy was not immediately recognized as an

integral aspect of personal liberty.

e M.P. Sharma v. Satish Chandra?, 1954: The Supreme Court, in an eight-judge bench ruling, held
that the Constitution did not explicitly guarantee a right to privacy. The case involved government
searches and seizures, and the Court ruled that such actions did not violate any fundamental right, as
privacy was not specifically protected under the Constitution.

o Kharak Singh v. State of Uttar Pradesh®, 1962: This case involved police surveillance of an
individual suspected of criminal activities. The Supreme Court acknowledged the concept of privacy
in principle but did not recognize it as a fundamental right. However, the judgment struck down certain
police regulations permitting nighttime domiciliary visits, citing violations of personal liberty under
Article 21. This ruling laid the foundation for future privacy-related jurisprudence.

While a cautious step, Kharak Singh planted the seed for privacy discourse, with Justice Subba Rao’s
dissent prophetically advocating for a broader interpretation of Article 21 a view that would gain
traction decades later.

Despite these early setbacks, judicial interpretations of Article 21 gradually evolved, particularly as India

underwent socio-economic and technological changes. With the rise of digitalization, state surveillance,

and data collection mechanisms, the need for privacy protections became more pressing.

D. Judicial Expansion of Privacy Rights
Over time, the Supreme Court expanded the meaning of personal liberty under Article 21, incorporating

2 M.P. Sharma v. Satish Chandra (AIR 1954 SC 300)
3 Kharak Singh v. State of Uttar Pradesh (AIR 1963 SC 1295)

IJFMR250242002 Volume 7, Issue 2, March-April 2025 4



https://www.ijfmr.com/

i International Journal for Multidisciplinary Research (IJFMR)

IJFMR E-ISSN: 2582-2160 e Website: www.ijfmr.com e Email: editor@ijfmr.com

privacy as a fundamental aspect of an individual's rights. Notable cases that contributed to this evolution

include:

o Govind v. State of Madhya Pradesh?, 1975: The Court recognized that privacy could be derived
from personal liberty under Article 21, though it emphasized that it was not an absolute right and could
be restricted under reasonable circumstances.

e Maneka Gandhi v. Union of India (1978): When the government impounded Maneka Gandhi’s
passport without due process, the Supreme Court intervened, ruling that Article 21 encompassed not
just physical liberty but the right to live with dignity. This expansive reading implicitly embraced
privacy as a facet of liberty, though not explicitly named.

Maneka Gandhi revolutionized constitutional interpretation by introducing the “due process” standard,
amplifying Article 21’s scope and setting the stage for privacy’s deeper entrenchment.

« R. Rajagopal v. State of Tamil Nadu®, 1994: This case pitted press freedom against individual
privacy when a magazine sought to publish a convict’s autobiography. This case, also known as the
"Auto Shankar" case. The Supreme Court ruled that privacy, inherent to Article 21, protected
individuals from unauthorized media exposure, barring exceptions tied to public interest. The Court
ruled that privacy included the right to be left alone and extended to protection from both state and
non-state actors.

Rajagopal marked a pivotal shift, explicitly linking privacy to autonomy and dignity, and balancing it
against free speech a framework that foreshadowed broader protections.

« People’s Union for Civil Liberties (PUCL) v. Union of India®, 1997: The Supreme Court ruled
against telephone tapping by the government, stating that it violated the right to privacy under Article
21. This decision reinforced privacy as a key protection against state surveillance.

These judgments paved the way for the landmark ruling in K.S. Puttaswamy v. Union of India (2017),
which definitively established privacy as a fundamental right.

o K.S. Puttaswamy v. Union of India’ (2017): Sparked by challenges to the Aadhaar biometric system,
this unanimous nine-judge bench decision declared privacy a fundamental right under Article 21. The
Court articulated privacy as encompassing bodily integrity, informational control, and decisional
autonomy, subject only to reasonable restrictions for compelling state interests.

Puttaswamy was a watershed, overturning narrower precedents and aligning India with global privacy
norms. It spurred debates on data protection and surveillance, though its promise remains unfulfilled
without legislative backing.

The judicial odyssey from Kharak Singh to Puttaswamy reflects a judiciary adapting to societal shifts from

a nascent democracy wary of state overreach to a digital-age nation grappling with technological

encroachment. Yet, this legal triumph is tempered by implementation gaps, as privacy’s constitutional

status awaits robust statutory and practical reinforcement.

5. Developments in the Right to Privacy Since Its Evolution
The recognition of privacy as a fundamental right under Article 21 of the Indian Constitution in K.S.
Puttaswamy v. Union of India (2017) marked a historic turning point, transforming an implicit liberty into

4 Govind v. State of Madhya Pradesh, (AIR 1975 SC 1378)

5 R. Rajagopal v. State of Tamil Nadu, (AIR 1995 SC 264)

8 People’s Union for Civil Liberties (PUCL) v. Union of India, (AIR 1997 SC 568)
7 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2019) 1 S.C.C. 1 (India).
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an explicit constitutional guarantee. However, this judicial milestone was not an endpoint but a catalyst,
sparking a cascade of legal, policy, and societal developments aimed at translating this right into tangible
protections. From 2017 to March 2025, India has witnessed a dynamic evolution in its privacy landscape
marked by legislative proposals, judicial clarifications, technological controversies, and shifting public
discourse. This chapter examines these developments, assessing how the right to privacy has matured amid
the complexities of a digitalizing nation, while highlighting the gaps that persist in its realization.

A. Post-Puttaswamy Judicial Refinements

The Puttaswamy verdict established a three-pronged test for privacy intrusions—Iegality, necessity, and

proportionality setting a high bar for state and private actions. Subsequent judicial rulings have refined

this framework, applying it to diverse contexts and reinforcing privacy’s scope:

» Justice K.S. Puttaswamy v. Union of India (Aadhaar Judgment, 2018): A five-judge bench upheld
the Aadhaar Act’s constitutionality but struck down provisions mandating its linkage to bank accounts
and mobile phones, citing proportionality. The Court emphasized that biometric data collection must
serve a legitimate state aim (e.g., welfare delivery) and imposed safeguards like data minimization and
restricted access, cementing privacy’s practical enforceability.

« Central Public Information Officer v. Subhash Chandra Agarwal® (2019): This case clarified
privacy’s interplay with transparency, ruling that public officials’ personal details (e.g., asset
declarations) could be disclosed under the Right to Information Act only if public interest outweighed
privacy concerns. It underscored privacy as a balancing act, not an absolute shield.

«  WhatsApp LLC v. Union of India® (2021 onwards): The ongoing challenge to India’s 2021 IT
Rules, mandating traceability of encrypted messages, has tested privacy’s limits against national
security. Interim judicial observations suggest scepticism toward blanket surveillance, reinforcing
Puttaswamy’s proportionality principle, though a final ruling remains pending as of March 2025.

o These cases illustrate a judiciary actively shaping privacy’s contours, adapting its abstract promise to
concrete disputes, and holding both state and private actors accountable.

B. Legislative Efforts and the Data Protection Framework

The Puttaswamy ruling galvanized legislative action, most notably through the Personal Data Protection

Bill (PDP Bill), introduced in 2019. Championed by Justice B.N. Srikrishna’s committee, the bill aimed

to codify privacy rights in the digital age but has faced delays and revisions:

« PDP Bill, 2019'%: Modelled partly on the GDPR, it proposed a Data Protection Authority (DPA),
consent-based data processing, and penalties for breaches. However, critics flagged its exemptions for
state surveillance and weak enforcement mechanisms.

- Data Protection Bill, 2021': A revised draft narrowed its scope to “personal data protection,”
dropping broader digital privacy provisions, and faced backlash for diluting citizen protections while
expanding government access. By March 2025, it remains under parliamentary review, mired in
debates over sovereignty and compliance costs for tech firms.

« Interim Measures: Absent a comprehensive law, amendments to the Information Technology Act

8 C.P.I.O., Supreme Court of India v. Subhash Chandra Agarwal, (2020) 5 S.C.C. 481 (India).

® WhatsApp LLC v. Union of India, W.P. (C) No. 682 of 2021 (Del. HC, pending).

10 The Personal Data Protection Bill, 2019, Bill No. 373 of 2019 (India).

1 Joint Comm. on the Personal Data Protection Bill, 2019, Rajya Sabha, Report No. 193 (India).
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(e.g., IT Rules, 2021) and sector-specific regulations (e.g., health data under the Digital Health
Mission) have attempted to plug gaps, though they lack cohesion and rigor.*2
This legislative limbo reflects a tension between India’s global tech ambitions and its constitutional duty
to protect privacy, leaving citizens reliant on judicial rather than statutory safeguards.

Technological Controversies and Privacy Battles

Since 2017, technology has both tested and propelled privacy’s evolution, with high-profile controversies

spotlighting its fragility:

» Aadhaar Implementation: Post-2018, Aadhaar’s rollout continued, but breaches—Ilike the 2022
exposure of 81 million records via a third-party portal—exposed persistent vulnerabilities. Public
outcry prompted stricter authentication protocols, yet centralized storage remains a lightning rod for
privacy advocates.'?

« Pegasus Spyware (2021): Revelations that Pegasus malware targeted Indian journalists, activists, and
politicians underscored state surveillance’s reach. The Supreme Court’s appointment of a technical
committee to investigate signalled judicial resolve, though its report, released in 2023, was
inconclusive, fuelling demands for surveillance reform.4

» Facial Recognition Deployment: By 2024, over 20 states adopted facial recognition for policing and
public services (e.g., Telangana’s voter verification), often without legal backing. Civil society
challenges, like the Internet Freedom Foundation’s 2023 petition, have pushed courts to scrutinize
these tools under Puttaswamy’s lens, with rulings pending.

e These incidents have catalysed a privacy consciousness, forcing regulators and citizens to confront
technology’s dual role as enabler and intruder.’®

C. Societal Shifts and Public Discourse

The post-Puttaswamy era has also seen a gradual awakening of privacy awareness, reshaping societal

attitudes:

« Urban Advocacy: Digital rights groups like the Software Freedom Law Centre and campaigns like
#SaveOurPrivacy have gained traction among urban youth, amplifying calls for data protection.
Protests against Aadhaar’s overreach and IT Rules reflect this shift.

» Rural Realities: In contrast, rural India—where 70% of the population resides—remains less engaged,
with Aadhaar often seen as a gateway to benefits rather than a privacy risk. A 2024 NITI Aayog survey
found only 35% of rural respondents understood data-sharing implications, highlighting an awareness
gap.1®

« Corporate Response: Tech giants like Google and Meta, facing Indian scrutiny post-Puttaswamy,
have rolled out privacy tools (e.g., Google’s 2023 “Privacy Dashboard”), though critics argue these
are superficial amid profit-driven data collection.’

This uneven societal evolution underscores privacy’s dual identity: a legal right advancing in courts and

a cultural value still taking root.

12 Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, G.S.R. 139(E) (India).
13 Aadhaar Data Leak: UIDAI Database Breached, Medianama (Oct. 2022).

14 Manohar Lal Sharma v. Union of India, W.P. (Crl.) No. 314 of 2021 (India)

15 Internet Freedom Found. v. Union of India, W.P. No. 1187 of 2023 (Del HC)

16 NITI Aayog, Rural Digital Awareness Survey Report (2024)

17 Google India, Privacy Dashboard for Indian Users, Econ. Times (Aug. 2023).
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D. Global Influence and Comparative Perspective

India’s privacy developments have not occurred in isolation. The GDPR’s 2018 enforcement inspired the
PDP Bill’s consent and accountability mechanisms, while U.S. debates over Big Tech influenced India’s
stance on data localization. Conversely, India’s Aadhaar experiment has drawn global attention, with
nations like Kenya studying its model—albeit with caution after India’s privacy critiques. This interplay
positions India as both learner and innovator in the global privacy arena.

E. Assessment and Outlook

Since Puttaswamy, the right to privacy has evolved from a judicial pronouncement to a multifaceted
battleground, shaped by court rulings, stalled laws, tech controversies, and nascent public advocacy.
Progress is evident: judicial oversight has curbed some excesses, and discourse has matured. Yet, the
absence of a robust data protection law, unchecked surveillance, and societal disparities temper this
optimism. As of March 2025, privacy in India stands at a crossroads—fortified in principle but fragile in
practice—demanding sustained effort to fulfil its constitutional promise in a digital age.

6. Impacts of Modern Technologies on Right to Privacy in India

The advent of modern technologies has catapulted humanity into an era of unparalleled connectivity and
convenience, yet it has simultaneously eroded the sanctity of privacy, transforming it from a presumed
right into a contested battleground. In India, where 1.4 billion people navigate a digital revolution spanning
smartphones, e-governance, and social media the tension between technological progress and privacy
protection is acute. Recognized as a fundamental right in Puttaswamy, privacy now faces existential
threats from tools designed to monitor, analyse, and commodify human existence. This chapter dissects
these impacts, spotlighting surveillance, data collection, and emerging tech as both enablers of progress
and agents of intrusion.

Surveillance and Data Collection

e Digital Surveillance: The proliferation of surveillance technologies has ushered India into an era of
omnipresent oversight. State mechanisms like the Central Monitoring System (CMS), which intercepts
communications without judicial oversight, and municipal deployments of facial recognition in cities
like Delhi and Hyderabad exemplify this trend. Private entities, too, wield surveillance tools retail
chains use CCTV with behavioral analytics, while employers track remote workers via keystroke
logging. This “Big Brother” reality risks normalizing a surveillance state, where anonymity is extinct
and dissent stifled.

e Example: The 2021 Pegasus spyware scandal, implicating Indian journalists and activists, exposed
the vulnerability of even encrypted platforms to state-sponsored intrusion.

e The Aadhaar System: Aadhaar, a biometric ID linking over a billion citizens to welfare, banking,
and telecom services, epitomizes the double-edged sword of technology. Its efficiency in curbing fraud
is undeniable, yet its centralized database housing fingerprints and iris scans presents a goldmine for
misuse. The Puttaswamy ruling curbed its mandatory linkage to private services, but breaches (e.g.,
the 2018 leak of Aadhaar data) and lax oversight underscore its privacy risks.

e Analysis: Aadhaar’s scale amplifies the stakes: a single breach could compromise an entire
population’s identity, highlighting the need for decentralized alternatives.
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Technological Tools and Privacy Violations

7.

Social media and Data Mining: Platforms like Facebook, Twitter, and Instagram thrive on user data,
amassing troves of personal details likes, locations, relationships for targeted advertising and beyond.
India, with over 500 million social media users, is a data powerhouse, yet consent is often buried in
opaque terms of service. The Cambridge Analytica scandal, where Indian political campaigns
exploited such data, illustrates the global stakes of unchecked mining.

Impact: Users unwittingly trade privacy for convenience, fuelling digital profiles that outlast their
physical selves.

Artificial Intelligence and Machine Learning: AI’s rise seen in facial recognition at airports or
predictive policing in states like Uttar Pradesh offers efficiency but imperils privacy. These tools, often
trained on unconsented data, enable mass profiling without accountability. In 2023, Delhi Police’s use
of facial recognition to track protesters sparked outrage, yet regulatory gaps persist.

Risk: AI’s opacity (“black box” algorithms) obscures how decisions affecting privacy are made,
undermining trust and consent.

Cybersecurity and Data Breaches: India’s digital boom evident in UPI transactions and e-health
records coexists with rising cyber threats. The 2022 Air India breach, exposing millions of passengers’
data, and frequent ransomware attacks on hospitals reveal the fragility of current safeguards. The
Information Technology Act’s 2011 Rules offer minimal protection, leaving citizens exposed.
Consequence: Each breach erodes trust in digital systems, amplifying privacy’s precarity.
Technological progress has undeniably enriched India, from financial inclusion to smart cities, but its
shadow surveillance, exploitation, and insecurity looms large. Puttaswamy’s promise demands more
than judicial rhetoric; it requires a legal and ethical reckoning with technology’s dual nature, lest
privacy become a relic in India’s digital ascent.

Challenges

The right to privacy in India, while constitutionally recognized, faces a host of challenges that complicate
its effective implementation, especially in the context of rapidly advancing technologies, shifting public
perceptions, and legal and regulatory inadequacies.

A

Legal and Regulatory Challenges:

Absence of Comprehensive Data Protection Laws: Despite the recognition of privacy as a
fundamental right, India still lacks a robust data protection law. The Personal Data Protection Bill,
introduced in 2019, is a step in the right direction but is still under deliberation and not yet enacted.
The lack of a comprehensive law creates a regulatory vacuum, leaving individuals vulnerable to
privacy breaches.Current laws, like the Information Technology Act, are outdated and do not
adequately address the complexities of digital privacy, particularly in relation to social media, data
mining, and surveillance.

Inadequate Enforcement of Privacy Laws: Even if privacy laws are in place, enforcement remains
a significant challenge. Regulatory bodies like the Ministry of Electronics and Information Technology
(MeitY) and the Data Protection Authority (once formed) will need robust resources and clear
mandates to ensure compliance across various sectors, including private companies and government
entities.
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B. Technological and Societal Challenges:

« Rapid Technological Changes: The fast-paced nature of technological advancements often outpaces
the ability of legal systems to adapt. Technologies such as Al, machine learning, and facial recognition
are developing faster than the legal protections that could prevent their misuse. The lack of a proactive,
forward-thinking approach to privacy regulation leaves gaps that could be exploited.

For instance, many Al-driven applications lack clear frameworks regarding data usage, leading to
exploitation of personal data in ways that users are unaware of.

« Balancing Privacy with National Security and Public Welfare: The state’s interest in surveillance
for purposes of national security and public welfare often conflicts with individuals' privacy rights.
For example, the use of surveillance cameras in public spaces, or the requirement for Aadhaar in
accessing welfare schemes, raises questions about the balance between privacy and security.

e The Puttaswamy case acknowledged that privacy could be curtailed under specific conditions, such as
for national security or public order, but these curtailments must be necessary and proportionate.

C. Public Awareness and Societal Perceptions:

e Low Public Awareness of Privacy Risks: Many citizens, particularly in rural areas, are not fully
aware of the privacy risks associated with sharing personal information online. As a result, they may
inadvertently compromise their privacy by sharing too much personal data on social media or
participating in data-collection schemes without understanding the potential consequences.

e Cultural Norms Around Privacy: In Indian society, privacy is often perceived differently in

comparison to Western notions of individualism. Cultural norms, particularly in the context of family
structures and community living, may not place as much value on privacy. This cultural context can
make it challenging to garner widespread public support for privacy reforms.
The challenges facing the right to privacy in India are multifaceted, involving legal, technological, and
societal issues. While judicial recognition of privacy is a significant step forward, the lack of
comprehensive laws, enforcement mechanisms, and public awareness continues to undermine
effective privacy protection. These challenges highlight the urgent need for comprehensive privacy
reforms and robust public engagement on privacy issues.

8. Suggestions

To address the multifaceted challenges to privacy protection in India outlined in Chapter 6, this chapter

proposes actionable recommendations aimed at strengthening the legal, technological, and societal

frameworks safeguarding the right to privacy. These suggestions are designed to ensure that privacy

remains a robust and enforceable right in the face of rapid technological advancements and evolving

societal needs.

1. Enacting a Comprehensive Data Protection Law

India must expedite the enactment of a robust and comprehensive data protection law, drawing inspiration

from global benchmarks like the European Union’s General Data Protection Regulation (GDPR). The

Personal Data Protection Bill (PDP Bill), introduced in 2019 and still under deliberation as of March 2025,

should be finalized with the following key provisions:

« Data Minimization and Purpose Limitation: Mandate that entities collect only the data necessary
for specific, lawful purposes and prohibit its use beyond those purposes without explicit consent.

o Explicit Consent Mechanisms: Require clear, informed, and unambiguous consent from individuals
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before their data is collected or processed, with an option to withdraw consent easily.

Right to Erasure and Data Portability: Empower individuals with the right to delete their data
("right to be forgotten™) and transfer it to other service providers, enhancing control over personal
information.

Stringent Penalties: Impose significant fines and legal consequences for data breaches or non-
compliance to deter violations by both private companies and government agencies.

Cross-Border Data Flow Regulations: Establish safeguards for the transfer of personal data outside
India to prevent exploitation by foreign entities lacking equivalent privacy protections.

A finalized and enforced data protection law would fill the current regulatory gap, providing a cohesive
framework to address modern privacy threats such as data mining, surveillance, and breaches.

Strengthening Enforcement Mechanisms

Legal provisions alone are insufficient without effective enforcement. India should establish an
independent and well-resourced Data Protection Authority (DPA) with the following characteristics:

3.

Independence from Government Influence: The DPA must operate autonomously to ensure
impartial oversight of both state and private entities, avoiding conflicts of interest, especially in cases
involving government surveillance.

Adequate Funding and Expertise: Equip the DPA with financial resources and technical experts
capable of investigating complex privacy violations involving Al, biometrics, and cybersecurity.
Proactive Monitoring and Auditing: Mandate regular audits of organizations handling large
volumes of personal data, such as telecom companies, social media platforms, and government
agencies managing Aadhaar.

Grievance Redressal Mechanism: Create accessible channels for individuals to report privacy
violations and seek remedies, including fast-tracked adjudication processes.

Strong enforcement would bridge the gap between legal recognition of privacy and its practical
implementation, ensuring accountability across sectors.

Leveraging Technological Solutions for Privacy

Technology, while a source of privacy threats, can also be harnessed to enhance protections. India should
promote the development and adoption of privacy-enhancing technologies (PETSs) through incentives and
policy support:

End-to-End Encryption: Encourage messaging platforms, financial services, and healthcare
providers to adopt encryption standards that protect data during transmission and storage.
Decentralized Data Systems: Support blockchain or similar decentralized technologies to reduce
reliance on centralized databases (like Aadhaar), minimizing the risk of mass breaches.
Anonymization Tools: Promote the use of data anonymization techniques by organizations to prevent
identification of individuals in datasets used for research or analytics.

Al Governance Frameworks: Develop guidelines for ethical Al use, ensuring that facial recognition
and predictive analytics respect privacy norms and require user consent.

By integrating PETs into public and private systems, India can proactively mitigate privacy risks posed
by technological advancements.

Raising Public Awareness
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A critical barrier to privacy protection is the lack of awareness among citizens about their rights and risks.

Comprehensive public education initiatives are essential:

o Nationwide Campaigns: Collaborate with government bodies, NGOs, and private companies to
launch multimedia campaigns (TV, social media, radio) explaining privacy rights, risks of oversharing
online, and how to secure personal data.

e School and University Curricula: Introduce privacy and digital literacy as part of education
programs to equip younger generations with the knowledge to navigate the digital world safely.

o Localized Outreach: Tailor awareness programs to rural and underserved communities in regional
languages, addressing cultural perceptions of privacy and emphasizing its relevance in daily life.

« Corporate Responsibility: Mandate tech companies operating in India to provide transparent privacy
education to users, such as pop-up tutorials on data-sharing settings.

An informed populace is better equipped to demand accountability and protect their privacy, creating
a societal push for stronger safeguards.

5. Balancing Privacy with Other Interests

To resolve tensions between privacy and competing interests like national security and public welfare,

India should adopt a proportionate and transparent approach:

« Judicial Oversight for Surveillance: Require court approval for state surveillance activities, ensuring
they are justified, targeted, and time-bound rather than blanket or indefinite.

« Public Consultations on Policy: Involve citizens, civil society, and experts in drafting privacy-related
policies (e.g., Aadhaar usage) to reflect diverse perspectives and build trust.

o Periodic Review of Restrictions: Establish mechanisms to periodically reassess laws or practices that
curtail privacy (e.g., Section 69 of the IT Act) to ensure they remain necessary and aligned with
constitutional principles.

These measures would ensure that privacy is not unduly sacrificed while addressing legitimate state needs.

By implementing these suggestions, India can build a resilient privacy ecosystem that protects individuals’

rights while adapting to the realities of the digital age.

9. Conclusion

The right to privacy, enshrined as a fundamental right under Article 21 of the Indian Constitution through
the landmark Puttaswamy judgment, represents a cornerstone of individual dignity, autonomy, and
freedom. However, as this study has demonstrated, its recognition alone is insufficient to guarantee its
protection in an era defined by rapid technological advancements and pervasive digital connectivity. The
evolution of privacy laws in India from its implicit roots in early judicial interpretations to its explicit
affirmation in 2017 marks significant progress. Yet, the challenges posed by modern technologies,
inadequate legal frameworks, and societal factors underscore the urgency of comprehensive reforms.
This research has traced the historical journey of privacy rights in India, highlighting key judicial
milestones like Kharak Singh, Maneka Gandhi, Rajagopal, and Puttaswamy, which collectively expanded
the scope of Article 21. It has also illuminated the profound impact of technologies such as digital
surveillance, Aadhaar, social media, and Al, which, while offering societal benefits, threaten privacy
through unchecked data collection, profiling, and breaches. The absence of a robust data protection law,
coupled with weak enforcement and low public awareness, exacerbates these risks, leaving individuals
vulnerable in a digital landscape that evolves faster than regulatory responses.
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The findings emphasize that protecting privacy in India requires a multi-pronged approach. A
comprehensive data protection law, modelled on global standards but tailored to India’s unique context,
is non-negotiable. Equally critical are independent enforcement bodies, privacy-enhancing technologies,
and widespread public education to empower citizens. Moreover, striking a balance between privacy and
competing interests like national security demands transparency, proportionality, and judicial oversight to
prevent overreach.

In conclusion, while India has laid a strong constitutional foundation for privacy, its practical realization
hinges on bridging the gap between legal principles and real-world implementation. The digital age offers
both opportunities and threats, and safeguarding privacy will require sustained legal reform, technological
innovation, and societal engagement. By adopting the proposed solutions, India can not only uphold its
constitutional commitment to privacy but also set a global example of how a democratic society navigates
the complexities of modernity while preserving fundamental freedoms. The task ahead is formidable, but
with proactive measures, privacy can remain a living, breathing right rather than a mere theoretical
promise.
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